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Preface

DevOps is not a tool, technology, process, or framework; DevOps is a culture. Culture is an
organization-specific thing and it evolves with a combination of people, processes, and tools
for continuous improvement with continuous innovations.

The price of doing the same thing over and over again is far higher than the price of change.
Change is no threat to an organization's culture. Using disruptive innovations only
improves the culture. To improve is to change in the right direction, and to be perfect is to
change often in the right direction by learning from the mistakes or experiences. And just
for some fun... "Change is inevitable —even from a vending machine nowadays."

DevOps is not about reaching a destination and enjoying the beauty of it and ending the
tour. It is a never-ending process of continuous improvement where we innovate things and
plan to reach the same destination by enjoying the journey or process. This process may
differ each time we improve and innovate, but our goal doesn't change! The goal is to
achieve faster time to market with best utilization of resources in a cost-effective manner
with the highest customer satisfaction.

This book emphasizes not only the technology but also different practices that the DevOps
culture should include. DevOps is in its early stage. Deciding what not to do is very
important, when, as an organization, we go in the direction of improvements and
innovations. It is important to decide not to do manual work when it is repetitive.

In this book, we will cover all the key practices of DevOps, such as continuous integration,
resource provisioning using containers and cloud computing — IaaS (Amazon EC2

and Microsoft Azure virtual machines), and PaaS (Azure App Service or Azure Web Apps
and Amazon Elastic Beanstalk), continuous delivery, continuous testing, and continuous
deployment; how to automate build integration and provision resources in the cloud
environment; deploying a web application into Amazon Elastic Beanstalk, Microsoft Azure
Web Apps/App Service Environments; application monitoring in AWS and Microsoft
Azure Public Cloud; and load testing in VSTS and Apache JMeter.

The main objective is to manage the application life cycle. By automating repetitive manual
processes, we standardize the management of the application life cycle and avoid errors.
We also provide governance to application life cycle management by providing approval-
based application deployment to different environments in Jenkins and VSTS, both with
plugins or out-of-the-box features.
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For continuous integration and continuous release (continuous delivery and continuous
deployment), we have used Jenkins and Visual Studio Team Services (VSTS). The
orchestration of end-to-end automation and approval-based workflows is managed by
Jenkins and VSTS.

Progress is impossible without a change in mindset, and in order to change anything we
need to visualize the change. In this book, we will try to focus on the cultural journey in the
land of DevOps using people (development team, QA team, operations team, cloud team,
build engineers, infrastructure team, and so on), processes (continuous integration,
automated resource provisioning, continuous delivery, continuous testing, continuous
deployment, continuous monitoring, continuous improvement, and continuous
innovation), and tools (open source and the Microsoft stack).

The main reasons to showcase processes or practices using open source and the Microsoft
stack is to cultivate the feeling that it is not about tools; it is about the mindset! We can
perform almost the same operations using any automation tools.

What this book covers

Chapter 1, DevOps Concepts and Assessment Framework, contains details on how to get a
quick understanding of DevOps from 10,000 feet and how to prepare for changing a culture.
It provides the base on which to build the foundation of the DevOps concepts by discussing
what our goals are, as well as getting buy-in from organization management.

Chapter 2, Continuous Integration, explains how to install a Jenkins continuous integration
server and perform various tasks related to compilation, unit test execution, code analysis,
and creating a package file. This chapter also covers continuous integration using the
Microsoft stack. The goal here is to gain as much information as you can about continuous
integration as it is a base for the rest of the automation.

Chapter 3, Containers, explains how to use containers for a development or QA
environment for better resource utilization. It contains details on how to create a Tomcat
container so that we can deploy the application in it.

Chapter 4, Cloud Computing and Configuration Management, focuses on creating and
configuring the environment for application deployment in cloud. It will cover the use of
the Infrastructure as a Service and configuration management tool, Chef, to create a
platform so that we can deploy an application later in the book using automation.

[2]
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Chapter 5, Continuous Delivery, explains how to deploy a web application when the
platform is ready in different ways. This will involve platforms such as AWS and Microsoft
Azure laas, and PaaS offerings such as AWS Elastic Beanstalk and Microsoft Azure App
Services. We will also cover script-based deployment and Jenkins' plugin-based
deployment.

Chapter 6, Automated Testing (Functional and Load Testing), explains the various types of
testing that can be carried out after deploying the application in non-production
environments. It covers how to utilize automated testing techniques to enhance the quality
of an application, such as functional testing and load testing using open source tools.

Chapter 7, Orchestration — End-to-End Automation, contains various ways to automate
application life cycle management using orchestration. The build pipeline is utilized to
orchestrate continuous integration, continuous delivery, and continuous testing. build and
release definitions are configured in a way to form a pipeline, so end-to-end automation
with proper approval-based mechanism is achieved.

Chapter 8, Security and Monitoring, speaks about security based on roles with only specific
stakeholders, so they can manage configuration and builds. We will explore various tools to
automate application life cycle management, monitoring, as well as notifications of the
outcome based on success and failure, so the stakeholders can take the necessary steps to fix
it.

What you need for this book

This book assumes that you are familiar with at least the Java programming language.
Knowledge of core Java and JEE is essential if you want to gain better insights from this
book. Having a strong understanding of the deployment of a web application in application
servers such as Tomcat will help you to understand the flow quickly. However, we have
quickly provided an overview of it. As the application development life cycle will cover a
lot of tools in general, it is essential to have some knowledge of code repositories, as well as
IDE tools such as Eclipse, and build tools such as Ant and Maven.

Knowledge of code analysis tools will make your job easier in configuration and
integration; however, it is not vital to perform the exercises given in the book. Most of the
configuration steps are mentioned clearly, step by step, and by providing screenshots

for clear visualization.

[3]
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You will be walked through the steps required to get familiar with Jenkins, VSTS, Microsoft
Azure Web Apps, and AWS Elastic Beanstalk. For Microsoft Azure, you can use a 1-month
trial access. VSTS also comes with a trial account with some restrictions. AWS also has 1-
year trial period with specific limitations.

Who this book is for

The book is aimed at IT developers and operations, administrators who want to quickly
learn and implement the DevOps culture in their organization. This book is specially aimed
at developers, technical leads, testers, and operational professionals, who are the target
readers and will want to jumpstart containers, the Chef configuration management tool,
Microsoft Azure PaaS, and offerings such as app services and SQL database to host
applications. Readers are aware of the issues faced by development and operations teams as
they are stakeholders in the application life cycle management process. The reason to
jumpstart Jenkins Automation Server, Microsoft Azure PaaS, and VSTS is to understand the
importance of their contribution to continuous integration, automated test case execution,
and continuous delivery for effective application life cycle management.

It is good to have some prior experience of continuous integration, cloud computing,
continuous delivery, and continuous deployment. You may be a novice or be experienced
with continuous integration tools such as Jenkins. This book covers continuous integration,
cloud computing, continuous delivery, and continuous deployment for a sample Java
Spring-based application. The main objective is to see end-to-end automation and
implement it on the open source and Microsoft technology stack that can be extended
further based on the understanding gained from this book.

Conventions

In this book, you will find a number of text styles that distinguish between different kinds
of information. Here are some examples of these styles and an explanation of their meaning.

Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLs, user input, and Twitter handles are shown as follows: "Mount
the downloaded webStorm-10*.dmg disk image file as another disk in your system."

[4]
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A block of code is set as follows:
|html, body, #map {
| height: 100%;
| margin: 0;
| padding: O
| }
Any command-line input or output is written as follows:
|$ mkdir css

| $ cd css

New terms and important words are shown in bold. Words that you see on the screen, for
example, in menus or dialog boxes, appear in the text like this: "The shortcuts in this book
are based on the Mac 0s X 10.5+ scheme."

Warnings or important notes appear in a box like this.

Tips and tricks appear like this.

For this book we have outlined the shortcuts for the Mac OX platform if you are using the
Windows version you can find the relevant shortcuts on the WebStorm help

page https://www.jetbrains.com/webstorm/help/keyboard-shortcuts-by-category.htm
1.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about this
book-what you liked or disliked. Reader feedback is important for us as it helps us develop
titles that you will really get the most out of.

To send us general feedback, simply e-mail feedback@packtpub.com, and mention the
book's title in the subject of your message.

[5]
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If there is a topic that you have expertise in and you are interested in either writing or
contributing to a book, see our author guide at www.packtpub.com/authors.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to help you
to get the most from your purchase.

Downloading the example code

You can download the example code files for this book from your account at http://www.p
acktpub. com. If you purchased this book elsewhere, you can visit http://www.packtpub.c
om/supportand register to have the files e-mailed directly to you.

You can download the code files by following these steps:

Log in or register to our website using your e-mail address and password.
Hover the mouse pointer on the SUPPORT tab at the top.

Click on Code Downloads & Errata.

Enter the name of the book in the Search box.

Select the book for which you're looking to download the code files.
Choose from the drop-down menu where you purchased this book from.
Click on Code Download.

NS

Once the file is downloaded, please make sure that you unzip or extract the folder using the
latest version of:

e WinRAR /7-Zip for Windows
e Zipeg /iZip / UnRarX for Mac
e 7-Zip / PeaZip for Linux

The code bundle for the book is also hosted on GitHub at https://github.com/PacktPubl
ishing/DevOps-Bootcamp. We also have other code bundles from our rich catalog of books
and videos available at https://github.com/PacktPublishing/. Check them out!

[6]
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Preface

Downloading the color images of this book

We also provide you with a PDF file that has color images of the screenshots/diagrams used
in this book. The color images will help you better understand the changes in the output.
You can download this file from http://www.packtpub.com/sites/default/files/downl
oads/DevOpsBootcamp_ColorImages.pdf.

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you find a mistake in one of our books-maybe a mistake in the text or the code-
we would be grateful if you could report this to us. By doing so, you can save other readers
from frustration and help us improve subsequent versions of this book. If you find any
errata, please report them by visiting http://www.packtpub.com/submit-errata, selecting
your book, clicking on the Errata Submission Form link, and entering the details of your
errata. Once your errata are verified, your submission will be accepted and the errata will
be uploaded to our website or added to any list of existing errata under the Errata section of
that title.

To view the previously submitted errata, go to https://www.packtpub.com/books/conten
t/supportand enter the name of the book in the search field. The required information will
appear under the Errata section.

Piracy

Piracy of copyrighted material on the Internet is an ongoing problem across all media. At
Packt, we take the protection of our copyright and licenses very seriously. If you come
across any illegal copies of our works in any form on the Internet, please provide us with
the location address or website name immediately so that we can pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected pirated
material.

We appreciate your help in protecting our authors and our ability to bring you valuable
content.

Questions

If you have a problem with any aspect of this book, you can contact us
at questions@packtpub.com and we will do our best to address the problem.
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DevOps Concepts and
Assessment Framework

Once you have an innovation culture, even those who are not scientists or engineers - poets,
actors, journalists - they, as communities, embrace the meaning of what it is to be scientifically
literate. They embrace the concept of an innovation culture. They vote in ways that promote it.
They don't fight science and they don’t fight technology

- Neil deGrasse
Tyson

In this chapter, we will discuss how to quickly get an understanding of DevOps from 10,000
feet, with best practices on how to prepare for changing a culture. This will allow us to
build the foundations of the DevOps concepts by discussing what our goals are, as well as
getting buy-in from organization management. Basically, we will try to cover DevOps
practices that can make application life cycle management easy and effective.

It is very important to understand that DevOps is not a framework, tool, or technology. It is
more about the culture of an organization. It is also a way people work in an organization
using defined processes and by utilizing automation tools to make daily work more
effective and less manual.

To understand the basic importance of DevOps, we will cover the following topics in this
chapter:

Need for DevOps
How DevOps culture can evolve

Importance of PPT—people, process, and technology

Why DevOps is not all about tools

DevOps assessment questions
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Need for DevOps

There is a famous quote by Harriet Tubman which you can find on (http://harriettubmanb
iography.com). It says:

Every great dream begins with a dreamer. Always remember, you have within you the
strength, the patience, and the passion to reach for the stars to change the world .

Change is the law of life and that is applicable to organizations as well. If any organization
or individual looks only at the past or present patterns, culture, or practices, then they are
certain to miss future best practices. In the dynamic IT world, we need to keep pace with
the technology evolution.

We can relate to George Bernard Shaw's saying:

Progress is impossible without change, and those who cannot change their minds cannot
change anything.

Here, we are focusing on changing the way we manage the application life cycle.

The important question is whether we really need this change? Do we really need to go
through the pain of this change?

The answer is yes.
One may say that such kinds of change in business or culture must not be forceful.
Agree.

Let's understand the pain points faced by organizations in application life cycle
management in the modern world with the help of the following figure:

[9]
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Considering the changing patterns and competitive environment in business, it is the need
of the hour to improve application life cycle management.

Are there any factors that can be helpful in these modern times which can help us to
improve application life cycle management?

Yes. Cloud computing has changed the game. It has opened doors for many path-breaking
solutions and innovations. Let’s understand what cloud computing really means and how
terms like DevOps and automation play an important role for enterprise companies.

Overview of cloud computing

Cloud computing is the next logical step in terms of the evolution of computing. From
traditional data centers and virtualization, to hybrid environments, private, public, and
hybrid cloud services, cloud computing is a type of computing that provides multitenant or
dedicated computing resources such as compute, storage, and network, which are delivered
to cloud consumers on demand. It comes in different flavors which include cloud
deployment models and cloud service models. The most important thing in this is the way
its pricing model works, which is pay-as-you-go.

[10]
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Cloud deployment models describe the way cloud resources are deployed:

1) Private cloud: private cloud consists of cloud resources that are behind the firewall and
on-premise exclusively for a specific organization

2) Public cloud: public cloud consists of cloud resources that are available to all
organizations and individuals

3) Hybrid cloud: hybrid cloud consists of cloud resources that are available to a specific set
of organizations that share similar types of interests or similar types of requirements

4) Community cloud: community cloud consists of cloud resources that combine two or
more deployment models

Cloud service models describe the way cloud resources are made available to customers of
all kinds, from individuals and small organizations, to large enterprises.

It can be in the form of pure infrastructure, where virtual machines are accessible and
controlled by cloud consumers or end users, that is, Infrastructure as a Service (IaaS); or a
platform where runtime environments are provided so that the installation and
configuration of all software needed to run the application is already available and
managed by cloud service providers, that is, Platform as a service (PaaS); or Software as a
Service (SaaS), where the whole application is made available by cloud service providers
with the responsibility of infrastructure and the platform remaining with the cloud service
provider.

There are many Service Models that have emerged during the last few years, but IaaS,
Paa$S, and SaaS are based on the National Institute of Standards and Technology
(NIST) definition:

[11]



DevOps Concepts and Assessment Framework

Service Models Deployment Models
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Cloud computing has a few characteristics that are significant such as multitenancy, pay-as-
you-use similar to electricity or gas connection, On Demand Self Service, Resource
Pooling for better utilization of compute, storage, and network resources, Rapid Elasticity
for scaling up and scaling down resources, based on needs, in an automated fashion,

and Measured Service for billing.

Over the years, the usage of different cloud deployment models has varied based on use
cases. Initially, public cloud was used for applications that were considered noncritical,
while private cloud was used for critical applications where security was a major concern.

Hybrid cloud and public cloud usage has evolved over time, with the experience and
confidence in the services provided by cloud service providers. Similarly, the usage of
different cloud service models has varied based on use cases and flexibility. IaaS was the
most popular in the early days, but PaaS is catching up in its maturity and ease of use with
enterprise capabilities such as auto-scaling, support for multiple programming languages,
and support for end-to-end application life cycle management tools.

[12]
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Overview of DevOps

DevOps is all about the culture of an organization, processes, and technology to develop
communication and collaboration between development and IT operations teams to
manage the application life cycle more effectively than the existing ways of doing it. We
often tend to work based on patterns to find reusable solutions from similar kinds of
problems or challenges.

Developmen

eople + Transformation of existing Processes + Technolog
Patterns + Reusable Components + Automation Tools
Effective Communicationand Collaboration
Standardized Practicesacross Teams

Over the years, achievements and failed experiments, best practices, automation scripts,
configuration management tools, and methodologies have become an integral part of
DevOps culture.

It helps to define practices for a way of designing, a way of developing, a way of testing, a
way of setting up resources, a way of managing environments, a way of configuration
management, a way of deploying an application, a way of gathering feedback, a way of
code improvements, and a way of doing innovations.

The following are some of the visible benefits that can be achieved by implementing
DevOps practices.

[13]
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Early Detection [l Better Resource @ Faster Time to
of Failures Utilization Market

Transparency in Single Click Promoted
Execution Deployment Builds

Governance
with Approval
based Releases

Automated Quality
Approach Releases

Enhanced Productivity Decision
recovery Time Gains Support

DevOps culture is considered an innovative package to integrate Dev and Ops teams in an
effective manner that includes components such as continuous build integration,
continuous testing, cloud resource provisioning, continuous delivery, continuous
deployment, continuous monitoring, continuous feedback, continuous improvement, and
continuous innovation to make application delivery faster, as per the demands of agile
methodology. Evolving a culture is not an overnight journey. It takes a long time. However,
there are also confusions regarding what DevOps is, hence, often only continuous
integration or configuration management practices are considered as a DevOps practices
implementation. It is a scenario similar to that of the elephant and five blind men, where
every man touches a specific part of his body and assumes that to be an elephant.

However, it is not only the development and operations teams that are involved. The
testing team, business analysts, build engineers, automation team, cloud team, and many
other stakeholders are involved in this exercise of evolving the existing culture.

The DevOps culture is not much different than the organization culture, which has shared
values and behavioral aspects. It needs adjustment in mindsets and processes to align with
new technology and tools.

Challenges for the development and operations teams

There are some challenges, which is why this scenario has occurred and that is why DevOps
is going in the upward direction and is the talk of the town in all information technology
related discussions.

[14]



DevOps Concepts and Assessment Framework

Challenges for the development team

Developers are enthusiastic and willing to adopt new technologies and approaches to solve
problems. However, they face many challenges, including the following;:

e The competitive market creates pressure for on-time delivery

e They have to take care of production-ready code management and new feature
implementation

e The release cycle is often long, hence, the development team has to make
assumptions before the application deployment finally takes place. In such a
scenario, it takes more time to fix the issues that occur during deployment in the
staging or production environment

Challenges for the operations team

The operations team is always careful in changing resources or using any new technologies
or new approaches, as they want stability. However, they face many challenges, including
the following:

¢ Resource contention: it's difficult to handle increasing resource demands

¢ Redesigning or tweaking: this is needed to run the application in the production
environment

¢ Diagnosing and rectifying: they are supposed to diagnose and rectify issues after
application deployment in isolation

Challenges for the IT team

The IT team provides resources to the respective teams to carry out the operations:

¢ Infrastructure provisioning: to provide infrastructure and a runtime environment
with proper package installation on resources

¢ Configuration management: to upgrade the existing infrastructure or packages
based on updates available in tools or technologies

[15]
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Considering all the challenges faced by the development and operations teams, how should
we improve existing processes, make use of automation tools to make processes more
effective, and change people's mindset? Let's see in the next section on how to evolve the
DevOps culture in an organization and improve efficiency and effectiveness.

How can DevOps culture evolve?

Inefficient estimation, a long time to market, and other issues led to a change in the
waterfall model, resulting in the agile model. Evolving a culture is not a time-bound or
overnight process. It can be a step-by-step and stagewise process that can be achieved
without dependencies on the other stages.

We can achieve continuous integration without Cloud Provisioning. We can achieve Cloud
Provisioning without Configuration Management. We can achieve Continuous Testing
without any other DevOps practices. The following are different stages to achieve DevOps
practices:

Build Cloud

Provisioning

Continuous
Integration

Continuous Continuous Continuous
Deployment Testing Delivery

Deployment Continuous Continuous
Orchestration Monitoring Feedback

Assessment

Automation

Configuration
Management

Continuous
Improvement

Continuous

Innovation

[16]
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Agile development

Agile development or agile-based methodologies are useful for building an application by
empowering individuals and encouraging interactions, giving importance to working
software, customer collaboration—using feedback for improvement in subsequent
steps—and responding to change in an efficient manner.

One of the most attractive benefits of agile development is continuous delivery in short time
frames or, in agile terms, sprints. Thus, the agile approach of application development,
improvement in technology, and disruptive innovations and approaches have created a gap
between the development and operations teams.

DevOps

DevOps attempits to fill these gaps by developing a partnership between the development
and operations teams. The DevOps movement emphasizes communication, collaboration,
and integration between software developers and IT operations.

DevOps promotes collaboration, and collaboration is facilitated by automation and
orchestration in order to improve processes. In other words, DevOps essentially extends the
continuous development goals of the agile movement to continuous integration and release.

DevOps is a combination of agile practices and processes, leveraging the benefits of cloud
solutions. Agile development and testing methodologies help us meet the goals of
continuously integrating, developing, building, deploying, testing, and releasing
applications.

Build automation

An automated build helps us create an application build using build automation tools such
as Gradle, Apache Ant, and Apache Maven.

An automated build process includes activities such as compiling source code into class
files or binary files, providing references to third-party library files, providing the path of
configuration files, packaging class files or binary files into package files, executing
automated test cases, deploying package files on local or remote machines, and reducing
manual effort in creating the package file.

[17]
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Continuous integration

In simple words, continuous integration or Cl is a software engineering practice, where
each check-in made by a developer is verified by either of the following;:

e Pull mechanism: executing an automated build at a scheduled time

¢ Push mechanism: executing an automated build when changes are saved in the
repository

This step is followed by executing a unit test against the latest changes available in the
source code repository. Continuous integration is a popular DevOps practice that requires
developers to integrate code into code repositories such as Git and SVN multiple times a
day to verify the integrity of the code.

Each check-in is then verified by an automated build, allowing teams to detect problems
early.

CL, and even CD, is the baseline for companies to even archive DevOps. We can’t do
DevOps without good CI and CD implementations in your organization.

Cloud provisioning

We have already covered the basics of cloud computing earlier in the chapter. Cloud
provisioning has opened the door to treat Infrastructure as Code (IAC), and that makes the
entire process extremely efficient and effective, as we are automating a process which
involved manual intervention to a huge extent.

The pay-as-you-go billing model has made the required resources more affordable to not
only large organizations, but also to mid and small scale organizations, as well as
individuals.

It helps to go for improvements and innovations, as earlier resource constraints were
blocking organizations from going the extra mile because of cost and maintenance. Once we
have agility in infrastructure resources, we can then think of automating the installation and
configuration of packages that are required to run the application.

Configuration management

Configuration management (CM) manages changes in the system or, to be more specific,
the server runtime environment. There are many tools available in the market with which
we can achieve configuration management. The popular tools are Chef, Puppet, Ansible,
Salt, and so on.

[18]
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Let's consider an example where we need to manage multiple servers with the same kind of
configuration.

For example, we need to install Tomcat on each server. What if we need to change the port
on all servers, update some packages, or provide rights to some users? Any kind of
modification in this scenario is a manual and, if so, error-prone process. As the same
configuration is being used for all the servers, automation can be useful here.

Continuous delivery
Continuous delivery and continuous deployment are used interchangeably. However, there

is a small difference between them.

Continuous delivery is process of deploying an application in any environment in an
automated fashion and providing continuous feedback to improve its quality.

An automated approach may not change in continuous delivery and continuous
deployment. The approval process and some other minor things can change.

Continuous testing and deployment

Continuous testing is the very important phase of the end-to-end application life cycle
management process. It involves functional testing, performance testing, security testing,
and so on.

Selenium, Appium, Apache JMeter, and many other tools can be utilized for the same.

Continuous deployment, on the other hand, is all about deploying an application with the
latest changes to the production environment.

Continuous monitoring

Continuous monitoring is a backbone of the end-to-end delivery pipeline, and open source
monitoring tools are like toppings on an ice cream scoop.

It is desirable to have monitoring at almost every stage in order to have transparency about
all the processes, as shown in the following diagram. It also helps us troubleshoot quickly.
Monitoring should be a well thought-out implementation of a plan.

[19]
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Let's try to depict the entire process as a continuous approach in the following diagram:

Continuous Delivery and Continuous Deployment from Month(s)to DAYs

S using Cloud Resources and Automated Approach of Application Lifecycle
roof o

Concept Management

|| “Continuous” Approach

Development Conti
and Continuous Continuous Continuous Continuous W
Automated Integration Delivery Testing Deployment HAonroring

and Security

Build

 Build tools for * Compilation * Deployment = Functional * Production  Failure
automating » Unit Test into Multiple Testing Deployment Notifications on
build process so Execution Environment = Load Testing with Approval Build Execution,
wecan start » Static Code Using Approval « Security Testing Workflow for Failed
with Analysis Workflow Governance Deployment,
Continuous unavailability of
Integration an applightion

e

We need to understand here that it is a phased approach and it is not necessary to automate
every phase of automation at once. It is more effective to take one DevOps practice at a
time, implement it and realize its benefit before implementing another one.

This way we are safe enough to assess the improvements of changing the culture in the
organization and remove manual efforts from the application life cycle management.

Importance of PPT - people, process, and
technology

PPT is an important word in any organization. Wait! We are not talking about Powerpoint
Presentation. Here, we are focusing on people, processes, and tools/technology. Let's
understand why and how they are important in changing the culture of any organization.

[20]
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People

As per the famous quote from Jack Canfield :

Successful people maintain a positive focus in life no matter what is going on around them.
They stay focused on their past successes rather than their past failures, and on the next
action steps they need to take to get them closer to the fulfillment of their goals rather than
all the other distractions that life presents to them.

A curious question could be, why do people matter? If we try to answer this in one
sentence, then it would be: Because we are trying to change culture.

So?

People are an important part of any culture and only people can drive the change or change
themselves to adapt to new processes or define new processes and learn new tools or
technologies.

Let's understand how and why with the Formula for Change.

David Gleicher created the Formula for Change in the early 1960s, as per references available
in Wikipedia. Kathie Dannemiller refined it in 1980. This formula provides a model to
assess the relative strengths affecting the possible success of organizational change
initiatives.

Gleicher (original) version: C = (ABD) > X, where: C = change, A = the status quo dissatisfaction,
B = a desired clear state, D = is practical steps to the desired state, X = the cost of the change.

Dannemiller version: D x V x F > R; where D, V, and F must be present for organizational
change to take place where: D = Dissatisfaction with how things are now, V = Vision of what is
possible, F = First concrete steps that can be taken toward the vision. If the product of these three
factors is greater than R = Resistance, then change is possible.

Essentially, it implies that there has to be strong dissatisfaction with existing things or
processes, vision of what is possible with new trends, technologies, and innovations with
respect to the market scenario; concrete steps that can be taken toward achieving the vision.

For more details on Formula for Change, you can visit this wiki page: https
://en.wikipedia.org/wiki/Formula_for_changefcite_note-myth-1

[21]
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DevOps Concepts and Assessment Framework

If it comes to sharing an experience, I would say it is very important to train people to adopt
a new culture. It is a game of patience. We can't change the mindset of people overnight and
we need to understand first before changing the culture.

Often, it is observed in the industry, that job opening with a DevOps knowledge or DevOps
engineers, but ideally they should not be imported and people should instead be trained in
the existing environment by changing things gradually to manage resistance. We don't need
a special DevOps team; we need more communication and collaboration between
developers, test teams, automation enablers, and the cloud or infrastructure team.

It is essential for all to understand the pain points of each other. In the organizations I have
worked, we used to have a Center of Excellence (COE) in place to manage new
technologies, innovations, or culture. As an automation enabler and part of the DevOps
team, we should be working as a facilitator only and not a part of the silo.

Processes

Here is a famous quote from Tom Peters, which says:

Almost all quality improvement comes via simplification of design, manufacturing...
layout, processes, and procedures

Quality is extremely important when we are dealing with evolving a culture. We need
processes and policies for doing things in a proper way and standardized across the
projects so the sequence of operations, constraints, rules and so on are well defined to
measure success.

We need to set processes for the following things:

¢ Agile planning

e Resource planning and provisioning

¢ Configuration management

Role-based access control to cloud resources and other tools used in automation

Static code analysis — rules for programming languages

Testing methodology and tools

Release management

These processes are also important for measuring success in the process of evolving
DevOps culture.
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Technology

Here is a famous quote from Steve Jobs, which says:

Technology is nothing. What's important is that you have a faith in people, that they're
basically good and smart, and if you give them tools, they'll do wonderful things with
them.

Technology helps people and organizations to bring creativity and innovations while
changing the culture. Without technology, it is difficult to achieve speed and effectiveness
in the daily and routine automation operations. Cloud computing, configuration
management tools, and the build pipeline are among a few that are useful in resource
provisioning, installing a runtime environment, and orchestration. Essentially, it helps to
speed up different aspects of application life cycle management.

Why DevOps is not all about tools

Yes, tools are nothing. They are not that important a factor in changing the culture of any
organization. The reason is very simple. No matter what technology we use, we will
perform continuous integration, cloud provisioning, configuration management,
continuous delivery, continuous deployment, continuous monitoring, and so on.

Categorywise, different tool sets can be used, but all perform similar operations. It is just
the way that tool performs a certain operation that differs, else the outcome is the same. The
following are some of the tools based on the categories:

Category Tools

Build automation Nant, MSBuild, Maven, Ant and Gradle
Repository Git and SVN

Static code analysis Sonar and PMD

Continuous integration Jenkins, Atlassian Bamboo, and VSTS

Configuration management | Chef, Puppet, Ansible, and Salt

Cloud platforms AWS and Microsoft Azure

Cloud management tool RightScale

Application deployment Shell Scripts and Plugins

Functional testing Selenium and Appium

[23]



DevOps Concepts and Assessment Framework

Load testing

Apache Jmeter

Repositories

Artifactory, Nexus, and Fabric

Let's see how different tools can be useful in different stages for different operations. This
may change based on the number of environments or the number of DevOps practices we
follow in different organizations:

Build automation tool
forthe creation ofa
Software build

Orchestration — Build and Code Pipeline

Static Code Analysis

Deploy to Production
Environment (AWS /
Microsoft Azure)

Continuous

Integration

+Compile the Source Code
*Unit Testing

» Creatinga Package File

Load Testing
&
Security Testing

Artifact Repository

Deploy to Pre-Prod
Environment (AWS /
Microsoft Azure)

@ Jenkins

a_; Jenkins

Deploy to Dev / QA
Environment (AWS /
Microsoft Azure)

Sonatype

Functional Testing

o &
appium

If we need to categorize tools based on different DevOps best practices, then we can
categorize them based on open source and commercial categories. The following are just

some examples:

Components Open Source |IBM Urban Code Electric-Cloud
Build tools Ant or Maven |Antor Maven or MS [ Ant or Maven or MS Build
or MS Build Build
Code repositories | Git or Git or Atlassian Stash | Git or Subversion or
Subversion or Subversion or StarTeam
StarTeam
Code analysis tools |Sonar Sonar Sonar

[24]
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Continuous Jenkins Jenkins or Atlassian  |Jenkins or
integration Bamboo ElectricAccelerator
Continuous Chef Artifactory and IBM | ElectricFlow
delivery UrbanCode Deploy

In this book, we will try to focus on the open source category, as well as commercial tools.
We will use Jenkins and Visual Studio Team Services for all the major automation and
orchestration-related activities.

DevOps assessment questions

DevOps is a culture and we are very much aware of that fact. However, before
implementing automation, putting processes in place and evolving culture, we need to
understand the existing status of the organization's culture and whether we need to
introduce new processes or automation tools.

We need to be very clear that we need to make the existing culture more efficient rather
than importing culture. To accommodate an assessment framework is difficult, but we will
try to provide some questions and hints based on which it will be easier to create an
assessment framework.

Create categories for which we want to ask questions and get responses for specific
applications.

The following are a few sample questions:

Do you follow agile principles?

Are you using any source code repository?

Are you using any tools for static code analysis?

Are you using any build automation tools?

Are you using on-premise infrastructure or cloud-based infrastructure?

A o

Are you using any configuration management tools or scripts for installing
application packages or a runtime environment?

7. Are you using any automated scripts to deploy applications in prod and nonprod
environments?

8. Are you using any orchestration tools or scripts for application life cycle
management?

[25]
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9. Are you using automation tools for functional testing, load testing, security
testing, and mobile testing?

10. Are you using any tools for application and infrastructure monitoring?

Once the questions are ready, prepare responses and, based on those responses, decide a
rating for each response given for the preceding questions.

Make a framework flexible so, even if we change a question in any category, it will be
managed automatically.

Once the rating is given, capture responses and calculate overall ratings by introducing
different conditions and intelligence into the framework.

Create categorywise final ratings and create different kinds of charts from the final rating to
improve the reading value of it. The important thing to note here is the significance of
organizations' expertise in each area of application life cycle management. It will give the
assessment framework a new dimension to add intelligence and make it more effective.

Summary

In this chapter, we have set many goals to achieve throughout this book. We have covered
continuous integration, resource provisioning in the cloud environment, configuration
management, continuous delivery, continuous deployment, and continuous monitoring.

Setting goals is the first step in turning the invisible into the visible.
-Tony Robbins

We have seen how cloud computing has changed the way innovation was previously
perceived and how feasible it has become now. We have also covered the need for DevOps
and all different DevOps practices in brief. People, processes, and technology are also
important in this whole process of changing the existing culture of an organization. We
tried to touch upon the reasons why they are important. Tools are important but not the
show stopper; any toolset can be utilized and changing a culture doesn't need a specific set
of tools. We have discussed in brief the DevOps assessment framework as well. It will help
you to get going on the path of changing culture.

Faith is taking the first step even when you don't see the whole staircase.
-Martin Luther King, Jr.

[26]
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In the next chapter, we will take our first step of this journey towards continuous
integration. We will use Jenkins and Microsoft Visual Studio Team Services for
implementing continuous integration and verify how CI can be implemented in different
tools without any major challenges.

[27]
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Continuous effort - not strength or intelligence - is the key to unlocking our potential
- Winston Churchill

In this chapter, we will cover how to install the continuous integration server Jenkins and
perform various tasks related to compilation, unit test execution, code analysis, and creating
a package file. We will also cover continuous integration using Microsoft stack. The goal
here is to gain as much information as you can about the continuous integration as it is a
base for the rest of the automation. Here is the gist of topics that we will cover:

e Installing Jenkins 2

¢ Configuring Maven-based JEE web application

e Integrating Jenkins and SonarQube

¢ Executing command-line operations from Jenkins
e Continuous integration using VSTS

Let's start with making ourselves aware about Jenkins—continuous integration server or
automation server nowadays after Jenkins 2.0.

Installing Jenkins 2

Here are a few steps that we can follow to install Jenkins :

1. Install Java Development Kit 8 and set JAVA_HOME as the environment variable.
In the Command Prompt or Terminal, verify that Java is installed properly or not
by executing the java -version, javac, and java commands. Download
jenkins.war from the Jenkins website.
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2. To run Jenkins, execute java -jar jenkins.war. Wait until Jenkins is fully up
and running.

3. Once Jenkins is fully up and running, open the browser and visit
http://<localhost/IP_ADDRESS>:8080.

4. We need to unlock Jenkins first to go ahead with the configuration. Copy the
password from the given file location or copy it from the console/terminal from
where we executed the Java command.

5. Enter the Administrator password and click on Continue.
6. Install the suggested plugins or select plugins to install.

If we are behind the firewall, then it will ask for Proxy Settings so we can
download the required plugins. If we are familiar with Jenkins, then we
can skip the plugins installation completely and install them later on when
we require them. It will make this configuration fast. Behind the proxy, we
might face an issue while downloading some of the plugins. In such a
case, it is better to identify these plugins and use Select plugins to Install
option to avoid endless waiting or configuration failure.

7. Once we finish the plugins installation process or skip it, we need to create our
first admin user. After Jenkins 2, plugin installation and security configuration
are part of the initial setup and that is a step forward towards a matured tool.

8. Provide the required user details and click on Save and Finish. Now, Jenkins is
ready and the Jenkins set up is complete. We can start using Jenkins. This is the
time where we meet the Jenkins dashboard for the first time.

[29]
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We can manage Jenkins-related configurations such as tools configurations, security
configurations, creating build jobs, managing plugins, and managing agents.

The following screenshot represents the Jenkins dashboard:

@ search | log out
Jenkins ENABLE AUTO REFRESH
= New Item (#add description
& People .
|
> Build History Welcome to Jenkins!

£+ Manage Jenkins
4. Credentials
& My Views

Please create new jobs to get started.

Build Queue =

No builds in the queue.

Build Executor Status =
1 Idle
2 Ildle

We will use the Java/JEE sample application in our automation objective. First of all, we
need to inform Jenkins where our installable files are as they are required to execute certain
tasks. As the Maven build tool is used in this application, we need a Maven installable
folder too. Download Apache Maven. Go to Manage Jenkins in the Jenkins dashboard and
click on Global Tool Configuration. Click on Add JDK. We have JDK installed already, so
we can give the path of JAVA_HOME and our Java is configured properly.

[30]
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Global Tool Configuration in Jenkins

In this section, we will configure various tools that we need to utilize at the time of creating
a build job, for example, Java, Ant, Maven, and so on.

@ Jenkills Q@ search @ DiscoverTechno |log out

Jenkins Global Tool Configuration

& Back to Dashboard
. Manage Jenkins 7 Global Tool Configuration

Maven Configuration

Default settings provider Use default maven settings 4

Default global setlings provider Use default maven global settings ~

JDK
JDK installations. JDK

Name JDK1.7

JAVA_HOME < ibjvmijava-1.7.0-openjdk-1.7.0.101 x86_64

O Install automatically ®

We can install this also from the Jenkins dashboard. What if we have two different
applications where one needs to be compiled with JDK 1.7 and the other with JDK 1.8? We
can add multiple JDK and while creating a Build Job, we can specify which JDK we want to
utilize for that build job execution.
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Once Java is configured, our next task is to configure Maven:

Maven

Maven installations Maven

Name Maven3 3 1
MAVEN_HOME /opt/apache-maven-3.3.1

O Install automatically

Delete Maven

Add Maven

List of Maven installations on this system

Now that we have configured different tools in Jenkins, we will create a new job or item
using the Jenkins dashboard, so we can configure continuous integration for JEE-based

applications.

Creating and configuring Maven-based JEE

web applications

In this section, we will create a Maven-based Jenkins build job that will execute
the pom. xm1 file for compilation, ubit test execution, and creating a package file. So let's

begin!

[32]
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On the Jenkins dashboard, click on New Item:

Jenkins All

Enter an item name

» This field cannot be empty, please enter a valid name

Freestyle project
This is the central feature of Jenkins. Jenkins will build your project, combining any SCM with any build system, and this can be even used for
something other than software build

k.

]

Maven project
Build a maven project. Jenkins takes advantage of your POM files and drastically reduces the configuration

Pipeline
Orchestrates long-running activities that can span multiple build slaves. Suitable for building pipelines (formerly known as workflows) and/or
organizing complex activities that do not easily fit in free-style job type

External Job
This type of job allows you to record the execution of a process run outside Jenkins, even on a remote machine. This is designed so that you can
use_lenkins as a dashboard of your existing automation system

w IS

:onfiguration project
= for projects that need a large number of different configurations, such as testing on multiple environments, platform-specific builds, etc.

As it is a Maven-based project, we will select the Maven project template. In case it is an
Ant-based application or any other automation task, then we can select the Freestyle
project template to create Build Job. Select Maven project and click on OK. It will open the
build job configuration page, as shown in the following screenshot:

PetClinic

General

Project name PetClinic

Description

[Plain text] Preview
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In Source Code Management, provide a GitHub URL, SVN URL (install the subversion
plugin first), or any repository URL. We can also access the code available on the filesystem:

Source Code Management

Source Code Management

© None
® Git
Repositories . . @
Repository URL  https://github.com/mitesh51/spring-petclinic.git 2]
Credentials - none - ~ o= Add

Advanced...

Add Repository

In the Build section, select the Maven Version that we have configured in the Global Tool
Configuration section. Provide the Maven goal to be executed on pom. xm1. For more
details on Maven goals, go to the Apache Maven website. The package goal will compile
the source code, execute the unit test case, and create a package or war file in the context of
Java:

PetClinic
Build
Build
| x|
Invoke top-level Maven targets @
Maven Version Maven3.3.1
Goals package v
Advanced...
Add build step ~

Click on Apply and Save on the job configuration page. Click on the Build Now link on the
dashboard. Verify the Build History on the same page. The first build will be in progress.

[34]
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Click on the progress bar to go to the console output directly on the Jenkins dashboard.

It will start fetching the code from the repository and put it into the local workspace. If it
fetches the code successfully, then on a Project dashboard or on a Build dashboard, check
workspace.

Wait until the package goal of Maven is executed in Jenkins. It will compile all source files,
execute unit test cases written in JUnit, and create a WAR file that needs to be deployed in
the web server such as Tomcat or JBoss:

Jenkins PetClinic #1

[INFO]
[INFO] --- maven-war-plugin:2.3:war (default-war) @ spring-petclinic ---

[INFO] Packaging webapp

[INFO] Assembling webapp [spring-petclinic] in [/home/mitesh/.jenkins/workspace
/PetClinic/target/spring-petclinic-4.2.5-SNAPSHOT]

[INFO] Processing war project

[INFO] Copying webapp resources [/home/mitesh/.jenkins/workspace/PetClinic
/src/main/webapp]

[INFO] Webapp assembled in [12697 msecs]

[INFO] Building war: /home/mitesh/.jenkins/workspace/PetClinic/target

/petclinic.war

INFO] BUILD SUCCESS

[
[
[
[INFO] Total time: 03:14 min

[INFO] Finished at: 2016-04-27T12:15:29-07:00

[INFO] Final Memory: 27M/214M

[INFO]
Finished: SUCCESS

Once the build is successful, our first target is achieved and that is continuous integration. If
it fails due to Maven downloads, then check Maven-related settings. If Jenkins is installed
behind the proxy, then give proxy details in Apache Maven’s config file, so it can access the
Maven repository and download the required files.

Unit test case results in Jenkins

To check the unit test execution, go to the Project and verify the build that has been
executed successfully. Click on Test Result (no failures):
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@ Jenkins @ search

Jenkins PetClinic #3

4 Back to Project

O, Status @ BL"Id #3

= Changes

B Console Output

| View as plain text —

~ Edit Build Information |=# Nochanges.

@ Delete Build ]

& Git Build Data Started by user DiscoverTechno

kad No Tags O git Revision: 44b591f537aaebebbef0598beab886d38bad214c

[C] Test Resuilt

« refs/remotes/arigin/master
& Previous Build

I-f] Test Result (no failures)

It will give a list of Test Result based on packages. To get more details, go to specific

packages and verify the results:

&£ Jenkins Qsearch © | EEsss———— |log out

# Back to Project

o, Status Test Result
= Changes

& Console Output
_| View as plain text

0 failures

~= Edit Build Information

i History
Git Build Data
O All Tests
[C] Test Result Package Duration Fail  (dif) Skip  (diffy Pass  (dif)
& Previous Build org.springframework.samples.petclinic.model 5.3 sec 0 0 1+
org.springframework.samples.petclinic.service 4.8 sec 0 0 30 +30
org.springframework.samples.petclinic.web 7.5sec 0 0 28 +28

Jenkins PetClinic #3 Test Results ENABLE AUTO REFRESH

%add description

59 tests
Took 17 sec.

Total  (diff)
1+

30 +30

28 +28
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Master agent architecture in Jenkins

Let’s consider a scenario where we have specific tools, which are on a different server and
these tools are part of an important phase of application life cycle management.

In that case, we can use our Jenkins server as a master and the server with specific tools as
the agent. In this way, master Jenkins can access resources available on other servers to
execute specific operations.

Go to Manage Jenkins and click on Manage Nodes. We can see the master node available
on which our Jenkins is installed. To add a new node that might have a different operating
system and tool set, we need to click on New Node:

@ Jenkins @ DiscoverTechno |log out

Jenkins Nodes ENABLE AUTO REFRESH

# Back to Dashboard S Name | Architecture  Clock Difference  Free Disk Space Free Swap Space Free Temp Space Response Time

™

4% Manage Jenkins

: B paster Linux In sync 867 GB 1.03GB 867 GB oms %
B New Node d (amd64) &5
" Configure Data obtained 16 min 16 min 16 min 16 min 16 min 16 min

N Refresh status
Build Queue =

No builds in the queue

Build Executor Status =

1 Idie
2 Idle

Give a node name and select it as a Permanent Agent. Click on OK. Enter Name,

Labels, and Remote root directory. Remote root directory is the directory where all details
of execution on the agent will be stored. It is similar to the JENKINS_HOME’s workspace
directory on the agent node:
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Jenkins Nodes TestServer

4 Backto List

J, Status

{9 Delete Agent

Configure

&

> Build History

Load Statistics

(g |

Log

Build Executor Status

Name

TestServer ©
Description TestServer @'
# of executors 1 @
Remote root directory d:ljenkins @.
Labels WindowsNode @
Usage Use this nede as much as possible v @
Launch method Launch agent via Java Web Start - @

Advanced...

Node Properties

O Environment variables

O Tool Locations

Click on Save; go to Security Configuration and Enable Slave Agent Port — TCP port for
JNLP agents (keep it as random and not the disable state):

@ DiscoverTechno | log out

Jenkins Nodes TestServer

& Back to List

. Status
(Y Delete Agent
7 Configure
= Build History
Load Statistics

D Log

Build Executor Status

ENABLE AUTO REFRESH

Mark this node temporarily offline

° slaveAgentPort.disabled Go to security configuration screen and change it.

gﬁ Agent TestServer (Testserver)

Created by DiscoverTechno

Labels

WindowsNode

Projects tied to TestServer

None
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Go to the Agent configuration in Master Jenkins. Copy the command to Run from agent
command line:

@ DiscoverTechno | log out
Jenkins Nodes TestServer ENABLE AUTO REFRESH
_ Status :!Iﬂ Agent TestServer (TestServer)

(9 Delete Agent
Connect agent to Jenkins one of these ways

. Launch agent from browser

= Run from agent command line:

2. Configure

_» Build History

Load Statistics
java -jar slave.jar -jnlpUrl http://192.168.1.34:8080/computer/TestServer

D Log /slave-agent.jnlp -secret
65464e02c58cB85b192883£7848ad2758408220bed2f3af715c01c9b01chb72£9b

Build Executor Status = Created by DiscoverTechno
Labels

WindowsNode

Projects tied to TestServer

None

Download the slave. jar as well on the agent machine and execute the command as
shown in the following screenshot:
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IC:\Users\MItesh\Downloads>java -jar slave.jar -jnlpUrl http://192.168.1.34:8688/compu
ter/TestServer/slave-agent.jnlp -secret 65464e02c58c85b192883f7848ad2758408220bed2f34a
f715¢c01c9b01cb729b

May @4, 2816 5:30:44 PM hudson.remoting.jnlp.Main createEngine

‘INFO: Setting up slave: TestServer

May @4, 2016 5:30:44 PM hudson.remoting.jnlp.Main$CuilListener <init>

‘INFO: Jenkins agent is running in headless mode.

%ay 64, 2016 5:30:44 PM hudson.remoting.jnlp.Main$Cuilistener status

INFO: Locating server among [http://192.168.1.34:8080/]

May ©4, 2016 5:30:44 PM hudson.remoting.jnlp.Main$CuiListener status

IINFO: Handshaking

%ay 04, 2016 5:30:44 PM hudson.remoting.jnlp.Main$Cuilistener status

INFO: Connecting to 192.168.1.34:44559

May ©4, 2016 5:30:44 PM hudson.remoting.jnlp.Main$CuiListener status

'INFO: Trying protocol: JNLP3-connect

May ©4, 2016 5:30:45 PM hudson.remoting.jnlp.Main$Cuilistener status

INFO: Server didn't accept the handshake: Unknown protocol:Protocol:JNLP3-connect
May ©4, 2016 5:30:45 PM hudson.remoting.jnlp.Main$CuiListener status

INFO: Connecting to 192.168.1.34:44559

May ©4, 2016 5:30:45 PM hudson.remoting.jnlp.Main$Cuilistener status

\INFO: Trying protocol: INLP2-connect

May ©4, 2016 5:30:45 PM hudson.remoting.jnlp.Main$CuiListener status

INFO: Connected

Once the agent is connected in the console, verify the same in master Jenkins as well:

Nodes ENABLE AUTO REFRESH
s Name | Architecture Clock Difference Free Disk Space Free Swap Space Free Temp Space Response Time
! master (awﬂj’; In sync 860 GB 192 GB 860 GB oms Ae
B eciserver W':ﬂi‘g;:; In sync NIA 3.56 GB 133.27 GB 2562ms
Data obtained 8 min 25 sec 8 min 25 sec 8 min 25 sec 8 min 22 sec 8 min 25 sec 8 min 25 sec

Once we have the agent connected to the master, we can assign build jobs to be assigned to
that agent for execution. Before executing build jobs on the agent, we need to make sure
that all tools that are needed for execution are configured in master Jenkins as well so that
master can use these installable for execution.
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In the job configuration, we can select the Restrict where this project can be run checkbox
and provide Label Expression for agent:

General Source Code Management Build Tnggers Build Environment Build Post-build Actions
O Execute concurrent builds if necessary @
JDK (System) v

JDK to be used for this project

Restrict where this project can be run @
©
Label Expression WindowsNode @

Label is serviced by 1 node

Advanced...

In the agent Node page, we can provide Tool Locations:

Node Properties

O Environment variables

Tool Locations
List of tool locations Name (Git) Default

Home C:\Program Files\Git\bin\git.exe

Name | (JpK) WindowsJDK

Home ¢-\program Files\Java\jdk1.8.0

Name ' (\javen) WindowsMaven

Home C:\apache-maven-3.3.1

We can use such agents for static code analysis or test execution where different tools can be
installed on agents and then agents are assigned to execute a job. Let's cover SonarQube in
the next section.
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Integrating Jenkins and SonarQube

So, first let's see how to configure SonarQube with Jenkins so that we can perform static
code analysis by triggering it from Jenkins.

Go to Manage Jenkins, click on Manage Plugins, and then click on the Available tab. Find
the SonarQube plugin and install it.

Go to Manage Jenkins, and then click on Configure System. Find the SonarQube servers
section and click on the Add SonarQube server. Provide Server URL and credentials. Get
a Server authentication token from SonarQube (Administration | Security | Users)
and provide it in Jenkins:

Jenkins configuration

SonarQube servers

Environment variables Enable injection of SonarQube server configuration as build environment variables
If checked, job administrators will be able to inject a SenarQube server configuration as envirenment variables in the
build
SonarQube installations
Name Sonar
Server URL

http:/flocalhost:9000/

Default is hitp:/lecalhost: 2000

Server version 5.3 or higher v

Configuraticn fields depend on the SonarQube server version.

Server authentication token

SonarQube authentication token. Mandatory when anonymous access is
disabled

SonarQube account login

SonarQube account used to perferm analysis. Mandatery when ancnymous
access is disabled. No longer used since SonarQube 5.3

SonarQube account password

SonarQube account used to perform analysis. Mandatory when ancnymous
access is disabled. No longer used since SonarQube 5.3.
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Go to Global Tool Configuration in Manage Jenkins and configure the SonarQube
Scanner to install automatically:

Jenkins Global Tool Configuration

SonarQube Scanner

SonarQube Scanner installations SonarQube Scanner

Name SonarQube Scanner

# Install automatically ®

Install from Maven Central
‘ersion | SonarQube Scanner 2.8 v

Delete Installer
Delete SonarQube Scanner

Add Installer ~

Add SonarQube Scanner

List of SonarQube Scanner installations on this system

Create a new freestyle job in Jenkins. Configure JDK path of agent where SonarQube is
installed.

Install the Quality gate plugin as well. By configuring the Quality gate plugin, we can
fail the Jenkins build job if SonarQube analysis fails.
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Configure the repository URL of the project. Go to Job configuration and in the Build step
add Execute SonarQube Scanner. Select JDK and enter the path to sonar-
project.properties or provide Analysis properties:

Jenkins PetClinic-Code
Build
Build
Execute SonarQube Scanner “
Task to run @
JDK JOK 1.8 v @
JDK to be used for this SonarQube analysis
Path to project properties (2)
Analysis properties # Required metadata @

sonar.projectKey=java-sonar-runner-simple
sonar.projectName=Simple Java project analyzed with the SonarCQube
Runner

sonar.projectVersion=1.0

# Comma-separated paths to directories with sources (required)
sonar.sources=PetClinic/src

# Language
sonar.language=java

m ‘ Apply ‘ # Encoding of the source files =
B _ P

In Post-build Actions, select Quality Gates.
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Enter the Project Key that we have given in analysis properties or sonar-
project.properties:

Jenkins PetClinic-Code
Post-build Actions
Trigger even if the build fails

Quality Gates ()]

Project Key | java-sonar-runner-simple

Enter your project key.

Add postbuild action ~

Click on Build now and verify the results of build execution in Jenkins.

Go to the SonarQube server, and verify code analysis available in the Dashboard:

sonarqube ' Dashboards~ Issues Measures Rules  Quality Pro Gates  Administration  More P administrator - NOUSY @

W Simple Java project analyzed with the SonarQube Runner

#  Technical Debt Coverage Duplications  Structure  Dashboards~ Code Issues  Administration «
Quality Gate Key
java-sonar-runner-simple
Technical Debt More »
Quality Gate

2d 72 Default) SonarQube way

Debt Issues Quality Profiles

va) Senar way
Duplications More >

Events All

0.0% 0 Verson: 10

anuary 28, 2017

Duplications Duplicated Blocks

Structure  More >

2k

Lines of Code
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This is how we can integrate SonarQube in Jenkins. Let's see how we can send e-mail
notifications from Jenkins.

E-mail notifications in Jenkins

Let's see how to configure e-mail notifications to send the status of job executions to specific
stakeholders. Go to Manage Jenkins, click on Configure System, and configure the e-mail
settings as shown in the following screenshot:

E-mail Notification

SMTP server smtp.gmail.com @.
Default user e-mail suffix @.
Use SMTP Authentication (7
User Name [ J@gmail.com

PaSSWDrd [AX IR AT R RIS R R AR Y. ¢

Use SSL %] ®
SMTP Port

465 2)

Reply-To Address noreply@gmail_com

Charset

UTF-8
Test configuration by sending test e-mail
Test e-mail recipient =
@outlook.com
Email was successfully Test configuration
sent
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In the Post-build Actions, select E-mail Notification and configure Recipients. Save it:

L

E-mail Notification @

Recipients [ J@outlook.com

Whitespace-separated list of recipient addresses. May reference build parameters like $PARAM. E-mail will be
sent when a build fails, becomes unstable or returns to stable

Send e-mail for every unstable build

Send separate e-mails to individuals who broke the build (2)

We can send a notification if it is an unstable build and we can send an e-mail to the
individual who has broken the build.

In the next section, we will see how continuous integration can be performed using Visual
Studio Team Services (VSTS).

Continuous integration using Visual Studio
Team Services

We often say DevOps has nothing to do with the tools. All tools perform the same operation
with some minor variations or flexibility. We will see how continuous integration can be
performed using VSTS.

Create an Account in VSTS and create one Project with the name PetClinic.

Eclipse and VSTS integration

In this section, we will see how to integrate Eclipse and VSTS so we can commit the code
from the local system to VSTS.

Download Eclipse, open it, and click on the Help menu. Select Install New Software.

Add a site to install the TFS plugin in Eclipse so we can commit code to VSTS from the
Eclipse directly.

Select Team Explorer Everywhere and click on Next:

[47]



Continuous Integration

&
Awvailable Software

Select a site or enter the location of a site,

L—
'

Work with: | type or select a site

vl Add..

Select Al Deselect Al

Find more software by working with the "Available Software Sites” preferences.

type filter text
Name Version
[1(@D Thereis no site selec] @ Add Repository %
Name: | Teamn Explorer E\rer}wherel | Local..
Location: | http://dl.microsoft.com/eclipse/ | Archive...

[[]Show only software applicable to target environment
Contact all update sites during install to find required software

@ < Back Next »

Details
Show enly the latest versions of available software []Hide items that are already installed
Group items by category What is already installed?

Finish Cancel

Review Install Details and click on Next.
Review Licenses and Accept Terms and click on Finish.

Wait until the installation is complete and restart the Eclipse.

In Eclipse, go to Window | Perspective | Open Perspective | Other...

Foundation Server Exploring.

Select Team
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Click on Connect to Team Services or a Team Foundation Server. We will connect with

team services:

33 Team Explorer 52 | Bl Azure Explorer

Home ~  PetClinic

Search Work ltems

| G) TFVC Pending Changes

| TFVC Source Control Explorer

|E’/ Work ltems
||:]| Builds

| 'ﬁ Settings

hlo ¢ |Ele~-=1-8
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Click on Add... in the Team Foundation Server list. Provide the URL of our VSTS account:

&
Teamn Foundation Server list:
ﬁ Add Team Foundation Server % Add...
Remowve

Mame or URL of Team Foundation Server:

| https://etutorialsworld.visualstudio.com Clear

Connection Details

2020

S

[
[
[
[
| tfs
[
[
[ HTTP HTTPS
[

Preview: | https://etuterialsworld.visualstudio.com

Close
1 L )

@' < Back Mext = Finish Cancel
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It will try to connect to the VSTS account and ask for credentials.
Once the connection is successful, we can connect to the server from Eclipse.

Click on Next:

@) Add Existing Team Project O >

Server Selection

Select the type of server to connect to

(C) Browse Visual Studic Team Services

Cloud-based collaboration services for version control, agile planning, continuous
delivery, and application analytics - for Intelli) IDEA, Eclipse, Visual Studio, Xcode or
any cther IDE or code editor,

Create an account...

Learn more...

(®) Connect to a Team Foundation Server or Team Services account

| https://etutorialsworld.visualstudio.com/ w | | SErvers...

) < Back Mext > Finish Cancel

Select a Team Project from the list.
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Click on Finish:
8} Add Existing Team Project O
Team Froject Selection
Select a team project from the list
Type to filter the list
Project Collection
PetClinic https://etuterialsworld.visualstudio.com)/
<
B https://etutorialsworld.visualstudio.com/
| | |
To change servers use the Back button.
® < Back Mext = Cancel
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Go to the VSTS account in the browser and verify the existing data in the Project folder.

Verify the Team Explorer perspective in Eclipse. Now it is connected, so we can perform
operations:

3% Team Explorer 53 | Bl Azure Explorer ey FEe~-=10

Home ~  PetClinic

Search Work ltems

I (B TFVC Pending Changes v
I TFVC Source Control Explorer v
I [ Workltems v
I iy Builds v
| L5 setting: o

Before any other action, import a PetClinic code into Eclipse.
Right-click on the Project and click on Team.
Select Share Project.

Select Team Foundation Server in the Select a repository type plugin dialog box.
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Click on Next:
@] share Project O >
Share Project Y,

Select the repository plug-in that will be used to share the selected project. <:=Dv

Select a repository type:

& Git

i Tearn Foundation Server

=)

< Back Mext = Finish Cancel
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Select the team project that we created initially in the VSTS in the Team Project Selection
dialog box:

i@} share Project to Team Foundation Server O X
Team Project Selection
Select a team project from the list

Type to filter the list |

Project Collection

PetClinic https://etutorialsworld visualstudio.com/

|| https://etutorialsworld.visuslstudic.com/

To change servers use the Back button,

?) < Back Next > Finish T
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Select a server location to share the project:

ﬂ Share Project to Team Foundation Server

Share Location

Select a Server Location to Share Te

Select the folder for your shared projects.

Server path:

~ Lij PetClinic
(= BuildProcessTemplates

w I etuterialsworld.visualstudio.com\etuterialsworld

Project folder path: | §/PetClinic/NewPetClinid

?\' < Back Mext >

Finizh

Cancel

Review the share configuration and click on Finish.
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Once done, go to the Team Explorer perspective and click on Check In after providing
a comment:

_g Team Explorer &2 | Bl Azure Explorer

THYC Pending Changes ~ PetClinic

Search Work ltems

CheckIn Actions -

Comment
First Cofnmit
= Included Changes (566)
|

w [ Ch\Users\Mitesh\workspace
w (= MewPetClinic [add]
Jbowerrc [add]
«classpath [add)]
.editorconfig [add]
.Jgitignore [add]

Jmwvn [add]

{
|:'.

w [ wrapper [add]
| £ maven-wrapper.jar [add]
|=| maven-wrapper.properties [add]
|= .project [add]
w [ .settings [add]
|| org.eclipsejdt.core.prefs [add]

springBeans [add]
Aravisyml [add]

D |'|||' |'|||'

bowerjson [add)
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Confirm Check In.

Verify Check In in Eclipse, where the icons of the nearby files will be changed to denote
that the files are not changed since the last check in process.

Verify all the files in VSTS:

[ PetClinic (Latest) - Visuz' X - x
ra C | @ https//etutorialsworld.visualstudio.com/PetClinic/_versionControl Q¥

w PetClinic e Home Code Work Build & Release Test | &

& $/PetClinic >  Files Changesets Shelvesets

£ $/petClinic $/petClinic /
BuildProcessTemplates Contents  History
NewPsiClinic Name Last change Comments
mvn BuildProcessTemplates = 9 hours ago
settings NewPetClinic 3 minutes ago
src
main
java
org

springframework
samples
petclinic
model
repository
service

util

Once we have the code available in the VSTS code section, we can easily configure
continuous integration in VSTS.
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Continuous integration in VSTS

Essentially, we will follow the process where developers can share code in the repository
using IDE. VSTS will trigger a build definition execution and it will perform compilation of
source files, unit test execution, and other tasks based on configuration and create a package

file:
'ﬂ 'ﬂ 'H Changes o Checkin -
I e ————
Pushl Pull
Build Unit Test

Execution Execution

Continuous
Integration
. Tools

Static Code

. Notifications
Analysis

Automation

Iterative Programming Model

Software Engineering Practice / Development Practice

In VSTS, we need to create the build definition for continuous integration. Go to the VSTS
account in the browser.
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Click on the PetClinic project:

<« C | @ htpsy//etutorialsworld visualstudio.com

V‘ etutorialsworld Home Users. Rooms

Load test

About Visual Studio Team Services

Features Pricing Learn
What does Visual Studio
Team Services have to

offer?

Access online help for
Visual Studio Team

Free for up to 5 users

Services

©

Recent projects & teams

New  Browse

PetClinic
3 minutes ago

PetClinic / PetClinic Team

access to.

Visual Studio Resource usage

Open in Visual Studio
Requires Visual Studio 2013+

Build
w Get Visual Studio u

See Visual Studio downloads

Load Testing

Get Visual Studio

View all the download
options

Recent team rooms

Browse to the Rooms hub to view team rooms you have

x  Visualize data across your enterprise  x

Monitor, analyze, and share youl
VSTS data using Power Bl

Download software, use Azure services, view
online training and more

Leam more NEws View al

Nov 1-Nov 30  Microsoft Teams integration, repo favorites, and...
Microsoft Teams integration, repo favorites, new package
0of 240 management and release management regions, and
minutes  more!

0 of 20,000 New navigation, Test & Feedback extension GA,...
virtual user minutes The new navigation experience, the Test & Feedback

Click on the Build & Release menu in the top bar and select Builds:

& c ‘ @ httpsy//etutorialsworld.visualstudio.com/PetClinic/_dashboards
n PetClinic Home Code Work Build & Release
Overview Welcome
Welcome Work assigned to M S (1)
Get started using Visual Studio Team Services to make
the most of your team dashboard.
he most of your team dashboa 1 ek
Manage Work
Addl work to your board o state Tile
7 ® Active

Ny .>K Collaborate on code

Add code to your repository

Continuously integrate
Automate your builds

I I Visualize progress
il oo now to ade chrts

[teration 1 New Work Item

November 16 - November 30

Create SQL Database

@ ¥ |
Test | &
Vd + New
Team Members
' Need someone for
' code reviews?

I Invite a friend

Work

Backlog
Board
Task board
Queries

Visual Studio

Open User Stories

Open in Visual Studio
Requires Visual Studio 2013+
~
Get Visual Studio

See Visual Studio downloads
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There is no build definition available as of now. Create a + New Definition:

C | & hitps//etutorialsworld.visualstudio.com/PetClinic/ build Q ¥

Dd PetClinic Home Build & Release

Builds  Releases  Task Groups  Explorer

Build Definitions Build ID or build number 2 O Security

Mine  All Definitions ~ Queued ~ XAML

You can use a build definition to automate your build process.

The PetClinic team project doesn't have any build definitions.

B GGl sul @ Get started

We have Maven-based projects, so we will select the Maven build definition template:

C | & hitps//etutorialsworld.visualstudio.com/PetClinic/_build Q

N PetClinic Home Code Build & Release

Builds  Releases  Task Groups  Explorer

Create new build definition
Build Definitions Security ® Help
Mine  All Definitions  Queued  XAML

ﬁ Jenkins
Queue a Jenkins job and download its artifacts.

You can use a build d

/ Maven
Build your Java projects and run tests with Apache Maven. This template requires Maven to
be installed on the build agent.
The PetClinic team pr
Universal Windows Platform

-+ New definition m Build Universal Windows Platform applications using Visual Studio. This template requires

that Visual Studio and the Universal templates are installed on the build agent.

M Visual Studio
Ruiiled and run tests usina Visual Shurdin: This temnlate ramiras that Vienal Stidin hae incrallard
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Select a Repository source:

C | & httpsy/etutorialsworldvisualstudio.com;PetClinic/_build

N PetClinic Home Code Build & Release
o

Builds  Releases  Task Groups  Explorer . . X
S Create new build definition

Build Definitions Security @ Help
Settings 2

Repository source

Mine  All Definitions  Queued ~ XAML

You can use a build d =
L — |
PetClinic Team GitHub Remote Git Subversion
Project Repository

The PetClinic team pr

Repository

-+ New defi & §/PetClinic o

) Continuous integration (build whenever this repository is updated)

Default anent aueue | manaae oueues 12 v

< Previous Create Cancel
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Check Continuous Integration (build whenever this repository is updated). Click on

Create:

Create new build definition

Settings
Repositary source

e —
.- _—"]

PetClinic Team GitHub Remote Git Subversion
Project Repository

Repository

oo &/PatClinic

# Continuous integration (build whenever this repository is updated)

Nefault anent aueue | manane aueues T2

< Previous Create

Cancel

It will open the build definition in Edit mode.

In the Maven build step, verify the location of the pom. xm1 file:
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PetClinic rkc Build & Release Test

Builds Releases  Task Groups  Explorer

Build Definitions / *

not built @ Help

Build Options  Repository ~ Variables  Triggers  General  Retention  History

W save

+ Add build step... Maven $/PetClinic/NewPetClinic/pom.xml| ¢

Maven POM file

Maven $/PetClinic/NewPetClinic/pom.xml $/PetClinic/NewPetClinic/pom.xml = ko
7o x
Options
Copy Files to: $(build artifactstagingdirectory) Goalls)
Copy Files ol package

4 JUnit Test Results

f Publish Artifact: drop

Publish Build Artifacts

Publish to TFS/Team Services (@]

Tast Results Files

#*/TEST-*xml
Test Run Title
4 Code Coverage
Code Coverage Tool None “

Click on the Triggers section and verify Continuous integration (CI):

PetClinic Home Code Work Build & Release Test

Builds Releases Task Groups  Explorer

Build Definitions / * not bullt @ Help
Build  Options Repository ~Variables  Triggers General  Retention  History

W save

« Continuous integration (CI)

Build each check-in.

@ Batct
Path filters
X Include v $/PetClinic - O

# Add new filter

Scheduled

Build at these times.

Gated Check-in

Accept check-ins only if the submitted changes merge and build successfully
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Click on the Save button and give an appropriate name to the build definition:

w PetClinic

Home Code

Work Build & Release

Builds Releases Task Groups  Explorer

Build Definitions / PetClinic-Maven

@ Queue new build.. O Security @ Help
Build Options  Repository ~ Variables  Triggers ~ General ~ Retention  History
]
+ Add build step.. Maven $/PetClinic/NewPetClinic/pom.xml 4
i Maven POM file N N n
H Maven $/PetClinic/NewPetClinic/pom.xml $/PetClinic/NewPetClinic/pom.xml 0}
i / Maven x
fl Options
Copy Files to: $(build.artifactstagingdirectory) N
Goal(s)
Copy Files package
f Publish Artifact: drop 4 JUnit Test Results
Publish Build Artifacts
Publish to TFS/Team Services (@
Test Results Files o TEST - xml
Test Run Title
4 Code Coverage
Code Coverage Tool None o }

Test |

&

not bullt /B summary

Click on Queue new build...

o Petclinic

to execute the build definition:

Home Code Build & Release
Builds  Releases  Task Groups  Explorer
Build Definitions / PetClinic-Maven not built g9 Summary & Queue new build.. O Security @ Help
Build Options Repository  Variables  Triggers X
" 5 Queue build for PetClinic-Maven
+ Add build step... Queue
Hosted v
Source Version
Maven $/PetClinic/NewPetClinic/pom. (6] nxml @
Maven
Shelveset name
Copy Files to: $(build.artifactstagingdir
h Copy Files Variables  Demands
f Publish Artifact: drop system.debug false
- Publish Build Artifacts 4 Add variable
(0]
(6]
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It will wait for the available agent to execute the build definition:

PetClinic Home Code Work Build & Release Test

Builds Releases Task Groups  Explorer

.1/ Build
& Build © cancel I Queue new build.. it build definition
Build Not stai

Build
Waiting for an available agent

Console  Code coverage™ T
Waiting for an available agent. Current queue position is 1.

Hosted Agent

T soier
in queus

Idle

Wait until the build execution is completed successfully:

rkc Build & Release Test

Builds Releases Task Groups  Explorer

1/ Build

n / Build

% Queuenewbuild.. L Downloadalllogsaszip ¢ Edit build definition

+ Initialize Agent Id succeeded

+ Get Sources ]
Build

+ Maven S/PetClinic/NewPetClinic/po..
Ran for 83 seconds (Hosted Agent), completed 1 seconds ago

+ Copy Files to: S(build.artifactstagin...

+ Publish Artifact: drop Console  Logs D
+ Post Job Cleanup . _
Uploading 'drop/NewPetClinic/target/petclinic.war’ (66%)
4 + Finalize build Uploading ‘drop/NewPetClin: arget/petclii .war® (77%)
Uploading 'drop/NewPetClinic/target/petclinic.war’ (88%)
+ Label sources File upload succeed.

Upload "C:\a\l\a' to file container: "#/266500/drop"
Associates i 1 with build
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Go to the Builds section and verify the build results:

oq PetClinic ~

Home

Code  Build & Release

Builds  Releases  Task Groups

Build Definitions
Mine  All Definitions  Queued ~ XAML

Requested by me

Bl PetClinic-Maven: #201s..
MS M S requested 4 minutes ago

Explorer

® Help

7-day pass rate

100% I

Triggered by History
First Commit

ded
/' succeedes ¢ 11in §F §/PetClinic

Verify the Summary of the build definition execution. It is executed on the hosted agent. All

the required runtime is available on the hosted agent:

Home Code  Build & Release

oq PetClinic ~

Builds  Releases  Task Groups  Explorer
Build Definitions / PetClinic-Maven [VQNsEEIRION =7 Queue new build... £ Edit O Security
Summary History  Deleted
Details Branches
Repository & PetClinic 1% $/PetClinic ~/ passing 3 minutes ago

Hosted | Manage
M s | Wednesday, November 23, 2016 5:47 PM

Default queue
Last updated by

Queued & running

No builds queued or running at the moment| Queue new build..

Recently completed

#20161123.1 + succeeded PP $/PetClinic Ms

Analytics

Number of builds Success rate

1 o 100.00%

@ Help

Verify the history of the build definition execution to find out the result of unit test
execution:
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M PetClinic

o Home Code

Work

Build & Release

Test |

&

Builds  Releases  Task Groups  Explorer

v Build 201611231
4+ Build
+ Initialize Agent
+ Get Sources
+ Maven $/PetClinic/NewPetClinic/po..
+ Copy Files to: S(build.artifactstagin...

11 Authored
First Commit

10 Authored
Check-in the

PetClinic-M

& Queue new build..

faven / Build 201611231

L Download all logs as zip

Build 20161123.1

Ran for 116 seconds (Hosted), completed 3.5 minutes ago

+ Publish Artifact: drop Summary Timeline  Artifacts  Tests  Code coverage®
/ PostJob cleanip Build details Test Results
4« Finalize build

Definition PetClinic-Maven (edit)

+ Label sources Source s/PetClinic Totaltests Falled tests
Source version ] 62 M passed (62) 0 W New (@)
Requested by MSs (+g2) ™ Failed (0 (+0) Existing (0}
Queued Wednesday, November 23, 2016 5:48 PM = Others o)
Started ‘Wednesday, November 23, 2016 5:49 PM
Finished Wednesday, November 23, 2016 5:30 PM Run duration
Associated work items 100% 776ms
Mo associated work items found for this build (+100%) (+776ms)

Associated changes

byMs

by MS
Lab default template

£ Edit build definition

Build succeeded

Detailed report >

Code Coverage

Go to the Test Plans section in VSTS and click on Recent test runs to find out more details
on unit test execution:

N PetClinic Y4 Home Code Work Test
Test Plans ~ Runs  Machines  Load test
<
Go Recent test runs

@] Testruns  Filter

Recent test runs o

State Runid « Title

» Test runs @ Completed 1 JUnit_TestResults_1

Recent exploratory sessions

1 runs (1 selected)

Completed Date Build Number Failed Pass Rate

11/23/2016 5:50:34 PM 20161123.1 0 100%

Now we are done.

We have used VSTS to achieve continuous integration for our sample spring-based Java

web application.

Most of the things in Jenkins and VSTS are the same in terms of the way we perform
automation. Hence, understanding of one tool always helps to do the same with any other
tools and it proves our belief that it is not about tools. It is about people, processes,

mindsets, and tools.
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Summary

There is a famous quote by Marcel Proust that says:

The real voyage of discovery consists not in seeking new landscapes, but in having new
eyes.

We will change the way application packages are created. We may need to go through the
same kind of procedures to create a package or a WAR file or an APK file or an IPA file.
Hence, we are not seeking new landscape. However, we need to find an efficient way to
finish the process effectively and hence we need to look for having new eyes.

In this chapter, we have described in detail how we can perform continuous integration
using Jenkins and Visual Studio Team Services. We have seen results of the unit test
execution and how packages are created in Jenkins and Visual Studio Team Services.

The most important thing we know is that we need to consider implementation of
continuous integration as a DevOps practice doesn't require specific tools. We can use any
tool for automation and achieve the same objective. It is about the culture or patterns in the
organization and not the tools.

Once we have the package ready, we need to prepare or keep ready an environment for
deployment. We will see how to prepare an environment using Docker containers in the
next chapter.
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"The first rule of any technology used in a business is that automation applied to an
efficient operation will magnify the efficiency. The second is that automation applied to an
inefficient operation will magnify the inefficiency.”

- Bill Gates

We have seen DevOps practices and continuous integration until now. However, recently,
containers have become a buzz word and everyone wants to have a hands-on experience
with it. The main reason is to utilize the resources effectively and efficiently. Docker is an
open source initiative for OS virtualization that automates the deployment of applications
inside software containers. It is extremely useful to utilize containers for Dev or QA
environments for better resource utilization.

In this chapter, we will try to install and create a sample container. The objective is to get
familiar with Docker containers and get a feel of how containers can be utilized for
application deployment.

This chapter provides a quick overview of containers. We will be focusing on the following
topics in this chapter:

e Overview of Docker containers

Understanding the difference between virtual machines and containers

Installing and configuring Docker

Creating a Tomcat container



Containers

Overview of Docker containers

Docker provides isolated user spaces and hence provides user-based processes, space, and
filesystems. Behind the scenes, it shares the Linux host kernel. The following diagram
illustrates the working mechanism of a Docker container:

docker build
docker pull
docker run

&
docker

Client

Container 2 CentOS

nmEr < —

Docker Host Docker Hub

Docker has two main components with a client-server architecture:

e Docker Host
¢ Docker Hub
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Let's take a look at them in more detail:

e Docker Host: The Docker Host contains the Docker daemon, containers, and
images. The Docker engine is an important component that provides the core
Docker technology. This core Docker technology enables images and containers.
When we install Docker successfully, we run a simple command. In our case, we
will consider CentOS for the container. To run an interactive shell in the CentOS
image, use docker run -i -t <image> /bin/bash:

¢ The -1 flag initiates an interactive container

e The -t flag creates a pseudoterminal that attaches stdin and
stdout

¢ The image is a CentOS image
® /bin/bash starts a shell

When we run this command, it verifies whether the CentOS image is
available locally. If it is not available, it will download the image from
Docker Hub.

An image has a filesystem and parameter that can be used at runtime,
while a container is an instance of an image with a state. It is simple to
understand that containers change, while images do not.

¢ Docker Hub: Docker Hub is a Software as a Service (SaaS) for sharing and
managing Docker containers. It is a kind of centralized registry service provided
by Docker. As a user, we can use it to build and ship applications. It allows us to
create a pipeline to integrate with code repositories and for collaboration, image
discovery, and automation.

Understanding the difference between
virtual machines and containers

Before we start installation of docker and creation of a container, it will be useful to get an
understanding of why containers are different and how they are different from virtual
machines.

Let's understand the basic difference between virtual machines and containers.
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Virtual machines

In a virtual machine (VM), we need to install an operating system with the appropriate
device drivers; hence,the footprint or size of a virtual machine is huge. A normal VM with
Tomcat and Java installed may take up to 10 GB of drive space:

App A App B

| Libraries | Libraries

Guest OS Guest OS
|

‘ Host Operating System

Server

There's an overhead of memory management and device drivers. A VM has all the
components a normal physical machine has in terms of operation.

In a VM, the hypervisor abstracts resources. Its package includes not only the application,
but also the necessary binaries and libraries, and an entire guest operating system, for
example, CentOS 6.7 and Windows 2003.

Cloud service providers use a hypervisor to provide a standard runtime environment for
VMs. Hypervisors come in type 1 and type 2 categories.

[73]



Containers

Containers

A container shares the operating system and device drivers of the host. Containers are
created from images, and for a container with Tomcat installed, the size is less than 500 MB:

AppA AppB

| Libraries | Libraries

Container Engine

‘ Host Operating System

Server

Containers are small in size and hence effectively give faster and better performance.
They abstract the operating system.

A container runs as an isolated user space, with processes and filesystems in the user space
on the host operating system itself, and it shares the kernel with other containers. Sharing
and resource utilization are at their best in containers, and more resources are available due
to less overhead. It works with very few required resources.

Docker makes it efficient and easier to port applications across environments.
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Installing and configuring Docker

Let's quickly install the Docker on Windows 10. In our case, it is a Windows Home edition;
so, we need to install Docker toolbox from https://www.docker.com/products/docker—to

olbox:

1. Click on the Download button:

i,
@ docker WhatisDocker?  Product  GetDocker~  Docs  Community Create Docker D~ SignIn

Docker Toolbox

The Docker Toolbox is an installer to quickly and easily install and setup a
Docker environment on your computer.

& Download A2 Download

856kerconl7 april 7-2

Overview Tutorials Resources

Overview

Available for both Windows and Mac, the Toolbox installs Docker Client, Machine,
Compose and Kitematic.

2. It will redirect you to https://github.com/docker/toolbox/releases/tag/vl.
12.5 or the page with the latest version.
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3. Download DockerToolbox. Click on the exe file of Docker toolbox to install it:

&= C' | & GitHub, Inc. [US] | https://github.com/docker/toolbox/releases/tag/v1.12.5 v T
Tviazs
- v1.12.5
< c2ab156

F-‘, nathanleclaire released this on Dec 17, 2016

The following list of components is included with this Toolbox release. If you have a previously installed

version of Toolbox, these installers will update the components to these versions.

Please ensure that your system has all of the latest updates before attempting the installation. In some
cases, this will require a reboot. If you run into issues creating VMs, you may need to uninstall VirtualBox
before re-installing the Docker Toolbox.

Included Components

o docker 1.12.5

o docker-machine ©.8.2
s docker-compose 1.9.8
e Kitematic 9.12.0

s Boot2Docker ISO 1.12.5

e VirtualBox 5.1.10

Downloads
P DockerToolbox-1.12.5.exe 204 MB
D DockerToolbox-1.12.5.pkg 185 MB

[ source code (zip)

B source code (tar.gz)
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4. Click on Next > on the welcome page:

E Setup - Docker Toolbox

Welcome to the Docker
Toolbox Setup Wizard

This will install Docker Toolbox version 1.12.5 on your
computer.

It is recommended that you close all other applications
before continuing.

Click Mext to continue, or Cancel to exit Setup.

Help Docker improve Toolbox.

This collects anonymous data to help us detect installation
problems and improve the overall experience. We only use it
to aggregate statistics and will never share it with third
parties.

Next = || Cancel
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5. Select the preferred location to install Docker Toolbox:

Select Destination Location
Where should Docker Toolbox be installed?

Setup will install Docker Toolbox into the following folder.

To continue, click Mext. If you would like to select a different folder, click Browse.

C:\Program Files\Docker Toolbox Browse...

At least 78.4 MB of free disk space is required.

< Back Cancel
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6. Keep all the default components for installation.

El setup - Docker Toolbox -

Select Components
Which components should be installed? u

v

Select the components you want to install; clear the components you do not want to
install. Click Mext when you are ready to continue.

Full installation

o

Docker Client for Windows 14.5 MB
Docker Machine for Windows 62.7 MB
Docker Compose for Windows 6.0 MB
VirtualBox 85.6 MB
Kitematic for Windows (Alpha) 139.9 MB
[] Git for Windows 30.1 MB

Current selection requires at least 339.8 MB of disk space.

< Back Cancel
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7. Select Additional Tasks that should be performed and click on Next >:

E _.'—_:\'— - Toolbox - *

Select Additional Tasks ﬂ
Which additional tasks should be performed? H

Select the additional tasks you would like Setup to perform while installing Docker
Toolbox, then click Next.

Create a desktop shortcut
Add docker binaries to PATH
Upgrade Boot2Docker VM

|:| Install VirtualBox with NDISS driver[default NDISE]

< Back Cancel
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8. Click on Install:

E] setup - Docker Toolbox -

Ready to Install ﬂ
Setup is now ready to begin installing Docker Toolbox on your computer. u

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

Destination location: ~
C:\Program Files\Docker Toolbax

Setup type:
Full installation

Selected components:
Docker Client for Windows
Docker Machine for Windows
Docker Compose for Windows
VirtualBox
Kitematic for Windows (Alpha)

< Back Install Cancel
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9. Docker toolbox installation will install the virtual box too:

E Setup - Docker Toolbox -

Installing
Please wait while Setup installs Docker Toolbox on your computer.

Extracting files...
installing VirtualBox
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10. Click on Finish:

E Setup - Docker Toolbox

Completing the Docker
Toolbox Setup Wizard

Setup has finished installing Docker Toolbox on your
computer. The application may be launched by selecting the
installed shortcuts.

Click Finish to exit Setup.

View Shortcuts in File Explorer

Before starting operations on Docker, we need to enable the virtualization technology in the
Windows system, or else we will get the following error:

¢ Creating CA using C:UsersMitesh.dockermachinecertsca.pem

e Creating a client certificate
using C:UsersMitesh.dockermachinecertscert.pem

e Running pre-create checks... Error with pre-create check: "This
computer doesn't have VI-X/AMD-v enabled. Enabling it in the
BIOS is mandatory" Looks like something went wrong in step
"Checking if machine default exists’... Press any key to
continue...
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¢ Go to Settings and click on Advanced Startup. Restart the system. Change the
BIOS setting to enable Virtualization Technology:

2 Home

| Find a setting

Update & security

t_ Windows Update

Windows Defender

=

Backup

G)

Recovery

&) Activation

/A Find My Device
it For developers

S Windows Insider Program

Reset this PC

If your PC isn't running well, resetting it might help. This lets you
choose to keep your files or remove them, and then reinstalls
Windows.

Get started

Go back to an earlier build

If this build isn't working for you, try going back to an earlier one.

Get started

Advanced startup
Start up from a device or disc (such as a USB drive or DVD), change

your PC's firmware settings, change Windows startup settings, or
restore Windows from a system image. This will restart your PC.

Restart now

More recovery options

Learn how to start fresh with a clean installation of Windows

Once the system is restarted, click on Docker Quickstart Terminal on the desktop. It will
run precreate checks and download boot2docker. iso and run the virtual machine.
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After all proper configuration and checks, Docker is up and running:

Running pre-create checks...
Creating machine. ..

(default) Copying C:\Users\Mitesh\.docker\machine\cache\boot2docker.iso to C:\Users\Mitesh\.docker\machine\machines\default\boot2docker.iso. ..

(default) Creating VirtualBox VM.

(default) Creating SSH key.

(default) Starting the VW

(default) Check network to re-create if needed...

(default) Windows might ask for the permission to create a network adapter. Sometimes, such confirmation window is minimized in the taskbar

(default) Found a new host-only adapter: "VirtualBox Host-Only Ethernet Adapter #2"

(default) Windows might ask for the permission to configure a network adapter. Sometimes, such confirmation window is minimized in the taskbar

(default) Windows might ask for the permission to configure a dhcp server. Sometimes, such confirmation window is minimized in the taskbar
(default) Waiting for an IP...

Waiting for machine to be running, this may take a few minutes

Detecting operating system of created instance...

Waiting for SSH to be available...

Detecting the provisioner..

Provisioning with boot2docker...

Copying certs to the local machine directory...

Copying certs to the remote machine...

Setting Docker configuration on the remote daemon...

Checking connection to Docker...

Docker is up and running

To see how to connect your Docker Client to the Docker Engine running on this virtual machine, run: C:\Program Files\Docker Toolbox\docker-machine.exe env def

ault

##
## #% #4
## #% ## #4 #4
PR oy /

/

nnnr {ons s s s Ao e [

is configured to use the machine with Ip
For help getting started, check out the docs at https://docs.docker.com

Start interactive shell

To get details on how to install Docker in CentOS, read DevOps for web
development, available at nttps://www.packtpub.com/networking-and-
servers/devops-web-development.
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Once Docker is up and running, we are ready to create docker containers. Note the IP
address of the default docker machine:

Docker is up and running!
To see how to connect your Docker Client to the Docker Engine running on this virtual mach
ine, run: C:\Program Files\Docker Toolbox\docker-machine.exe env default

#H#
HH# HH# #H
HH# HH# #H #E #HF

g

,
I PN

is configured to use the machine with IP
For help getting started, check out the docs at https://docs.docker.

Start interactive shell
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Let's create a sample hello world container. Execute docker run hello-world. If you get
the "Hello from Docker!" message, then we have created the container successfully:

$ docker run hello-world
Unable to find image 'hello-world:latest' locally
latest: Pulling from library/hello-world

78445dd45222: Pulling fs layer

78445dd45222: Pull complete
sha256:c5515758d4c5e1e838e9cd307f6c6a0d620b5e07e6T927b87d05f6d12alac8d7
Downloaded newer image for hello-world:latest

Hello from Docker!
This message shows that your installation appears to be working correctly.

To generate this message, Docker took the following steps:
1. The Docker client contacted the Docker daemon.
2. The Docker daemon pulled the "hello-world" image from the Docker Hub.
3. The Docker daemon created a new container from that image which runs the
executable that produces the output you are currently reading.
4. The Docker daemon streamed that output to the Docker client, which sent it
to your terminal.

To try something more ambitious, you can run an Ubuntu container with:
$ docker run -it ubuntu bash

Share images, automate workflows, and more with a free Docker ID:
https://cloud.docker.com/

For more examples and ideas, visit:
https://docs.docker.com/engine/userguide/

As we need to deploy a JEE application, we will create a Tomcat container in the next
section.
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Creating a Tomcat container

In this section, we will create a container with the Tomcat web server installed so that we
can deploy Java-based web applications into it:

1. Create an account in Docker hub and Login:

& C' | @& Secure | https://id.docker.com/login/?next=%2Fid%2Foauth%2Fauthorize%2F%3Fclient_id%3D43f17c5f-9bad-4f13-853d-9d0074e349a7%26next%3Dhttps%253A%252F%252Fhub.docker.com%252F%26n0 @ ¢ ‘ H

4

Welcome to Docker

Login with your Docker ID

Forgot Password? |  Create Account
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2. We can search different images from the Docker hub:

& > X | @ Secure | https/hub.docker.com * 8 :

Q Search Dashboard Explore Organizations Create * mitesh51

& Repositories Re Using 0 of 1

Welcome to Docker Hub

Here are a few things to get you started. E

Explore Repositories

3. You can find the Tomcat image at https://hub.docker.com/_/tomcat/.
4. Use Docker's pull command to get the Tomcat image:

docker pull tomcat

5. Once the Tomcat image is available, verify it using the docker images
command:

IMAGE ID CREATED

tomcat ate 445 3 ; c 1554 MB

hello-world : 48b5124b2 3 week g0 1.84 kB

6. To run docker container from the image, run docker run -it --rm -p
8888:8080 tomcat:8.0.
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7. Use the IP address of the default docker machine and port 8888 in the browser to
verify whether Tomcat is running properly in the container or not:

& 2> C | ® 192.168.99.100:8888 ¢ 8 :
Home Documentation Configuration Examples Wiki Mailing Lists Find Help
Apache Tomcat/8.0.41 J APACHE 22

™  Recommended Reading: Server Status

@ Security Considerations HOW-TO ~
& Manager App

Manager Application HOW-TO
Clustering/Session Replication HOW-TO Host Manager

Developer Quick Start

Tomcat Setup Realms & AAA Examples Servlet Specifications
First Web Application JDBC DataSources Tomcat Versions
Managing Tomcat Documentation Getting Help
For security, access to the manager webapp Tomcat 8.0 Documentation FAQ and Mailing Lists
is restricted. Users are defined in: . o Ry (T 7
Tomcat 8.0 Configuration The following mailing lists are available:
CATALINA_HOME/conf/tomcat-users.xml S
> L Tomcat Wiki tomecat-announce
In Tomcat 8.0 access to the manager . N i X ) Important announcements, releases, security
application is split between different users. ?gﬂggggfﬁ important configuration vulnerability notifications. (Low volume).
Read more... ’ fomcat-users ) .
$CATALINA_HOME /RUNNING . txt User support and discussion
taglibs-user
Release Notes Developers may be interested in: User support and discussion for Apache Taglibs
Lhangelog g
Changelo: Jomcat 8.0 Bug Database tomcat-dey
. . . Development mailing list, including commit messages
Migration Guide Tomcat 8.0 JavaDocs
Securint Notices Tomcat 8.0 SVN Repository

8. To get the IP address of the virtual machine, execute docker-machine
1s command.
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Let's verify whether we have access to the Tomcat manager application in this container:

% docker-machine ls
NAME ACTIVE DRIVER STATE URL SWARM  DOCKER ERRORS
virtualbox Running tcp://192.168.99.100:2376 v17.03.0-ce

% docker run --rm tomcat cat conf/tomcat-users.xml

<?xml version="1.8" encoding="utf-8'?>

<l--
Licensed to the Apache Software Foundation (ASF)} under one or more
contributor license agreements. See the NOTICE file distributed with
this work for additional information regarding copyright ownership.
The ASF licenses this file to You under the Apache License, Version 2.0
(the “"License"); you may not use this file except in compliance with
the License. You may obtain a copy of the License at

http://www.apache .org/licenses/LTCENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR COMDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.
-->
<tomcat-users xmlns="http://tomcat.apache.org/xml"
xmlns:xsi="http://www.w3.0org/2001/XMLSchema-instance"
xsi:schemalocation="http://tomcat.apache.org/xml tomcat-users.xsd"
version="1.0">
<I--
NOTE: By default, no user is included in the "manager-gui" role required
to operate the "/manager/html" web application. If you wish to use this app,
you must define such a user - the username and password are arbitrary. It is
strongly recommended that you do NOT use one of the users in the commented out
section below since they are intended for use with the examples web
application.

NOTE: The sample user and role entries below are intended for use with the
examples web application. They are wrapped in a comment and thus are ignored
when reading this file. If you wish to configure these users for use with the
examples web application, do not forget to remove the <!.. ..> that surrounds
them. You will also need to set the passwords to something appropriate.

rolename="tomcat" />

rolename="rolel" />

username="tomcat" password="<must-be-changed>" roles="tomcat"/>
username="both" password="<must-be-changed>" roles="tomcat,rolel”/>
username="rolel" password="<must-be-changed>" roles="rolel"/>
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What we will do here is, create a new image with our own tomcat-users.xml, where we
will create a user with the manager-script role to access the Tomcat manager application.

Create a directory. Go to that directory and create a tomcat-users.xml file.

Add the following content in it:

<?xml version='1.0' encoding='utf-8'7?>

<tomcat-users

xmlns="http://tomcat.apache.org/xml" xmlns:xsi="http://www.w3.0rg/2001/XMLS
chema-instance"

xsi:schemalocation="http://tomcat.apache.org/xml tomcat-

users.xsd" version="1.0">

<l—-

NOTE: The sample user and role entries below are intended for use

with the examples web application. They are wrapped in a comment and thus
are ignored when reading this file. If you wish to configure these users
for use with the examples web application, do not forget to remove the
<!....> that surrounds them. You will also need to set the passwords to
something appropriate.

——>

<role rolename="manager-script"/>

<user username="admin" password="admin@123" roles="manager-script"/>
</tomcat-users>

Create a new file with the name Dockerfile in the same directory and add the following
content:

FROM tomcat:8.0

MAINTAINER Mitesh<xxxxxx.xxxxxx@gmail.com>
COPY tomcat-users.xml /usr/local/tomcat/conf/tomcat-users.xml

In the Docker Quickstart Terminal, go to the directory that we have created.

Execute docker build -t devops_tomcat_sc.
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Once the image is successfully built, verify it using docker images:

1 MINGW64:/c/Users/Mitesh/Desktop/Tomcat - O

emon 3.584 kB
NER Mite mitesh.son smail.com>
n f8bdleel58ba

ate cont
mcat-us

ker host. All files and
ommended to double check and reset permissi

IMAGE ID CREATED

‘tomcat
tomcat
hello

Execute docker run -it -p 8888:8080 devops_tomcat_sc:8.0 and verify the
number of containers using docker ps -a.

We can stop the container using docker stop <container_name>:
IMAGE on CREATED STA

devops_tomcat_sc a .sh run” 51 minutes Up
2 hours a Exited (@)

=]
52 minute

2 hours ag

To change the name of the container, use docker run -it -p 9999:8080 —-name
bootcamp_tomcat devops_tomcat_sc.

[93]



Containers

Verify the name using docker ps -a:

er ps -a

t ID
75

tcp bootcamp_tomcat

Use the virtual machine IP address and 9999 as a port number to access Tomcat running in

the container:

< 2> C | ® 192.168.99.100:9¢

Apache Tomcat/8.0.41

T

Home Documentation Configuration

Recommended Reading:
Security Considerations HOW-TO

/ Manager Application HOW-TO
Clustering/Session Replication HOW-TO

Developer Quick Start

Tomcat Setup
First Web Application

Managing Tomcat

For security, access to the manager
webapp is restricted. Users are defined
in:

$CATALINA_HOME/conf/tomcat-users.xml

In Tomcat 8.0 access to the manager
application is split between different
users. Read more...

Release Notes

Realms & AAA
JDBC DataSources

Examples

Documentation

Tomcat 8.0 Documentation

Tomcat 8.0 Configuration

Tomcat Wiki

Find additional important configuration
information in:

$CATALINA_HOME/RUNNING.txt

Developers may be interested in:

Examples Wiki Mailing Lists

Find Help

J APACHE &

Server Status
Manager App

Host Manager

Servlet Specifications
Tomcat Versions

Getting Help

FAQ and Mailing Lists

The following mailing lists are
available:

tomcat-announce

Important announcements, releases,
security vulnerability notifications. (Low
volume).

tomcat-users
User support and discussion

taglibs-user
Changelog Tomeat 8.0 Bug Database User support and discussion for Apache
Tomcat 8.0 JavaDocs Taglibs -
— ——
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Verify the manager access with the manager-script role using the following URL:

&« C | @ 192.168.99.100:9999/manager/text/list @, ¥ =) :

OK - Listed applications for virtual host
localhost

/manager:running:@:manager
/irunning:@:R0O0T

/docs:running:@:docs
/examples:running:@:examples
/host-manager:running:@:host-manager

Let's just try to deploy an application using the Deploy to Container plugin in Tomcat.
If one build job generates WAR files, then copy it from that build using the copy artifact
plugin:

Jenkins PetClinic-Docker
Build

Copy artifacts from another project X
®
Project name PetClinic (2

| be copie ma ules of this Mavet ect; click the help ico earn
ticular module
Which build Latest successful build v @
@ Stable build only
Artifacts to copy PetClinic/target/petclinic.war @
Artifacts not to copy (2)
Target directory @
Parameter filters @
Flatten directories Optional (@ Fingerprint Artifacts @
Advanced...
Add build step ~
Post-build Actions

e =

[ . . ®
Bl e :

>
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In Post-build Actions, select Deploy war/ear to a container. Give the username and
password provided in tomcat-users.xml. Give the Tomcat URL. Click on Apply/Save:

< C' | © localhost:8080/job/PetClinic-Docker/configure

Jenkins PetClinic-Docker

Post-build Actions

Post-build Actions

Deploy war/ear to a container L
WAR/EARfiles  PetClinic/target/petclinic.war (2}
Context path ®
Containers Tomeat 7.x [ x |

Manager user name  admin

Manager password

Tomcat URL http://192.168.99.100:9999/

Add Container v

Deploy on failure

Add post-build action v

ﬂ Aeely

Click on Build Now:

Jenkins PetClinic-Docker

n | log out

DISABLE AUTO REFRESH

# Back to Dashboard . ..
& Backio Dastboar Project PetClinic-Docker

, Status

— (%add description
- Changes

B8 Workspace
£ Build Now ﬁpmmm@n,sia«,us
© Delete Project

~ Configure l Workspace

"> Promotion Status =
( _# Recent Changes
=

L Move

Permalinks
Build History trend =
Last build (#1). 5 min 46 sec ago
« Last stable build (#1). 5 min 46 sec ago
« Last build (#1), 5 min 46 sec ago
« Last completed build (#1). 5 min 46 sec ago
« Latest promotion:QA Ready (#1). 5 min 46 sec ago

() RSS for all [£) RSS for failures

B Help us localize this page

Page generated: Mar 13, 2017 4:58:59 PMIST RESTAPI  Jenkins ver. 2.32.1
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Go to Console Output and verify the deployment process:

) Console Output

Started by user admin

Building in workspace C:\Users\Mitesh\.jenkins\workspace\PetClinic-Docker

Copied 1 artifact from "petclinic" build number 15

Copied @ artifacts from "PetClinic » petclinic" build number 15

Deploying C:\Users\Mitesh\.jenkins\workspace\PetClinic-Docker\PetClinic\target\petclinic.war to container Tomcat 7.x Remote
[C:\Users\Mitesh\.jenkins\workspace\PetClinic-Docker\PetClinic\target\petclinic.war] is not deployed. Doing a fresh deployment.
Deploying [C:\Users\Mitesh\.jenkins\workspace\PetClinic-Docker\PetClinic\target\petclinic.war]

Finished: SUCCESS

Verify the application URL using the Tomcat URL and application context:

) PetClinic :: a Spring Fram X

&

A HOME Q FIND OWNERS =2 VETERINARIANS A ERROR

Welcome

&) spring ..

Now we are done.

Thus you can see that we have created an image, a container, and deployed the application
in the Tomcat container.
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Summary

So we have seen in this chapter how to install Docker containers in Windows 10, and how
to use Docker hub to find images available in the public domain.

We have executed the hello world container to verify whether Docker has been successfully
installed or not. Once we have verified the Docker installation, we used Docker hub to get
the Tomcat image and successfully created a Tomcat 8 container and accessed it through the
browser.

We also used Jenkins to deploy the application in the Tomcat container. Our objective was
to utilize the docker container for application deployment.

In the next chapter, we will cover how we can utilize the configuration management tool
Chef for setting up the run-time environment so that we can deploy Java-based web
applications in the virtual machine.
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"Change is hard because people overestimate the value of what they have and
underestimate the value of what they may gain by giving that up.”

— James Belasco and Ralph Stayer

In the previous chapter, we have seen an overview of Docker containers. In this chapter,

we will focus on creating and configuring the environment for application deployment in
the cloud. We will use Infrastructure as a Service (IaaS) and the configuration management
tool, Chef, to create a platform so that we can deploy an application in the later part using
automation.

Chef is a configuration management tool that can be utilized to create a runtime
environment for application deployment on a physical machine, virtualized infrastructure,
or in the public or private cloud infrastructure.

In this chapter, we will cover the following topics:

e An overview of the Chef configuration management tool
e Installing and configuring a Chef workstation

e Converging a Chef node using a Chef workstation

e Installing Tomcat packages using community cookbooks



Cloud Computing and Configuration Management

An overview of the Chef configuration
management tool

Chef is one of the most popular configuration tools. It comes in two flavors:

e Open source Chef server
e Hosted Chef

What we intend to do here is to show how to prepare a runtime environment for
application deployment. Let's understand it in terms of application life cycle management:

1. We have a Java-based Spring application package ready after continuous
integration.

2. We need to deploy the application in the Tomcat web server.

3. The Tomcat server can be installed in a physical system, virtualized environment,
Amazon EC2 instances, or Microsoft Azure virtual machines.

4. We also need to install Java.

In all these, except for the first point, we need to do the installation and configuration
activity manual avoid such a repetitive scenario, we can use the Chef configuration
management tool to create a virtual machine in AWS or in Microsoft Azure and then install
Tomcat with all the dependencies in order to deploy our Java-based spring application.

However, let's look at the basics of the Chef configuration management tool so that we can
understand how Chef works and how it performs various steps.

There are three important parts of the Chef configuration management tool:

e The open source Chef server or hosted Chef: The Chef server installed on-
premise or the hosted Chef, is the heart of this automation process of installing
the runtime environment. It is a centralized repository of cookbooks and details
of registered nodes. A Chef workstation is used to upload cookbooks and make
changes in the configurations so that they can be applied to the nodes available in
the AWS and Microsoft Azure.

e The Chef workstation: A Chef workstation is a system where we can
manage cookbooks and other changes. We can perform all the administrative
tasks from the Chef workstation. Knife is used to upload cookbooks to the Chef
server and execute plugin commands. Knife plugins can be used to perform
various operations in AWS and Microsoft Azure Cloud.
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¢ Node: A node is a physical or virtual machine. This virtual machine can be in a
virtualized environment, a private cloud empowered by Openstack or VMware,
or in a public cloud such as AWS or Microsoft Azure:

¢ The node communicates with the open source or hosted Chef
server

¢ Node gets the configuration details related to itself, and then starts
executing the steps based on these to maintain itself in compliance
with what the administrator has decided

Go to the official Chef website at https://chef.io and visit the Chef homepage. We can
use the on-premise Chef server by installing and managing it on our own or we can use the
hosted Chef:

@ EVENTS BLOG SUPPORT ~ACCOUNT ~MANAGEMENTCONSOLE | Q

CHEF Products  Solutions Community Learn Chef

CONTINUOUS
AUTOMATION FOR
CONTINUOUS
ENTERPRISE

LEARN MORE > -

DELIVER SOFTWARE AT SPEED
Build, deploy, and manage with Chef Automate, the gg CON F s:::f:)eaes!ses EIEIEREITOE
Continuous Automation Platform.
& CHEF @INSPEC habitats
INFRASTRUCTURE AUTOMATION COMPLIANCE AUTOMATION APPLICATION AUTOMATION

1. Click on MANAGEMENT CONSOLE on https://chef.io or navigate to
https://manage.chef.io/login.

2. Onhttps://manage.chef.io/login click on Click here to get started!.
3. Provide the Full Name, Company name, Email ID, and Username.

4. Check the box that says I agree to the Terms of Service and the Master License
and Services Agreement.

5. Click on the Get Started button.
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Refer to the following screenshot:

€ @  https://manage.chefio/signup (& Search ¥+ L

Already have an account?

You're one step away from access to all the power and
flexibility of Chef. Get ready to automate your Looking for open-
infrastructure, accelerate your time to market, manage source Chef?

scale and complexity, and safeguard your systems. Just

complete the form to get started. Start with the

and check out our
Full Name DiscoverTechno

Company  DiscoverTechno Join the Chef Community

Email

usemname [————]

& | agree to the and the

So the obvious next step is to go to the mailbox and verify the e-mail ID to complete the
registration process. We will get an e-mail verification successful message:

SN

Provide the password and click on the Create User button.
Now create an organization.

Click on Create New Organization.

Provide the Full Name and Short Name of the organization.
Click on the Create Organization button.
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Refer to the following screenshot:

Create Organization

Full Mame

DTechno

Short Name

dtechno

Cancel

Now, download a starter kit:

Nodes Reports Policy Administration ® | dechno- &+ (0] [B
> Organizations
Thank you for choosing Hosted Chef!
Create
Follow these steps to be on your way to using Hosted Chef
Download Starter Kit Learn Chef
What's next?
More Resources
The best place to start learning Our support team is here to provide .
about Chef in general. Hundreds of members of the Chef assistance with any issues you may .
Users community have contributed have while using Hosted Chef. .
cookbooks you can use or draw .
Groups i
inspiration from.
Global
Permissions

1. Click on Download Starter Kit.
2. We will get confirmation dialog; click on Proceed.
3. Let's verify the operations available on the hosted Chef.
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4. We haven't configured any node, so the node list is empty. Click on Nodes. Once
we create the node and register it, we will get all the details about that node in
the Chef server or on the hosted Chef.

5. Go to the Administration menu and click on Users in the sidebar.

6. Verify the User Name, Full Name, and Email ID created at the time of
registration:

Nodes Reports GG Administration ® | dtechno~ &~ m 0
Organizations Showing All Users
> Users User Name Full Name Email Actio...
discovertechno51 DiscoverTechno mitesh soni83@outlook com
Invite
Groups ——
Global
Permissions

Check the Reports tab and we won't find any data. The reason for this is that the process
of convergence, where nodes become compliant based on the configuration available on the
Chef server, has not taken place and hence there is no data.

At this stage, we have a hosted Chef account available.

Now, let's configure a Chef workstation so that we can communicate with the hosted Chef
and converge the nodes in AWS and Microsoft Azure Cloud:

1. Based on the operating system, download the Chef client installable file. In our
case, we are using CentOS; therefore, we will download the Red Hat version of
the Chef client from https://downloads.chef.io/chef-client/redhat/.

2. Select the operating system type.

®

Select the Chef client version.
4. Download the installation files.
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The Chef-dk or Chef development kit is used for installing development tools, and it can
also be used to install knife plugins for AWS and Microsoft Azure. Download it from https
://downloads.chef.io/chef-dk/. This will help us to install knife-ec2 and knife-
azure plugins so that we can create and manage virtual machines in the cloud
environment.

Once we have installable files ready for the Chef client and Chef development kit and the
hosted Chef account is also available, it is time to install and configure the Chef
workstation. Let's do it in the next section.

Installing and configuring a Chef
workstation

Let's verify whether the Chef client has been installed on the system or virtual machine
where we want to configure the Chef workstation:

1. Execute the chef-client -version command;if we get the command not
found error, then it means that the Chef client is not installed. If the Chef client is
installed, then it will give the version number:

[mitesh@devopsl Desktop]$ chef-client -version
bash: chef-client: command not found

2. Go to the directory where the Chef client installable is downloaded:

[mitesh@devopsl Desktop]$ cd chef/
[mitesh@devopsl chef]$ 1s
chef-12.9.41-1.e16.x86_64.rpmchefdk-0.13.21-
1.e16.x86_64.rpm

3. Run the Chef client RPM using rpm -ivh chef-<version>.rpm:

[mitesh@devopsl chef]$ rpm —-ivh chef-12.9.41-
1.e16.x86_64.rpm

warning: chef-12.9.41-1.e16.x86_64.rpm: Header
V4DSA/SHAl1l Signature, key ID

83ef826a: NOKEY

error: can't create transaction lock on
/var/lib/rpm/.rpm.lock (Permission

denied)
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4. If the permission is denied while installing the Chef RPM, then use sudo to run
the command:

[mitesh@devopsl chef]$ sudo rpm -ivh chef-12.9.41-
1.e16.x86_64.rpm

[sudo] password for mitesh:

warning: chef-12.9.41-1.el16.x86_64.rpm: Header
V4DSA/SHAl Signature, key ID

83ef826a: NOKEY

Preparing. ..

HHHHHHHAH AR H AR H RS SH SRS H SRS S HEE [100%]
1:chef

HHHHHHHAH SRS H RS SH SRS H SRS H S H4E [100%]
Thank you for installing Chef!

5. After successful installation, verify the Chef client version and this time we will
get the version number of the Chef client:

[mitesh@Rdevopsl chef]$ chef-client -version
Chef: 12.9.41

Now we will use the Chef starter kit that we downloaded while creating an account in the
hosted Chef:

1. Extract chef-repo. Copy the .chef directory into the root or user folder:

' chef-repo - File Browser o x|
File Edit View Go Bookmarks Tabs Help
€ Back v ®p Forward v e i
| :y‘ | < || cookbooks || starter | ) 100% @) |Ic0n View !
Sl | e
mitesh (]
Desktop cookbooks roles
[ File system
Network s @
(@ Canonko... & chef README.md
& Trash
'
[@ Documents || 2 |
Music —
. .gitignore
Pictures =
5 items, Free space: 7.5 GB
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2. Verify the cookbooks folder available in the che f-repo directory:

[ B

= cookbooks - File Browser - O x
File Edit View Go Bookmarks Tabs Help

€@ Back v ®p Forward v 4 o &9

|:§’/T| |<H Staﬂer‘ G 100% @ |Iconview c|

# Che
.chef
chef |
|

starter chefignore

Placesv

mitesh
Desktop
] File system

Network
2 items, Free space: 7.5 GB

) *

3. In the .chef folder, open the knife. rb file in the editor, which contains various
configurations. Modify the path of the cookbooks directory if required:

current_dir = File.dirname(_ FILE_ )

log_level :info

log_locationSTDOUT

node_name"discovertechno51"
client_key"#{current_dir}/discovertechno51.pem"
validation_client_name"dtechno-validator"
validation_key"#{current_dir}/dtechno-validator.pem"
chef_server_url"https://api.chef.io/organizations/dtechno"
cookbook_path ["#{current_dir}/../cookbooks"]

With that, we've finished configuring our Chef workstation. The next step is using it to
converge the node.

Converging a Chef node using a Chef workstation

In this section, we will set up the runtime environment in the node (physical/virtual
machine) using the Chef workstation.
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Log in to the Chef workstation:

1. Open the terminal and verify the IP address by executing the i fconfig
command:

[rootRdevopsl chef-repo] #ifconfig
eth3 Link encap:EthernetHWaddr00:0C:29:D9:30:7F
inetaddr:192.168.1.35Bcast:192.168.1.255Mask:255.255.255.0
inet6addr: fe80::20c:29ff:fed9:307£/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500Metric:1

RX packets:84135lerrors:0dropped:Ooverruns:0frame:0

TX packets:61055lerrors:0dropped:Ooverruns:0Ocarrier:0
collisions:0txqueuelen:1000

RX bytes:520196141 (496.0 MiB)

TX bytes:278125183 (265.2 MiB)

lo Link encap:Local Loopback
inetaddr:127.0.0.1Mask:255.0.0.0
inet6addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536Metric:1

RX packets:1680errors:0dropped:Ooverruns:0frame:0

TX packets:1680errors:0dropped:Ooverruns:0Ocarrier:0
collisions:0txqueuelen:0

RX bytes:521152 (508.9 KiB) TX bytes:521152 (508.9 KiB)

2. Verify the knife version installed on the Chef workstation with knife --

version:

[root@Rdevopsl chef]#knife —--version
Chef: 12.9.41

3. The knife node list command is used to obtain the list of nodes served by the
Chef server in our case, the hosted Chef. As we haven't converged any nodes, the
list will be empty:

[rootRdevopsl chef-repo] #knife node list

4. Create a virtual machine using VMware Workstation or VirtualBox. Install
CentOS. Once the VM is ready, find its IP address and note it down.

5. On our Chef workstation, open a terminal and, using the ssh command, try to
connect to the node or VM we just created:

[rootRdevopsl chef-repo] #sshroot@192.168.1.37

The authenticity of the host 192.168.1.37 can't be established:
RSA key fingerprint is
4b:56:28:62:53:59:e8:e0:5e:5£:54:08:cl1:0c:1le:6c.
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Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added '192.168.1.37' (RSA)

to the list of known hosts.

root@192.168.1.37's password:

Last login: Thu May 28 10:26:06 2015 from 192.168.1.15

6. We now have an SSH session on the node from the Chef workstation. If you
verify the IP address, you'll know that you are accessing a different machine by
remote (SSH) access:

[root@Rlocalhost ~]#ifconfig
ethl Link encap:EthernetHWaddr00:0C:29:44:9B:4B
inetaddr:192.168.1.37Bcast:192.168.1.255Mask:255.255.255.0
inet6addr: fe80::20c:29ff:fed44:9b4b/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500Metric:1

RX packets:11252errors:0dropped:Ooverruns:0frame:0

TX packets:6628errors:0dropped:Ooverruns:0Ocarrier:0
collisions:0txqueuelen:1000

RX bytes:14158681 (13.5 MiB) TX bytes:466365 (455.4 KiB)
lo Link encap:Local Loopback
inetaddr:127.0.0.1Mask:255.0.0.0
inet6addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536Metric:1

RX packets:59513errors:0dropped:Ooverruns:0frame:0

TX packets:59513errors:0dropped:Ooverruns:Ocarrier:0
collisions:0txqueuelen:0

RX bytes:224567119 (214.1 MiB)

TX bytes:224567119 (214.1 MiB)
[root@localhost ~]#

7. Use knife to converge the node. Provide the IP address/DNS name, user,
password, and name of the node.

8. Verify the output:

[root@Rdevopsl chef-repol# knife bootstrap
192.168.1.37 -x root -P cloud@l23 -

N tomcatserver

Doing old-style registration with the wvalidation
key at /home/mitesh/chef-
repo/.chef/dtechno-validator.pem. ..

Delete your validation key in order to use your
user credentials instead

Connecting to 192.168.1.37

192.168.1.37 ————-— > Installing Chef Omnibus (-v 12)
192.168.1.37 downloading
https://omnitruck-direct.chef.io/chef/install.sh
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192.168.1.37 to file /tmp/install.sh.26574/install.sh
192.168.1.37 trying wget...

192.168.1.37 el 6 x86_64

192.168.1.37 Getting information for chef stable 12 for el...

192.168.1.37 downloading https://omnitruck-
direct.chef.io/stable/chef/metadata?v=12&p=el&pv=6&m=x86_64
192.168.1.37 to file /tmp/install.sh.26586/metadata.txt
192.168.1.37 trying wget...
192.168.1.37 shal859bc9be%9a40b8b13£fb88744079ceef1832831b0
192.168.1.37
sha256c43f48e5a2de56e4eda4d73a3e
el0a80aalaaa6c8621d9084e033d8b9cf3efc328
192.168.1.37 urlhttps://packages.chef.io/stable/el/6/chef-12.9.41-
1.e16.x86_64.rpm
192.168.1.37 versionl2.9.41
192.168.1.37 downloaded metadata file looks valid...
192.168.1.37 downloading
https://packages.chef.io/stable/el/6/chef-12.9.41-
1.e16.x86_64.rpm
192.168.1.37 to file /tmp/install.sh.26586/chef-
12.9.41-1.e16.x86_64.rpm
192.168.1.37 trying wget...
192.168.1.37 Comparing checksum with sha256sum. ..
192.168.1.37 Installing chef 12
192.168.1.37 installing with rpm...
192.168.1.37 warning: /tmp/install.sh.26586/chef-
12.9.41-1.e16.x86_64.rpm:
Header V4DSA/SHAl Signature, key ID 83ef826a: NOKEY
192.168.1.37 Preparing...

HH#HHHH S HHHA SRS H SRS S SR HH 44 [100%]
192.168.1.37 1:chef

HH#HHH S H B SRS S S SRS S S E4 [100%]
192.168.1.37 Thank you for installing Chef!
192.168.1.37 Starting the first Chef Client run...
192.168.1.37 Starting Chef Client, version 12.9.41
192.168.1.37 Creating a new client identity for
tomcatserver using the validator key.
192.168.1.37 resolving cookbooks for run list: []
192.168.1.37 Synchronizing Cookbooks:
192.168.1.37 Installing Cookbook Gems:
192.168.1.37 Compiling Cookbooks. ..
192.168.1.37 [2016-05-12T23:47:49-07:00] WARN:
Node tomcatserver has an empty
run list.
192.168.1.37 Converging 0 resources
192.168.1.37
192.168.1.37 Running handlers:
192.168.1.37 Running handlers complete
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192.168.1.37 Chef Client finished, 0/0 resources
updated in 37 seconds

9. The node convergence is successful:
1. Verify the first Chef client run in the log.

2. Verify the Chef client version that is installed.
3. Verify the empty run list message in the log.
4. Verify converging 0 resource messages.
10. We can check whether the preceding process is successful or not by navigating to

the hosted Chef account and verifying whether Node Name and IP Address in
the Nodes section is available or not.

11. In the dashboard, go to the Details tab to get more information about the node;
verify Attributes associated with the node and also Permissions:

Reports Policy Administration ® | dtechno~ &~ [0
> Nodes Showing All Nodes Q
Delete Node Name Platform FQDN IP Address Uptime Last Check-In Environment Actio...
Manage Tags tomcatserver centos localhost 192.168.1.37 5 hours afew seconds ago _default Qv
Reset Key
Edit Run List
Edit Attributes
——

Node: tomcatserver

Details Attributes Permissions
Last Check In: An Hour Ago Uptime: 6 Hours o default v
2016-05-13 06:47:4 Since 2016-05-13 03:02:08
Platforms: centos
FQDN localhost
IP Address: 192.168.1.37

12. In the bottom section of the hosted Chef Dashboard, verify the CPU attributes
and other details of the node.
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13. The report section provides details on Runs Summary, Run Durations, and Run
Counts:

Nodes Policy Administration # Feedback | Organization dtechno~ | Signed in as
- N - ~
> Dashboard Showing chef-client runs for 05/12/2016 - 05/13/2016
Run History Runs Summary Run Counts
100% n n
22
0% 2
success failure aborted
18 f
Run Durations |
16 ’
] ] [
14] / “
0s |
12 ‘l ‘
1 2 |
<10s | € ‘
3
<30s | d |
||
1m |
08
<3m|
[ |
5m | 06 ' ‘
<10m |
0.4 | |
<15m | | ‘
<1n| 02 ! ‘
=1 | ‘\ ‘I
- 0
0 1 2 May 120800 May1210:46 May1213:33 May1216:20 May1219:06 May1221:53 May130040 May1303:26 May 13 06:13 v

In the next section, we will try to install Tomcat using Chef.

Installing software packages using cookbooks

Until now, we've performed the following tasks:

¢ Creating a hosted Chef account
¢ Configuring a Chef workstation
¢ Converging a node using a Chef workstation

Now we will install application packages using community cookbooks.

To set up the runtime environment automatically, it's best to use the Chef community
cookbooks:
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1. Visithttps://github.com/chef-cookbooks and find all the community
cookbooks required to set up a runtime environment.

2. We are using a sample Spring application, namely, PetClinic. We need to install
Java and Tomcat to run Java EE applications such as this.

3. Download the Tomcat cookbook from https://supermarket.chef.io/cookbook
s/tomcat and navigate to the Dependencies section on that page. Without the
dependencies uploaded to our Chef server, we can't upload the Tomcat cookbook
to use it.

4. Download OpenSSL and Chef sugar from https://supermarket.chef.io/cook
books/openssl and https://supermarket.chef.io/cookbooks/chef-sugar
respectively.

5. To install Java, download the cookbook from https://supermarket.chef.io/co
okbooks/java and its dependency as well from https://supermarket.chef.io
/cookbooks/apt. Extract all the compressed files to the cookbook's directory:

cookbooks - File Browser - O x
File Edit View Go Bookmarks Tabs Help

4EBack v Bp Forward v 4 - 70

1Bt| | <] €, 100% @ |icon View S

Placesv HK
mitesh E/ E/ E/
Desktop apt chef-sugar java
[ File system
Network E] E] .
(2) CanonEOS2... openssl starter
# Che

& Trash
.chat

{@ Documents k=2
[&@ Music
Pictures
[l videos
Downloads

=

chefignore

"tomcat" selected (containing 10 items)
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6. Go to cookbooks in the terminal and execute the 1s command to verify the
subdirectories of the community cookbooks which we downloaded earlier:

[root@devopsl cookbooks]# 1s
apt chefignore chef-sugar Jjava openssl starter tomcat
[root@devopsl cookbooks]# cd

7. Let's upload one of the cookbooks and verify whether it is uploaded on the
hosted Chef or not. Upload the apt cookbook with the knife cookbook upload

apt command as shown here:

[rootRdevopsl chef-repol# knife cookbook upload apt
Uploading apt [3.0.0]
Uploaded 1 cookbook.

8. Go to the hosted the Dashboard and click on Policy. Go to the Cookbook section
on the hosted Chef instance and see if the apt Cookbook has been uploaded:

Nodes Reports Administration eedback | Organiza
> Cookbooks Showing All Cookbooks
Roles Cookbook Current Version
3.0.0
Data Bags apt
Environments
——
) ~
Clients Cookbook: apt
Details Content Permissions
& README
License
Apache 2.0
apt Cookbook

Versions
3.00 Jltravis] ]

This cookbook includes recipes to execute apt-get update to ensure the local APT package cache is up to date. There are recipes for managing the

apt-cacher-ng caching proxy and proxy clients. It also includes a LWRP for managing APT repositories in /etc/apt/sources list d as well as an LWRP for

pinning packages via fetc/aptfpreferences.d

Requirements

Platforms

9. We need to upload all dependencies in terms of cookbooks for the Tomcat
cookbook to be uploaded, otherwise it will give us an error. Upload all other
cookbooks in order:

[rootRdevopsl chef-repol# knife cookbook upload chef-sugar
Uploading chef-sugar [3.3.0]

Uploaded 1 cookbook.

[root@Rdevopsl chef-repol# knife cookbook upload java
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Uploading java [1.39.0]

Uploaded 1 cookbook.

[root@devopsl chef-repo]# knife cookbook upload openssl
Uploading openssl [4.4.0]

Uploaded 1 cookbook.

[rootRdevopsl chef-repol# knife cookbook upload tomcat
Uploading tomcat [0.17.0]

Uploaded 1 cookbook.

10. Go to the hosted Chef Dashboard and verify all the Cookbooks:

> CHEF Nodes Reports Administration dtechno~ | &+ |[0]
~
> Cookbooks Showing All Cookbooks
Roles Cookbook Current Version
apt 3.00
Data Bags
chef-sugar 3.3.0
Environments java 1.39.0
Clients openssl| 4.4.0
tomcat 0.17.0

< > v

L]
Cookbook: tomcat

Details Content Permissions
& README
License
Apache 2.0
tomcat Cookbook
Versions
0.17.0 Installs and configures Tomcat, Java serviet engine and webserver.

Once we have uploaded all the cookbooks to the hosted Chef, let's create a role.

Creating a role

At this stage, all the required cookbooks are uploaded on the hosted Chef. Now, let's create
a role on the hosted Chef.

Before creating a role, let's understand what it means.

A role is created for a specific function. It provides a path for various patterns and
workflow processes.
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For example, the web server role can consist of Tomcat server recipes and any custom
attributes:

1. Go to Policy in the hosted Chef Dashboard and click on Roles in the sidebar
menu. Click on Create Role to create a role.

2. In the Create Role window, provide a Name and Description.
3. Click on Next.

Refer to the following screenshot:

Create Role x
Basics » > >
Name
v-tomcat
Description
Tomcat Installation on VM.
Cancel < Previous Next » R

1. A Run List keeps roles/recipes in a specific manner and order. It can be
considered as the specifications of a node.

2. Select Tomcat from the Available Recipes list.

w

Drag the Tomcat recipe to the Current Run List.
4. Click on Create Role.

Refer to the following screenshot:
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Create Role x

» Run List » >

22 Available Roles Current Run List "

tomcat

& Available Recipes

javaibm_far
java::openjdk
java:oracle

java oracle_i386

java oracle_jce

Cancel < Previous Next > | ©

1. Check the newly added role in the hosted Chef Dashboard in the Policy tab:

Nodes Reports Administration ® | diechnov &~ (0]
Cookbooks Showing All Roles Q
> Roles Name Description Environment Actio.
v-tomcat Tomcat Installation on VM. Qﬂ
Create
Delete
Data Bags
Environments ( e
re— -
Clients Role: v-tomcat
Details Attributes Permissions

Description: Tomcat Installation on VM.

Run List

Versiofosition

& tomcat 01700
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2. Now, let's specify a role while converging the node in the terminal. Add the role
to the node with knife node run_list add tomcatserver "role[v-—
tomcat]":

[root@devopsl chef-repo]# knife node run_list add
tomcatserver "role[v-tomcat]"

tomcatserver:

run_list: role[v-tomcat]

[rootRdevopsl chef-repol#

3. The v-tomcat role is now being associated with the tomcatserver node.

4. Go tonode and execute chef-client; it will execute the steps to bring the node
status in compliance with the role assigned:

[root@localhost Desktopl]l# chef-client
Starting Chef Client, version 12.9.41
resolving cookbooks for run list: ["tomcat"]
Synchronizing Cookbooks:

- tomcat (0.17.0)

— chef-sugar (3.3.0)

- java (1.39.0)

- apt (3.0.0)

— openssl (4.4.0)
Installing Cookbook Gems:
Compiling Cookbooks...

Chef Client finished, 11/15 resources updated in 09 minutes 59
seconds
You have new mail in /var/spool/mail/root

5. Go to the node and check whether Tomcat is available or not:
[rootRlocalhost Desktopl# service tomcaté6 status
tomcaté6 (pid 39782) is running... [ OK ]

You have new mail in /var/spool/mail/root

6. Go to the Reports tab in the hosted Chef account to get the latest details about the
node convergence:
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Reports Policy Administration # Feedback | Organization diechno~ | Signed in as DiscoverTechno~ \o| 0

> Dashboard Runs Summary Run Counts

Run History L L

0% 2 T
success failure aborted H

Run Durations |
i

=
&
Counts

0
0 1 2 May 12 16:20 May 1219:06 May1221:53 May1300:40 May130326 May1306:113 May1309:00 May1311:46 May1314:33

Run Counts Time
v

At this stage, we are ready with a hosted Chef account, configured workstation, and
converged node.

In the next section, we will install knife plugins for some popular cloud platforms.

Installing knife plugins for Amazon Web
Services and Microsoft Azure

Our objective is to install application packages to provide the runtime environment for our
Java-based Petclinic application. In the traditional environment, we raise the acquisition
request for the physical server and then the infrastructure team helps us to install different
software on it to provide the runtime environment for our application. With Chef, we can
install these packages using community cookbooks and hence we can automate it easily.
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In this section, we will use cloud resources. Amazon EC2 and Microsoft Azure are two very
popular public cloud resource providers. We will create virtual machines in the cloud
environment and then install different application packages using the Chef configuration
management tool:

Chef Server Node(s) ((
fir- v =
node objects cookbooks 7 Comvergethe /& h OE Ja\fa

AL A Chef Client

g

node

. amazon
Hosted On-Premise webservices™ i
A A
1. Upload
Cookbooks
Admin’s Workstation
Tomcat
Java H
SSL = u 2.Cloud 3. Configuration
Apt settings cookbooks Provisioning Management
OpenSSL Requests
L:;:,],
* Manage infrastructure as idempotent .
Resources kni fe
+ Configurey 5 druny ‘ .
in?? ;::: de ;n?;;;u“cﬁem SRR Chef Workstation with Chef
+ Track and manage like source code Development Kit and Knife Plugins

1. First, we will provision virtual machines in Amazon EC2 and Microsoft
Azure using knife plugins using a Chef workstation.

2. Go to the Chef workstation.

3. Execute knife commands to create instances (Chef nodes) in Amazon EC2 and
Microsoft Azure.

The following is how the process will work:

1. Execute the command on the Chef workstation to create a new instance in your
cloud environment.

2. A new instance is created in Amazon EC2 and Microsoft Azure and it is up and
running (the Chef node is available).
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The Chef node communicates with the Chef server.

The Chef server instructs the Chef node to execute a list of tasks and download
the Chef client.

A secure handshake takes place between the Chef server and the Chef node; the
Chef server generates a security certificate that is used to authenticate the new
node's upcoming queries.

The Chef node executes tasks and informs the Chef server regarding its
compliance.

The following are the major benefits of using the Chef configuration management tool with
different public cloud service providers as follows:

Faster time to market

Centralized control

Standard policies

Consistent environment to deploy the application

Less or no manual effort and errors due to manual limitations
Rapid application development

Easy rollback

High availability and disaster recovery for business continuity that is essential in
today's day and age

Community cookbooks accessible to all

The Chef Development Kit (ChefDK) provides development tools built by the Chef
community that makes installing knife plugins easier.

Go to https://downloads.chef.io/chef-dk/ and download ChefDK based on the
operating system we use.

In our case, select Red Hat Enterprise Linux and select the ChefDK version. Click on Red
Hat Enterprise Linux 6 and download it, as it works on 64-bit (x86_64) versions of Red Hat
Enterprise Linux and CentOS 6:

[root@localhost Desktop]# sudo rpm —-ivh chefdk-0.13.21-1.el6.x86_64.rpm
Preparing. .. $Hd 4 # S R

[100%]

1:chefdk

$Hd 4 # S R [100%]
Thank you for installing Chef Development Kit!
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Execute the chef gem install knife-ec2 command to create, bootstrap, and manage
Amazon EC2 instances. More details are available at https://github.com/chef/knife-ec
2:

[rootRlocalhost Desktopl# chef gem install knife-ec2
Fetching: knife-ec2-<version>.gem (100%)

Successfully installed knife-ec2-<version>
1 gem installed

Execute the knife ec2 --help command to check the available Amazon EC2 commands:
[rootRlocalhost Desktopl# knife ec2 --help

** EC2 COMMANDS **

knife ec2 amis ubuntu DISTRO [TYPE] (options)
knife ec2 flavor list (options)

knife ec2 server create (options)

knife ec2 server delete SERVER [SERVER] (options)
knife ec2 server list (options)

Configure Amazon EC2 credentials for the knife plugin in the knife. rb file.

USeknife[:aws_access_key_id]1nuiknife[:aws_secret_access_key]aSShOMWI

here:
knife[:aws_access_key_id] = "Your AWS Access Key ID"
knife[:aws_secret_access_key] = "Your AWS Secret Access Key"

Execute the chef gem install knife-azure command to create, bootstrap, and manage
Microsoft Azure virtual machines. More details are available at https://github.com/chef

/knife-ec2:

[root@localhost Desktopl# chef gem install knife-azure -v 1.5.2
Fetching: knife—azure-1.5.2.gem (100%)

Successfully installed knife-azure-1.5.2
1 gem installed

Verify the available Azure commands using knife azure --help:
[root@localhost Desktopl# knife azure —--help

** AZURE COMMANDS **
knife azure ag create (options)
knife azure ag list (options)
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knife azure image list (options)

knife azure internal 1lb create (options)

knife azure internal 1lb list (options)

knife azure server create (options)

knife azure server delete SERVER [SERVER] (options)
knife azure server list (options)

knife azure server show SERVER [SERVER]

knife azure vnet create (options)

knife azure vnet list (options)

Creating and configuring a virtual machine in
Amazon EC2

Use the knife node list command to get the list of nodes to get clarity on how many
nodes are already configured using Chef:

root@devopsl Desktop]# knife node list
tomcatserver

Use the knife ec2 server create command with the following parameters to create a
new virtual machine:

Parameter Value Description

-I ami-lecae776 This is the ID of the Amazon
machine image

-f t2.micro This is the type of the virtual
machine

-N DevOpsVMonAWS | This is the name of the Chef node

——aws-access-key-id Your access key ID This is the access key ID of the
AWS account

——aws-secret-access-key | Your secret access key | This is the secret access key of the
AWS account

-3 Book This is the SSH key

——identity-file book .pem This is the PEM file

--ssh-user ec2-user This is the user for the AWS
instance

-r role[v-tomcat] This is the Chef role
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Let's create an EC2 instance using the knife plugin:

[root@Rdevopsl Desktopl# knife ec2 server create -I ami-lecae776 -f t2.micro
—N DevOpsVMonAWS —--aws—access-key-id '< Your Access Key ID >' —-—aws—-secret-
access-key '< Your Secret Access Key >' -S book --identity-file book.pem --
ssh-user ec2-user -r role[v-tomcat]

Instance ID: i-640d2de3
Flavor: t2.micro

Image: ami-lecae776

Region: us-east-1
Availability Zone: us-east-la
Security Groups: default
Tags: Name: DevOpsVMonAWS

SSH Key: book

Waiting for EC2 to create the instance......

Public DNS Name: ****x***xkx***xkx****x*** compute-1.amazonaws.com
Public IP Address: ** ** % *x¥x%

Private DNS Name: jip—-***-**—-]1-27 ec2.internal

Private IP Address: *** **x * 27

At this stage, the AWS EC2 instance has been created and is Waiting for sshd access
to become available

Waiting for sshd access to become available.................... done

Creating new client for DevOpsVMonAWS
Creating new node for DevOpsVMonAWS
Connecting to ec2—-**—**—_%**_%** compute—1.amazonaws.com

ec2—-**—**—***_*** compute-l.amazonaws.com ————-— > Installing Chef Omnibus (-
v 12)

ec2—-**—*k*—***_**x* compute-l.amazonaws.com versionl2.9.41
ec2—-**—*k*—***_**x* compute-l.amazonaws.com downloaded metadata file looks
valid. ..

ec2—-**—**—***_%x*x* compute-l.amazonaws.com downloading
https://packages.chef.io/stable/el/6/chef-12.9.41-1.el1l6.x86_64.rpm
ec2—-**—**—***_*x** compute—l.amazonaws.com

l:chef-12.9.41-1.el6 S [100%]

ec2—-**—**k—***_*x** compute-l.amazonaws.com Thank you for installing Chef!
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Now, the Chef client has been installed on the AWS instance. It is ready for the initial Chef
Client runwithversion 12.9.41:

ec2—**—**_***_%** compute-—1l.amazonaws.com Starting the first Chef Client

run...
ec2—**—**_***_%** compute—1l.amazonaws.com Starting Chef Client, version
12.9.41

It is now ready to resolve cookbooks based on the role and install runtime environments:

ec2—-**—*k*k_***_*** compute—l.amazonaws.com resolving cookbooks for run list:
["tomcat"]
ec2—-**—*k*k_***_*x** compute-l.amazonaws.com Synchronizing Cookbooks:

ec2—-**—*k*_***_*x** compute—l.amazonaws.com - tomcat (0.17.0)
ec2—-**—*k*_***_*x*x* compute—l.amazonaws.com - java (1.39.0)
ec2—-**—*k*_***_*x** compute—l.amazonaws.com - apt (3.0.0)
ec2—-**—*k*_***_*x*x* compute—l.amazonaws.com — openssl (4.4.0)
ec2—-**—*k*_***_*x*x* compute—l.amazonaws.com — chef-sugar (3.3.0)

ec2—-**—*k*_***_**x* compute—l.amazonaws.com Installing Cookbook Gems:
ec2—-**—*k*k_***_*** compute-l.amazonaws.com Compiling Cookbooks...

ec2—-**—*k*k_***_**x* compute-l.amazonaws.com Converging 3 resources
ec2—-**—**_***_*x*x*x compute-l.amazonaws.com Recipe: tomcat::default
ec2—-**—*k*_***_*x*x* compute—l.amazonaws.com * yum_package[tomcat6] action
install

ec2—-**—*k*_***_*x*x* compute—l.amazonaws.com — install version
6.0.45-1.4.amznl of package tomcaté6

ec2-**—*k*_***_*x** compute—l.amazonaws.com * yum_package [tomcat 6—admin-
webapps] action install

ec2—-**—*k*_***_*x** compute—l.amazonaws.com — install version
6.0.45-1.4.amznl of package tomcaté6-admin-webapps

ec2—-**—*k*_***_*x*x* compute—l.amazonaws.com * tomcat_instance[base] action
configure (up to date)

The runtime environment is available now and it is time to start Tomcat services in the
AWS instance; verify the logs:

ec2—**—**_%**x_%** compute-1.amazonaws.com
ec2—-**—*k*_***_*x*x* compute—l.amazonaws.com * service[tomcat6] action start

ec2-**—*k_k*k*x_*** compute-1.amazonaws.com Chef Client finished, 13/15
resources updated in 01 minutes 13 seconds
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Here are the details of the newly created AWS instance:

Instance ID: ji-—***%%xkxkx

Flavor: t2.micro

Image: ami-lecae776

Region: us—****-]

Availability Zone: us—****-]1a

Security Groups: default

Security Group Ids: default

Tags: Name: DevOpsVMonAWS

SSH Key: book

Root Device Type: ebs

Root Volume ID: vol-1le0e83b5

Root Device Name: /dev/xvda

Root Device Delete on Terminate: true
Public DNS Name: ec2—-**—**_***x_*** compute-1.amazonaws.com
Public IP Address: 52.90.219.205

Private DNS Name: ip-172-31-1-27.ec2.internal
Private IP Address: 172.31.1.27
Environment: _default

Run List: role[v-tomcat]

You have new mail in /var/spool/mail/root
[root@devopsl Desktop]l#

Go to https://aws.amazon.com/ and sign in.

Go to the Amazon EC2 section and click on Instances in the left-hand sidebar or on
Running Instances on the Resources page get to the details about AWS instances.

Verify the Name, Tags, Public DNS, and other details that we get in the Chef client run
with the details available on the Amazon Dashboard:
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AWS v © Edit v

EC2 Dashboard

W Connect Actions v Q o % ©
Events
Tags Q (2] 1t0 2 of 2
Reports
Limit Name ~ aws:autosc- Instance ID Instance Typi~ Availability Zoi~ Instance Stai~ Status Check~ Alarm Status = Public |
imits

@ DevOpsVMonA... t2.micro us-easi-1a @ running @ 2/2chec... None Y ec2-52-
Instances 12 micro us-east-1a @ terminated None =
Spot Requests < >
Reserved Instance: I i-640d2de3 (DevOpsVMonAWS) Public DNS: ec2-52-90-219-205. 1 com I ==
Instances
Scheduled Description Status Checks Monitoring Tags
Instances Instance ID [ Public DNS
Dedicated Hosts

- Instance state  running Public P ]
AMIs Instance type  t2.micro ElasticIP -
Bundle Tasks Private DNS  ip-172-31-1-27 .ec2.internal Availability zone us-east-1a
. Private IPs  172.31.1.27 Security groups ~ default. view rules
Secondary private IPs Scheduled events  No scheduled events
VPCID  vpc-6d0f6i09 AMIID  amzn-ami-

hvm-2015.03.0.x85_64-gp2

Valimae -

Now, let's go to the hosted Chef Dashboard and click on Nodes to verify the newly
created/converged node in Amazon EC2:

Feedback C overTechno
> Nodes Showing All Nodes Q
Delete Node Name Platform FQDN IP Address Uptime Last Check-In Environment Actions
Manage Tags DevOpsVMonAWS amazon ip-172-31-1-27.ec2.internal ~ 172.31.1.27 2 minutes 2 minutes ago _defautt v
Reset Key tomcatserver centos localhost 192.168.1.37 8 hours a day ago _default
Edit Run List
3 S
Edit Attributes
Node: DevOpsVMonAWS
Details Attributes Permissions
Last Check In: 23 Minutes Ago Uptime: 2 Minutes d o
£ efault
2016-05-14 10:30:15 UTC Since 2016-05-14 10:50:57 UTC Environment. =
Platforms: amazon
FQDN: ip-172-31-1-27 ecZ2.internal
IP Address: 17231127
Tags Run List

© There are no items to display. VersionPosition

+ == v-tomcat
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Verify the instance Details and Run List:

Node: DevOpsVMonAWS
Details Aftributes Permissions
Last Check In: 23 Minutes Ago Uptime: 2 Minutes . default >
2016-05-14 10:30:15 UTC Since 2016-05-14 10:50:57 UTC Environment. =

Platforms: amazon
FQDN: ip-172-31-1-27 ec2.intemnal
IP Address: 17231127

Tags Run List

@ There are no items to display. EERisEesion
— =2 v-tomcat
& tomeat 0170 0

An instance is created in Amazon EC2 and Tomcat is also installed and its service is also
started, we can verify whether it is actually running or not.

Let's try to access the Tomcat server installed on the AWS instance using the public domain
name of the instance:

1. If it gives the connection has timed out error, then the reason for this is the
restriction of security groups in AWS. Go to the Security Group in the AWS
instance:
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AWS ~

N. Virginia ¥

EC2 Dashboard

Secondary private IPs
VPCID

vpc-6d0f6f09

Valimae

Scheduled events ©

W Connect Actions v Q o
Events
Tags e (2] 1to 2 of
Reports
Limit Name ~ aws:autosc- Instance ID - Instance Typ- Availability Zoi~ Instance Stai~ Status Check~ Alarm Status
imits

. @ DevOpsVMonA... t2.micro us-easi-1a @ running @ 2/2chec... None e
Instances 12 micro us-east-1a @ terminated None =
Spot Requests <
Reserved Instance: | i-640d2de3 (DevOpsVMonAWS) Public DNS: ec2-52-90-219-205. _]
Instances
Scheduled Description Status Checks Monitoring Tags The security groups to which the
Instances instance belongs. A security group is a

Instance ID ) .
Dedicated Hosts collection of firewall rules that restrict
the network traffic for the instance. Click
= IMAGES Instancs state lunn.\ng View rules to see the rules for the
AMIs Instance type  t2.micro specific group.
Bundle Tasks Private DNS  ip-172-31-1-27 ec2 internal
Private IPs  172.31.1.27 Security grou| default. view rules

No scheduled events
AMIID  amzn-ami-

hvm-2015 03.0 x86_64-gp2

& @

2

Public |

ec2-52-!

2. In the AWS portal, go to the Security Group section. Select the default security
group to verify the inbound rules. We can see only the SSH rule available; we

need to allow port 8080 so that we can access it:

AWS ~  Services -
EC2 Dashboard  * - :
M CEICREETVASGITT| - Actions v - )
Events
Tags Q,| search : sg-2b31fe52 A e [>] 1to10f1
Reports
Limits @ Name ~  Group ID 4 Group Name ~ VPCID ~ Description -
o a 5g-2b31fe52 default vpc-6d0f6fo9 default VPC security group
Instances
Spot Requests
Reserved
Instances Security Group: sg-2b31fe52 _N Q=]
Scheduled
cnedule Description Inbound Outbound Tags
Instances
Dedicated Hosts
Edit
AMis Type (i Protocol (i Port Range (i Source (i
Bundle Tasks
SSH TCP 22 0.0.0.0/0

3. Let's create a new custom rule with port 8080:
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Edit inbound rules

Type (0 Port Range (i)

SSH ~ 22

Source (i)

[Anywtere 00000 ] @

Custom TCP Rule  ~

| [Custom P -][0.0000 | @

Add Rule

Cancel m
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4. Now, try to access the public domain URL, and we will get the Tomcat page on
our AWS instance.

In the next section, we will create and configure a virtual machine in Microsoft Azure.

Creating and configuring a virtual machine in
Microsoft Azure

To create and configure Chef and Microsoft Azure integration, we need to provide the
Microsoft Azure account and credentials. To get Microsoft Azure credentials, download

the publishsettings file and perform the following steps:

1. Login to the Microsoft Azure portal using the login name and password and
download a publishsettings file from https://manage.windowsazure.com/p

ublishsettings/index?client=xplat.

2. Copy it on a Chef workstation and refer to this local file by creating an entry in
the knife.rb file:

knife[:azure_publish_settings_file]

= "~/<name>.publishsettings"

3. The following are the parameters to create a virtual machine in the Microsoft
Azure public cloud:

Parameter

Value

Description

——azure—-dns—name

distechnodemo

This is the
DNS name

——azure—-vm—name

dtserver02

This is the
name of
the virtual
machine

-—-azure-vm-size

Small

This is the
size of the
virtual
machine

DevOpsVMonAzure2

This is the
name of
the Chef
node

——azure—-storage—account

classicstorage9883

This is

Azure's
storage
account
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—-bootstrap-protocol

cloud-api

This is the
Bootstrap
protocol

—-—-azure-source-image

5112500ae3b842c8b9c604889£8753c3__OpenLogic-Cent0S-67-20160310

This is the
name of
the Azure
source
image

—-—azure-service-location

Central US

This is the
Azure
location to
host the
virtual
machine

—-—-ssh-user

dtechno

This is the
SSH user

——ssh-password

<YOUR PASSWORD>

This is the
SSH
password

role[v-tomcat]

This is the
role

—--ssh-port

22

This is the
SSH port

We have installed the knife azure plugin successfully. Now we can create the virtual
machine in Microsoft Azure Cloud by executing the knife azure server create

command as follows:

[rootRdevopsl Desktopl# knife azure server create —-—azure-dns—name

'distechnodemo' --azure-vm—name 'dtserver(02' --—-azure-vm-size 'Small' -N
DevOpsVMonAzure2 —--azure-storage—account 'classicstorage9883' —--bootstrap-
protocol 'cloud-api' --azure-source-image
'5112500ae3b842c8b9c604889£8753c3__ OpenLogic-Cent0S-67-20160310' —--azure-—
service-location 'Central US' --ssh-user 'dtechno' --ssh-password
'cloud@321' -r role[v-tomcat] —--ssh-port 22

Creating new node for DevOpsVMonAzure2

Waiting for virtual machine to reach status 'provisioning'.............. vm

state 'provisioning' reached after 2.47 minutes.

DNS Name: distechnodemo.cloudapp.net
VM Name: dtserver02

Size: Small

Azure Source Image: 5112500ae3b842c8b9c604889£8753c3__ OpenLogic-—
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Cent0S-67-20160310

Azure Service Location: Central US
Private Ip Address: 100.73.210.70
Environment: _default

Runlist: ["role[v—-tomcat]"]

Now we will start with resource provisioning in Microsoft Azure Public Cloud:
Waiting for Resource Extension to reach status 'wagent

provisioning'..... Resource extension state 'wagent provisioning' reached
after 0.17 minutes.

Waiting for Resource Extension to reach status

'installing'....iiiiiii it Resource extension state 'installing'
reached after 2.21 minutes.
Waiting for Resource Extension to reach status 'provisioning'..... Resource

extension state 'provisioning' reached after 0.19 minutes.

DNS Name: distechnodemo.cloudapp.net

VM Name: dtserver02

Size: Small

Azure Source Image: 5112500ae3b842c8b9c604889£8753¢c3__ Openlogic-
Cent0S-67-20160310

Azure Service Location: Central US

Private Ip Address: 100.73.210.70

Environment: _default

Runlist: ["role[v-tomcat]"]

[root@devopsl Desktop]#

1. Go to the hosted Chef account in the browser and click on the Nodes tab.

2. Verify that the new node we created on Microsoft Azure Public Cloud has been
registered on the hosted Chef server.

3. We can see the DevOpsvMonAzure2 Node Name:
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L CHEF olicy L L ®  diechnov &~

> Nodes Showing All Nodes Search Nodes... Q
Delete Node Name Platf... FQDN IP Address Uptime Last Check-In Environment Actio...
Manage Tags DevOpsVMonAzure1 centos  diserver0... 100.73.162.64 11 minutes 6 minutes ago _default
Reset Key DevOpsVMonAWS amazon ip-172-31-.. 17231127 2 minutes 7 hours ago _default
Edit Run List tomcatserver centos  localhost 192168 1.37 8 hours a day ago _default
Edit Attributes DevOpsVMonAzure2 centos  dtserver0... 100.73.210.70 6 minutes 3 minutes ago _default u'

——

Node: DevOpsVMonAzure2

J Details H Attributes H Permissions
Last Check In: 34 Minutes Ago Uptime: 6 Minutes E e default E|
2016-05-14 17:32:4/ since 2016-05-14 18:00:43
Platforms: centos
FQDN: dtserver02 distechnodemo.g10.internal cloudapp.net
IP Address: 100.73.210.70

4. Go to the Microsoft Azure portal and click on the VIRTUAL MACHINES
section to verify the newly created virtual machine using the Chef configuration
management tool:

Microsoft Azure | ., Check out the new portal CREDIT STATUS

ALL ITEMS

virtual machines

'WEB APPS
0 INSTANCES

MAGES  DISKS

VIRTUAL MACHINES
2

NAME T STATUS SUBSCRIPTION LOCATION DNS NAME el

MOBILE SERVICES dtserver01 < & Running Central US
0

dtserver02 + Running Central US distechnodemo.cloudapp.net

CLOUD SERVICES
&

BATCH SERVICES
o

SQL DATABASES
0

STORAGE

1
HDINSIGHT
o

MEDIA SERVICES
o

SERVICE BUS
0

+ new , 0 s e

CAPTURE DELETE
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5. Click on VIRTUAL MACHINES in the Microsoft Azure Dashboard, and verify
the details of virtual machines:

Microsoft Azure ., Check out the new portal CREDIT STATUS (@) "

dtserver0O1

&3 DASHBOARD MONITOR  ENDPOINTS  CONFIGURE

dtserver01
@ o1 PFROFNTAGE g ean pvirssec @ pisk wriTe RvTrs/sre @ NFTWORK N 1 MORE v RELATVE ¥ 1HOWR v O

dtserver02

10:40 10:45 10:50 10:55 11:00 11:05 1110 11113 11:20 1125 11:30 11:35 11:40

web endpoint status mevew quick glance

You have not configured a web endpoint for monitoring. Configure one to get started.

@ Visit the new portal
COMFIGURE WEB ENDPQINT MONITORING @

@ View Applicable Applications and
services

d) (/’) = o ?

SHUT DOWN ATTACH CAPTURE DELETE

O

RESTART

6. Go to the bottom of the virtual machines page, and verify the extensions section.

7. Check whether it shows chef-service enabled:
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Microsoft Azure | «, Check out the new portal ‘CREDIT STATUS D —— i

DTSERVERO1 2 of 20 CORE(S) dtserverdi
. PUBLIC VIRTUAL IP (VIP) ADDRESS
disks ———

INTERNAL IP ADDRESS
DISK ¥ TYPE HOST CACHE VHD p =

dserverd?
disk_Sfe08ee3-e678-4612-... 05 disk Read/Write it/ — -

Standard_A1 (1 core, 1.75 GB memory)

. SSH CERTIFICATE THUMBPRINT
extensions [ 1

LOCATION

NAME VERSION STATUS MESSAGE yel Central US

Chef.Bootstrap Windows... 1210.12.102.1000 Success chef-service enabled DEPLOYMENT ID
| |

SUBSCRIPTION NAME
| |

SUBSCRIPTION ID

(!) é) e o 2
T

SHUT DOWN ACH

We have now created virtual machines in Amazon EC2 and Microsoft Azure using knife
plugins with installed runtime environment using role.

Summary

In this chapter, we installed and configured a Chef workstation, we converged the node,
created a role, and installed the runtime environment for Java-based web applications. We
also used knife plugins to create virtual machines in Microsoft Azure and Amazon EC2
and used a role to install a runtime environment.

In the next chapter, we will see how to deploy Java-based web applications into the web
server in an automated way using scripts or plugins.

We will deploy our WAR file into the local or remote Tomcat. The remote Tomcat will be on
Amazon EC2, Microsoft Azure Virtual Machine, AWS Elastic Beanstalk, or Microsoft Azure
Web Apps.
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Technology is nothing. What's important is that you have a faith in people, that they're
basically good and smart, and if you give them tools, they'll do wonderful things with them
- Steve Jobs

We have looked at different DevOps practices such as continuous integration, containers,
and configuration management. Now we will look at how to deploy a package file in to a
web container or web server. We will use Apache Tomcat as a web server in cloud virtual
machines to deploy our Java-based application.

The main objective of this chapter is to make you the reader aware of different ways to
deploy an application package into a web server. These ways can be utilized based on the
access available to the team and, once we achieve this automated delivery into the web
server, then we can utilize this operation in the overall build orchestration.

So, we can create a build pipeline and this orchestration will help us to achieve continuous
delivery and continuous deployment.

In this chapter, we are going to cover the following topics:

¢ Continuous delivery in Docker container using Jenkins plugin

¢ Continuous delivery in AWS EC2 and Microsoft Azure VM using script
¢ Continuous delivery in AWS Elastic Beanstalk using a Jenkins plugin

¢ Continuous delivery in Microsoft Azure App Services using FTP

e Continuous delivery in Microsoft Azure App Services using VSTS
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Continuous delivery in Docker container
using Jenkins Plugin

Let's understand how we can deploy a web application in Tomcat using the Jenkins plugin.
We can follow a few steps for that:

¢ Run Apache Tomcat

e Use the proper IP address and port number combination to navigate to the
Tomcat home page:

Home Documentation Configuration Examples Wiki Mailing Lists Find Help
Apache Tomcat/7.0.70 Nﬁpache Software Foundation
& http://www.apache.org/

TM

Recommended Reading: Server Status

% Security Considerations HOW-TO '
Manager App
/&‘ Manager Application HOW-TO —————

Clustering/Session Replication HOW-TO Host Manager

Developer Quick Start

Tomcat Setup Realms & AAA Examples Servlet Specifications
First Web Application JDBC DataSources Tomcat Versions
Managing Tomcat Documentation Getting Help
For security, access to the manager webapp Tomcat 7.0 Documentation FAQ and Mailing Lists
is restricted. Users are defined in: . . . ) : !

Tomcat 7.0 Configuration The following mailing lists are available:
$CATALINA HOME/conf/tomcat-users.xml .

Tomcat Wiki tomcat-announce
In Tomcat 7.0 access to the manager ) _ _ _ Important announcements, releases, security
application is split between different users. :;‘%?P?ggg:'??nal important configuration vulnerability notifications. {Low volume).
Read more... tomecat-users

$CATALINA_HOME / RUNNING . txt User support and discussion
Release Notes . taalibs-user
Changelo Developers may be interested in: User support and discussion for Apache Taglibs
Lhangelog

Tomcat 7.0 Bug Database tomcat-dev
Migra[ion Guide Tomcat 7.0 JavaDocs Development mailing list, including commit
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¢ Go to the conf directory and then open tomcat-users.xml in your Tomcat
installation directory and un-comment the role and user lines or rewrite them. Set
manager-script as the rolename for testing purposes. We need manager-script
for deployment via the Deploy to Container plugin.

e For the Jenkins deploy plugin, change the rolename to manager-script as follows:

<?xml version='1l.0' encoding='utf-8'?>
A< ——
E<tomcat—users>

B! ——

H< !l ——

NOTE: The sample user and role entries below are intended for use with the
examples web application. They are wrapped in a comment and thus are ignored
when reading this file. If you wish to configure these users for use with the

examples web application, do not forget to remove the <!.. ..> that surrounds
them. You will also need to set the passwords to something appropriate.
F——>

Krole rolename="manager-script"/>
<user username="admin" password="admin@l23" roles="manager-script"/>
L</tomcat-users>

e Click on the manager application link on the Tomcat home page and enter the
username and password you set in tomcat-users.xml. Now we can access the
management application. For a local Tomcat, we can use localhost to access the
Tomcat page or we can use the IP address as well. For a remote web server, we
can utilize an IP address or domain name to access Tomcat.

e Restart Tomcat and visit https://<IP Address>:8080/manager/text/list.
You should see this output:

OK - Listed applications for virtual host localhost
/:running:0:RO0T

/petclinic:running:1l:petclinic
/examples:running:0:examples
/host-manager:running:0:host-manager
/manager:running:0:manager

/docs:running:0:docs
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¢ Go to the Jenkins job build page and click on Configure. Select the proper JDK

configuration for the Jenkins agent:

Jenkins PetClinic-Test

General

¥ GitHub project

Project url https://github.com/mitesh51/spring-petclinic/
Advanced...

Permission to Copy Artifact

This project is parameterized

Throttle builds

Disable this project

Execute concurrent builds if necessary

JDK WindowsJDK v
JDK to be used for this project

Restrict where this project can be run

Advanced...

— 7 2gement
-

®

e Under Post-build Actions, select Deploy war/ear to a container. Provide the
location of the WAR file in the Jenkins workspace, the Tomcat manager
credentials, and the Tomcat URL with the port:
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Jenkins PetClinic-Test
Genera Builc B Build Post-build Actions
Post-build Actions
Deploy warlear to a container
WAR/EAR files  target/* war @
Context path @
Containers u

Tomcat 7.x

Manager user name = admin
Manager password | sssssssss

Tomcat URL http://182.168.0.102:8080

Add Container ~

III===III ‘ Aeey ‘

e Click on Apply and Save. Click on Build now on the Jenkins build's page. Verify
that the console output is showing a fresh deployment:

Results
Tests run: 59, Failures: @, Errors: @, Skipped: @

[INFO]

[INFO] =--- maven-war-plugin:2.3:war (default-war) @ spring-petclinic ---

[INFO] Packaging webapp

[INFO] Assembling webapp [spring-petclinic] in [d:\jenkins‘\workspace\PetClinic-Test\target\spring-
petclinic-4.2.5-SNAPSHOT]

[INFO] Processing war project

[INFO] Copying webapp rescurces [d:\jenkins\workspace\PetClinic-Test\src\main\webapp]

[INFO] Webapp assembled in [1669 msecs]

[INFO] Building war: d:\jenkins\workspace\PetClinic-Test\target\spring-petclinic-4.2.5-SNAPSHOT.war
[INFO]
[INFO]
[INFO]
[INFO] Total time: 28.772 s

[INFO] Finished at: 20816-87-86T22:59:37+@5:30

[INFO] Final Memory: 29M/261M

0

Deploying d:\jenkins\workspace\PetClinic-Test\target\spring-petclinic-4.2.5-SHAPSHOT.war to container

Tomcat 7.x Remote

[d:\jenkins\workspace\PetClinic-Test\target\spring-petclinic-4.2.5-SNAPSHOT.war] is not deployed.
Doing a fresh deployment.

Deploying [d:\jenkins\workspace\PetClinic-Test\target\spring-petclinic-4.2.5-SNAPSHOT.war]
Finished: SUCCESS
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¢ Once the build is successful, visit the URL from your browser and notice the
context. It is similar to the name of the application:

€« C [ 192.168.0.102:8080/spring

€ spring

petclinic-4.2.5-SNAPSHOT/ Qe @ =

A HOME Q FIND OWNERS i= VETERINARIANS A ERROR

Welcome

b

&) spring ..

We already know the basic operations available in Docker, as we covered them in Chapter
3, Containers. We have created a customized Tomcat image with tomcat-users.xml.

Once Docker is up and running, we are ready to create a Docker container. Note the IP
address of the default Docker machine in the following image:
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Docker is up and running!

To see how to connect your Docker Client to the Docker Engine running on this virtual
ine, run: C:\Program Files\Docker Toolbox\docker-machine.exe env default

##
## #H# ##
HH# HH# #H #E #H

FARELELLELL NN

is configured to use the machine with IP
For help getting started, check out the docs at https://docs.docker.com

Start interactive shell

¢ To change the name of the container, use :

docker run -it -p 9999:8080 ——-name bootcamp_tomcat
devops_tomcat_sc

¢ Verify the name using :

dockerps -a
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e Use the virtual machine IP address and use 9999 as a port number to access
Tomcat running in the container:

< 2> C  © 192.168.99.100:9999

Home Documentation Configuration Examples Wiki Mailing Lists

Apache Tomcat/8.0.41

™

Recommended Reading:

Security Considerations HOW-TO

/ Manager Application HOW-TO
Clustering/Session Replication HOW-TO

Developer Quick Start

Tomcat Setup
First Web Application

Managing Tomcat

For security, access to the manager
webapp is restricted. Users are defined
in:

$CATALINA_HOME/conf/tomcat-users.xml

In Tomcat 8.0 access to the manager
application is split between different
users. Read more...

Release Notes

Changelog

Realms & AAA
JDBC DataSources

Examples

Documentation

Tomcat 8.0 Documentation
Tomcat 8.0 Configuration
Tomcat Wiki

Find additional important configuration
information in:

$CATALINA_HOME /RUNNING. txt
Developers may be interested in:
Tomcat 8 0 Bug Database

Tomcat 8.0 JavaDocs

@ ¥

Find Help

# APACHE i

Server Status
Manager App

Host Manager

Servlet Specifications
Tomcat Versions

Getting Help
FAQ and Mailing Lists

The following mailing lists are
available:

tomcat-announce

Important announcements, releases,
security vulnerability notifications. (Low
volume).

tomeat-users
User support and discussion

taglibs-user

User support and discussion for Apache
Tadlibs

—
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¢ Verify the manager access with the manager-script role using the
following URL:

& C' | (® 192.168.99.100:9999/manager/text/list & ¥ )

OK - Listed applications for virtual host
localhost

/manager:running:e:manager
/:irunning:@:R00T

/docs:running:@:docs
/examples:running:@:examples
/host-manager:running:@:host-manager

e Let's just try to deploy an application using the Deploy to Container pluginin
Tomcat. If one build job generates a WAR file, then copy it from that build using
the copy artifact plugin:

Jenkins PetClinic-Docker
Build

Copy artifacts from another project n
Project name PetClinic (2]
Which build Latest successful build v @

« Stable build only
&
Artifacts to copy PetClinic/target/petclinic.war ©
Artifacts not to copy @
Target directory ‘@‘
Parameter filters @®
Flatten directories Optional ¢ Fingerprint Artifacts @
Advanced...
Add build step ~
Post-build Actions

_____________________ . =
ﬂ ‘ Apply ‘ linic/target/petclinic.war @
0
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e In Post-build actions, select Deploy war/ear to a container. Give the user name
and password provided in tomcat-users.xml. We will then provide the
Tomcat URL, shown as follows. After filling in the details, click on Apply/Save:

& C' | ®© localhost:8080/job/PetClinic-Docker/configure

Jenkins PetClinic-Docker
Post-build Actions

Post-build Actions

Deploy warlear to a container L

WAR/EAR files PetClinic/target/petclinic.war

®

Context path

Containers [ x|
Tomcat 7.x

Manager user name  admin

®

Manager password  sseessse

Tomcat URL http://192.168.99.100:9999/

Add Container v

Deploy on failure

Add post-build action v

“‘ i ‘

e Click on Build Now.

¢ Go to console output and verify the deployment process:

) Console Output

Started by user admin

Building in workspace C:\Users\Mitesh\.jenkins\workspace\PetClinic-Docker

Copied 1 artifact from "petClinic” build number 15

Copied @ artifacts from "petclinic » petclinic" build number 15

Deploying C:\Users\Mitesh\.jenkins\workspace\PetClinic-Docker\Petclinic\target\petclinic.war to container Tomcat 7.x Remote
[C:\Users\Mitesh\.jenkins\workspace\PetClinic-Docker\PetClinic\target\petclinic.war] is not deployed. Doing a fresh deployment.

Deploying [C:\Users\Mitesh\.jenkins\workspace\PetClinic-Docker\PetClinic\target\petclinic.war]
Finished: SUCCESS

e Verify the application URL using the Tomcat URL and application context.

Awesome!! We have successfully created an image and a container, and deployed the
application in the Tomcat container.
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Continuous Delivery in AWS EC2 and
Microsoft Azure VM using Script

We have already created VMs in AWS and Microsoft Azure in chapter 4, Cloud Computing
and Configuration Management. To deploy an application in AWS and Microsoft Azure VM,
we need a WAR package file. Once it is created by the Jenkins build job, we need to perform
the following steps:

SSH to AWS Instance

* Provides rights to ec2-user
* Access rights to

Copy WAR file into
destination webapps Restart the tomcat

Jvar/lib/tomcaté/webapps folder of Cloud instance and Verify
+ Stop the Tomcat for smooth resource’s tomcat Application
deployment directory

Let's configure the build job to execute the deployment of the WAR file in the AWS instance
by executing the commands shown as follows:

¢ Give rights to ec2-user in the webapps directory of Tomcat so we can copy the
WAR file:

ssh -i /home/mitesh/book.pem -o StrictHostKeyChecking=no -t -t
ec2-user@ec2-52-90-116-36.compute-1.amazonaws.com "sudousermod -a
-G tomcat ec2-user;

sudochmod -R g+w /var/lib/tomcat6/webapps; sudo service tomcaté
stop; "
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e Copy the WAR file into the remote directory:

scp -i /home/mitesh/book.pem /home/mitesh/target/*.war ec2-

user@ec2-52-90-116-36.compute-—
1.amazonaws.com: /var/lib/tomcat6/webapps

e Start/restart the Tomcat service:

ssh -i /home/mitesh/book.pem —o StrictHostKeyChecking=no -t -t
ec2-user@ec2-52-90-116-36.compute—1.amazonaws.com "sudo service

tomcaté6 start"

Use the Copy Artifact plugin to copy the WAR file from another build job and then

execute the preceding commands in Execute Shell Build Actions:

Build

Copy artifacts from another project

Project name PetClinic-Test

Which build Latest successtul build

Stable build only

Artifacts to copy **ftarget/spring-petclinic-4.2.5-SNAPSHOT.war
Artifacts not to copy
Target directory /home/mitesh/

Parameter filters

[ Flatten directories [ Optional Fingerprint Artifacts

Execute shell

Command ssh -i /home/mitesh/book.pem -o StrictHostKeyChecking=no -t -t ec2-user@$AWSDNS /
sC -1 /home/mitesh/book.pem /home/mitesh/target/*.war ec2-user@$AWSDNS:/var/lib/tomcat6/webapps

Advanced...

"sudo usermod -a -G tomcat ec2-user; sudo chmod -R g+w /var/lib/tomcat6/webapps; sudo service tomcat6é stop;"

55 -1 shome/mitesh/book.pem -o StrictHostKeyChecking=no -t -t ec2-user@$AWSDNS "sudo service tomcat6 start®

=]

‘ Apply ‘ available environment variables

® @

®
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Click on Save and then execute the build job. For application deployment in Microsoft
Azure VM, utilize Jenkins plugin (Deploy to Container) or script utilized for AWS with

required modification as self exercise.

Continuous delivery in AWS Elastic
Beanstalk using Jenkins Plugin

AWS Elastic Beanstalk is a Platform as a Service(Paa$S) offering from Amazon. We will use
it to deploy the PetClinic application on the AWS platform. The good part is we don't need
to manage the infrastructure or even the platform, as it is a PaaS offering. We can configure
scaling and other details. These are the steps to deploy an application on AWS Elastic

Beanstalk:

Create an

Application
(Petclinic)

Deploy new

Upload WAR file version of an
L Launch an L

as an application Environment application in
version AWS Elastic
Beanstalk
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Let's create a sample application to understand how Elastic Beanstalk works and then use
the Jenkins plugin to deploy an application.

¢ Go to the AWS management console and verify whether we have a default
Virtual Private Cloud (VPC). If you've deleted the default VPC and subnet by
accident, send a request to AWS customer support to recreate it:

B AWS v  Services -

VPC Dashboard Resources ©
q
Filter by VPC:
None M Launch EC2 Instances

vate Note: Your Instances will launch in the US East (N. Virginia) region.

You are using the following Amazon VPC resources in the US East (N.

Your VPCs Virginia) region:
Subnets 1 VPC 1 Internet Gateway
Route Tables 4 Subnets 1 Route Table

1 Network ACL 0 Elastic IPs
Internet Gateways 0 VPC Peering Connections 0 Endpoints
DHCP Options Sets 0 Nat Gateways 1 Security Group

. 0 Running Instances 0 VPN Connections

Elastic IPs ) .

0 Virtual Private Gateways 0 Customer Gateways
Endpoints
NAT Gateways VPN Connections

Peering Connections

Amazon VPC enables you to use your own isolated resources within the
AWS cloud, and then connect those resources directly to your own
datacenter using industry-standard encrypted IPsec VPN connections.

o
Security

MNetwork ACLs
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e Click on Services in the AWS management console and select AWS Elastic
Beanstalk. Create a new application named petclinic. Select Tomcat as a
Platform and select the Sample application radio button:

.!' Elastic Beanstalk pefclinic v Create New Application

@ Create a web app

Choose a name and a platform for your app. You can start with a sample app or upload your own code. Then,
you can configure more options before you deploy your app. By creating an app, you allow AWS Elastic
Beanstalk to administer AWS resources and necessary permissions on your behalf. Learn more.

Application name pefclinic

Maximum length of 100 characters, not including forward slash (/)

Platform | Tomcat v

Tomcat 8 Java 8 (this can be updated after initial setup)

App code ® Sample application

Comes with instructions on how to configure your application. You can upload a new source

code for this app later.

Upload your own code

You can upload a file or provide a URL to your app code in Amazon S3

e Verify the sequence of events for the creation of a sample application:

.!' Elastic Beanstalk pefclinic ~ Create New Application

AllApplicationS > petCIiniC > petCliniC ( Environment ID: e-y2fmvwrian, URL: ) Actions ~

. o Learn More
0 Creating petclinic

Get started using Elastic Beanstalk
Modify the code

Create and connect to a database
Add a custom domain

This will take a few minutes

11:04pm Waiting for EC2 instances to launch. This may take a few minutes.
11:02pm Created EIP: 52.73.142.147
Command Line Interface (v3)

11:02pm Environment health has transitioned to Pending. Initialization in progress (running for 8 seconds). There are no instances.

11:02pm Created security group named: Installing the AWS EB CLI
awseb-e-y2fmvwri3n-stack-AWSEBSecurity Group-E1E762FFSL5Q EB CLI Command Reference

11:01pm Using elasticbeanstalk-us-east-1-885239287657 as Amazon S3 storage bucket for environment data.

11:01pm createEnvironment is starting.
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o It will take a while, and once the environment has been created, it will be
highlighted in green, as shown here:

-

[ T | AWS ~ Services v  Edit + Mitesh v N. Virginia v  Support v
.!' Elastic Beanstalk petclinic v Create New Application
All Applications > petclinic Actions ~

Environments

petclinic
Application
Versions Environment tier: \Web Server
Running versions: Sample Application
Saved ¢ penwe
. ) Last modified: 2016-07-07 23:05:19 UTC+0530
Configurations

URL: petclinic.mjczcu3cvp.us-east-1.elasticbe. ..

e Click on the petclinic environment and verify Health and Running Version in

the dashboard:
Services v  Edit v Mitesh ¥ N. Virginia ¥ Support v
.l' Elastic Beanstalk petclinic ~ Create New Application
A” Applications > petclinic > petGliniC ( Envirenment ID: e-y2fmvwri3n, URL: petclinic. mjczcu3cvp.us-east-1.elasticbeanstalk.com ) Actions ~
Dashboard Qverview Z Refresh
Configuration
Logs Health Running Version
Ok Sample Application
Health pie Aivp .&
- Causes Upload and Deploy 4
Monitoring
Configuration
Alarms .
64bit Amazon Linux 2016.03
Managed v2.1.3 running Tomcat 8 Java 8
Updates " Change
Events
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e Verify the environment ID and URL. Click on the URL and verify the default
page:

~ = € [ petclinicmjczcu3cvp.us-east-1.elasticbeanstalk.com Q% @ =

Learn how to build, deploy and manage your own applications using AWS
Elastic Beanstalk

AWS Elastic Beanstalk concepts
Learn how to create new application versions
Learn how to manage your application environments

Congratulations

Your first AWS Elastic Beanstalk Application is now running
on your own dedicated environment in the AWS Cloud

Explore a fully-featured reference application using the AWS SDK for Java

Developers may build and deploy AWS Elastic Beanstalk applications
directly from Eclipse

Get started with Eclipse and AWS Elastic Beanstalk by watching this video
View all AWS Elastic Beanstalk documentation

e Install the AWS Elastic Beanstalk Publisher plugin.

For more details, visit https://wiki.jenkins-ci.org/display/JENKINS
/AWS+Beanstalk+Publisher+Plugin.
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Continuous Delivery

¢ Open the Jenkins dashboard and go to Build job. Click on Post-build Actions
and select Deploy into AWS Elastic Beanstalk:

G Dast Gretcii x '\ [ In Blog. 108 YouT Regi How How = Mail % 1AM petc [ Welc AWS Mitesh) - X
€« C [ 192.168.0.104:8080/job/PetClinic-Test/configure TS0 =

Jenkins PetClinf

Publish Checkstyle analysis results
Post-build Actions
Publish FindBugs analysis results

Publish combined analysis results

Aggregate downstream test results “
Archive the artifacts
Build other projects ®
Deploy into AWS Elastic Beanstalk

®

Publish JUnit test result report
Publish Javadec =
Record fingerprints of files to track usage
Report Violations

Git Publisher

ime  admin

Deploy an application to AWS CodeDeploy ird

SonarQube analysis with Maven
) hitp:/1192.168.0.102:8080
Build other projects (manual step)

E-mail Notification
Editable Email Natification
Set build status en GitHub commit

Add post-build action ~

~ wm 7z ) E NG

¢ A new section will come up in Post-build Actions for Elastic Beanstalk.

e Click on the Jenkins dashboard and select Credentials; add your AWS
credentials.

¢ Go to your Jenkins build and select AWS Credential, which is set in the global
configuration.

e Select AWS Region from the list and click on Get Available Applications. As we
have created a sample application, it will show up like this.

¢ In EnvironmentLookup, provide an environment ID in the Get Environments By
Name box and click on Get Available Environments:
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Elastic Beanstalk Application
AWS Credentials v
AWS Credentials lookup by name @

Get Credentials Names

AWS Region us-east-1 v @
AWS Region Text ©®
Application Name petclinic @
petclinic Get Available Applications
Envi tLook! “
nvirenment.ookup Get Environments By Name
Environment Names | e_y2fmvwridn @
P
petclinic Get Available Environments

e Save the configuration and click on Build now.

Now let's verify the AWS management console to check whether the WAR file is being
copied in Amazon S3 or not:

e Go to S3 Services and check the available buckets:

—

[ T AWS -~  Services v Edit

Create Bucket Actions v
All Buckets (1)

Name

[Q. -clasticbeanstalk-us-east-1-685239287657

e Since the WAR file is large, it will take a while to upload to Amazon S3. Once it is
uploaded, it will be available in the Amazon S3 bucket.
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e Verify the build job's execution status in Jenkins. Some sections of the expected
output are that:
¢ The test case execution and WAR file creation are successful

e The build is successful

e Now check the AWS management console:

Services v  Edit v Mitesh v  Global ¥ Sup
Create Folder  Actions v Q None Properties Transfers
All Buckets | elasticheanstalk-us-east-1-685239287657
Name Storage Class Size Last Modified
D .elasticheanstalk Standard 0 bytes Thu Jul 07 23:01:35 GMT+5)
@:l petclinic-jenkins-PetClinic-Test-39.zip Standard 39.9 MB Fri Jul 08 00:52:04 GMT+53

-
El resources - - -

¢ Go to Services, click on AWS Elastic Beanstalk, and verify the environment. The
previous version was Sample Application. Now, the version is updated as given
in Version Label Format in the Jenkins build job configuration:

AWS ~  Services v Edit ~ Mitesh ¥ N. Virginia v

,]" Elastic Beanstalk petclinic * Create New Application
Learn More ‘ A" Appllcat|ons Filter by Application Name:
Get started using Elastic peto”nic Actions v
Beanstalk
Medify the code
Create and connect to a petclinic
database
Add a custom domain Environment tier: Web Server

Running versions: jenkins-PetClinic-Test-39

Command Line Last modified: 2016-07-08 01:04:41 UTC+0530
Interface (v3) URL: petclinic.mjczcu3cvp.us-east-1.elasticbeanstalk. .
Installing the AWS EB CLI
EB CLI Command Reference
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¢ Go to the dashboard and verify Health and Running Version again.

¢ Once everything has been verified, click on the URL for the environment, and our
PetClinic application is live:

= C [ petclinic.mjczcu3cvp.us-east-1.elasticbeanstalk.com Qe O

&) spring

A HOME Q FIND OWNERS i= VETERINARIANS A ERROR

Welcome

9

*

&) spring ...

¢ Once the application deployment is successful, terminate the environment:

We have thus successfully deployed our application on Elastic Beanstalk.

Continuous delivery in Microsoft Azure App
Services Using FTP

Microsoft Azure app services is a PaaS. In this section, we will look at the Azure Web App
and how we can deploy our PetClinic application.
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Let's install the Publish Over FTP plugin in Jenkins. We will use the Azure Web App's
FTP details to publish the PetClinic WAR file:

¢ Go to the Microsoft Azure portal at https://portal.azure.com. Click on App
Services and then on Add. Provide values for App Name, Subscription,
Resource Group, and App Service plan/Location. Click on Create:

~  App Services » Web App

App Services

ook

Columns O Refresh

Subscriptions: Visual Studio Enterprise with
Resource groups

MSDN - Don't see a subscription? Switch * App name
Recent e DevOpsPetClinic v
.azurewebsites.nat
App Services * Subscription
NAME Visual Studie Enterprise with MSDN v

Virtual machines (classic) * R . °
esource Group

Sampleggs4 .
. ® Create new Use existing
Virtual machines
SampleApp9883 DevOps v
SQL databases
N * App Service plan/Lacation >
Subscriptions Default1(South Central US)

Active Directory

App Service Environme...

Security Center
Pin to dashboard

Browse >

* Once the Azure Web App is created, see whether it shows up in the Azure portal.

¢ Click on DevOpsPetClinic in details related to the URL, Status, Location, and so
on:
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v  AppServices > DevOpsPetClinic > Settings

Resource groups

. DevOpsPetClinic

b app

}\' Tools Z Browse

u' Settings

Essentials ~

W Stop

=+ More

D Restart

P P®H OO

Settings

mitesh.soni@outlook....

Resource group URL
Recent DevO tt SUPPORT + TROUBLESHOOTING
Status App Service p .
App Services Running Default roubleshoot
Location FTP/Deployment username )
ﬁ\ Activity logs

South Central US

DevOpsPetClinic\m1253966

MITESHSONIS3OUTLOOK (DEF... Qi

Virtual machines (classic)
Subseription name FTP hostname Resource health
i a

>
>
X i ist o Enterprise with MSDN ftp://waws-prod-sn1-039.ftp.azurewebsites >
Virtual machines ot . 18 hoet
Subscription ID S hostname 3 _
b88f4447-ad0e-44d4-a662-2eb5c950f091 ftps://waws-prod-sn1-039.ftp.azurewebsite... < Live HTTP traffic >
SQL databases N
Alll settings = L Applens >
Subscriptions Monitoring Add tiles @ ‘]\ Diagnostics as a Service >
Active Directory Requests and errors K Metrics per instance (Apps) >
App Service Environme... K Metrics per Instance (App Service pl... >
3
Security Center . K Miigate >

e Click on All Settings, go to the GENERAL section and click on Application
settings to configure the Azure Web App for Java web application hosting. Select
the Java version, Java Minor version, Web container, and Platform, and click on
Always On:

mitesh.soni@outlook.... [l
MITESHSONIS30UTLOOK (DEF..

P ®% 00

v  AppServices > DevOpsPetClinic > Settings > Application settings

Settings === Application settings
comm  d ic
I_:| Save ¥ Discard
3
s T F Metrics per Instance (App Service pl... > General settings
}( Mitigate >
Recent NET Framework version & ‘ ‘
New support request >
App Services PHP version @ ‘ ‘
GENERAL
Virtual machines (clas... Java version @ ‘ Java 8 v ‘
o Quick start >
Virtual machines Java Minor version @ ‘ Newest v ‘
Properties > .
SQL databases Web container @ Newest Tomcat 8.0 v
= Application settings >
o Python version @
Subscriptions . ‘ ‘
ilil Quotas >
Platform @ 32-
Active Directory T oo |
APP SERVICE PLAN
Web sockets @ on
App Service Environm.. m
App Service plan
e PP P > Always On @ Off “
Security Center
L] A Cralaun (Ann Cansira nlant ST
»
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e Visit the URL of an Azure Web App from your browser and verify that it is ready
for hosting our sample spring application, PetClinic:

~ = C' [} devopspetclinic.azurewebsites.net * 0 =

This Java based web application
has been successfully created

There's nothing here yet, but Microsoft
Azure makes it simple to publish
content with GIT and FTP

Tell me more (3)

Java Property Value

Jjava.version 1.8.0 92

Jjava.vendor Azul Systems, Inc.

os.arch amdé4

catalina.base D:\Program Files (x86)\apache-tomcat-8.0.23
user.timezone GMT

e Let's go to the Jenkins dashboard. Click on New Item and select Freestyle
project.

e Click on All Settings, and go to Deployment credentials in the PUBLISHING
section. Provide a username and password, and save your changes:

- . . (@) mitesh.soni@outlook.... (##
g ) Sef Sef 3
v DevOpsPetClinic > Settings » Set deployment credentials Q C @ MITESHSONIB3OUTLOOK (DEF.. Q)

Settings W- Set deployment credentials
I_:‘ Save K Discard
Resource groups PUBLISHING New name and password
= 5 Ail, Deployment slots > Git and FTP can't authenticate using the account you're signed in with, so create a new user name
ecen and password to use with those technologies
'la' Deployment source >
App Services Use this user name and password to deploy to any apps for all subscriptions associated with your
iz Deployment credentials > Microsoft Azure account
Virtual machines (classic) * £TP/deployment user name
m1253966
) . APl
# Virtual machines
. *
= APl definition > Password @ | """""""" hd
SQL databases
CORS > * Confirm password | -------------- v
Subscriptions
L MOBILE
Active Directory
8 Easy tables >
App Service Environme...
&b Easy APls >
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e In Jenkins, go to Manage Jenkins and click on Configure | Configure FTP
settings. Provide a Hostname, Username, and Password, available in the Azure
portal.

o Goto devopspetclinic.scm.azurewebsites.net and download the Kudu
console. Navigate to the different options and find the site directoryand
webapps directory.

e Click on Test Configuration and, once you get a Success message, you are ready
to deploy the PetClinic application:

Publish over FTP

FTP Servers FTP Server
Name AzureWebApps ®
Hostname waws-prod-sn1-039.ftp.azurewebsites.y @)
Username DevOpsPetClinicim 12539666 ®
Password ®
Remote Directory ,_.. .
\site\wwwrootiwebapps @

Advanced...

Success Test Configuration

Add
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e In the build job we created, go to the Build section and configure Copy artifacts
from another project. We will copy the WAR file to a specific location on a
virtual machine:

Build
Copy artifacts from another project “
Project name PetClinic-Test (2]
Which build Latest successful build v @
w Stable build only

Artifacts to copy **itarget/spring-petclinic-4.2 5-SNAPSHOT.war '@'
Artifacts not to copy (2]
Target directory '@'
Parameter filters ®

Flatten directories Optional « Fingerprint Artifacts .@.

Advanced...

e In Post-build Actions, click on Send build artifacts over FTP. Select the FTP
Server Name configured in Jenkins. Configure Source files and the Remove
prefix accordingly for deployment of an Azure Web App:

¢ Tick Verbose output in console:
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Senera Source Code Management Build Tr Build Environment Build Post-build Actions
Send build artifacts over FTP ()
FTP Publishers

FTP Server
Name AzureWebApps v @
« Verbose output in console ®
Credentials ®
Retry @
Label (2]
Transfers
Transfer Set
Source files It war @
Remove prefix target @
Remote directory @

e Click on Build now and see what happens behind the scenes:

¢ Go to the Kudu console, click on DebugConsole, and go to Powershell. Go to
site | wwwroot | webapps. Check whether the WAR file has been copied:

e Visit the Azure Web App URL in the browser with the context of an application:

< C' | [1 devopspetclinic.azurewebsites.net/spring-petclinic-4.2.5-SNAPSHOT vets.htm e

‘ :) Sprll‘\g A HOME Q FIND OWNERS i VETERINARIANS AERROR

Veterinarians

Search: ,7
Name Specialties 4
Helen Leary radiology
Henry Stevens radiology
James Carter none
Linda Douglas dentistry surgery
Rafael Ortega surgery
Sharon Jenkins none

€ spring ...
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Now we have an application deployed on Azure Web Apps.

It is important to note that the FTP username has to be with the domain. In our case, it can
be samp1e9888\m1253966. Using the username without the web app name won't work.

All these different ways of deploying to AWS IaaS, AWS PaaS, Microsoft Azure PaaS, and
Docker container can be used in the final end-to-end automation.

Continuous delivery in Microsoft Azure App
Services Using VSTS

Visual Studio Team Services provides a way to configure continuous integration and
continuous delivery. We will first go to our VSTS account. Here, we need the following
things to be accomplished:

¢ Configure Microsoft Azure Subscription so we can connect to Azure Web Apps
from VSTS

¢ Create a release definition that achieves the task of application deployment in
Azure Web Apps

In the Recent projects & teams, click on PetClinic:
It will open a Home page for the project created in VSTS:

In the top menu bar, click on Build & Release, which will open a menu. Click on the
Releases menu item from it:
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< C | & https//etutorialsworld.visualstuclio.com/PetC

b PetClinic

hboards

Work

Build & Release Test | &

aw O

Welcome

Qverview

Welcome

io Team Services to make

Manage Work

Add work te your board

Collaborate on code
Add code to your repository

Continuously integrate
Automate your builds

Visualize progress
Lean how to add charts

|In||l|

Iteration 1
November 15 - Navember 29

Work assigned to M S (1)

T

(] State Title

® Active Create SQL Database

New Work Item

Open User Stories

Bug ~ O

Click on the Releases link on the page.

rd 4+ New
Team Members
- It's lonely in here...
\ < ‘ Invite a friend
—
Work
sacklog
Board
Task board
Queries
Visual Studio

o Open in Visual Studio
Requires Visual Studio 2013+

Get Visual Studio

See Visual Studio downloads

As this is the new account, there is no Release definition created that has been created yet,
so this section is empty. We can create a New Release definition so we can automate
application deployment into Azure App Services or the App Service Environment.

In the same way that we have built definition for continuous integration, we have release
definition for continuous release or continuous delivery or continuous deployment. Release
definition contains different tasks that can be used for application deployment in the target
environment. Each release definition contains one or more environments, and each
environment contains one or more tasks to deploy the application.

So, let's create a new release definition. Each release definition can contain one or more
environment and each environment can contain one or more tasks to deploy an application.
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Click on New definition:

< - C|anus

o PetClinic

m/PetClinic/_apg s.vss-releaseManagement-web.hub-explorer Qx| @ :

Home Build & Release 3 Search work items

Builds  Releases

Library  Task Groups  Explorer

Release Management helps you automate the deployment and testing of
your software in multiple environments. You can either fully automate the
delivery of your software all the way to production, or set up semi-
automated processes with approvals and on-demand deployments.

Start by creating a new release definition.

—+ New definition @ Getting started

Once we click on the new release definition, it will open a dialog box with deployment
templates that can be used for deployment automation.

We are going to deploy the WAR file into Azure App Service / Azure Web Apps, so select
Azure App Service Deployment.

Click on Next:

&« C | @& hitps;//etutorialsworldwvisualstudio.com/PetClinic/_apps/hub/ms.vss-releaseManagement-web.hub-explorer [oRe il + |

oq Petclinic

Builds  Releases Library Task

Relea
your

delive
auton

Start |

Create release definition

Select a template
Deployment

Azure App Service Deployment
Deploy your Azure App Service.

Azure App Service Deployment with Performance Test
@ Deploy your Azure App Service and run a cloud based web performance
test.
Azure App Service Deployment with Slot (PREVIEW)
Deploy your Azure Web App to a staging slot and swap slots to deploy to
production.
Azure App Service Deployment with Test
Deploy and test your Azure App Service

E Azure Cloud Service Deployment

Let's review a few things from earlier chapters before explaining this deployment
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automation.

We created a build definition PetClinic-Maven that compiles the source code, executes unit
test cases and creates a WAR file. WAR file is our artifact. This artifact is the result of the
build definition execution.

Now, in the release definition, we need to select where the artifact will come from, and that
is from Build.

Select the PetClinic project.

In Source (Build definition), all build definitions related to the PetClinic project will be
available. We will select PetClinic-Maven.

In a nutshell, we want to achieve continuous integration and continuous delivery here. It
means that, when a developer checks any new code or bug fix in the repository, it will
automatically trigger a build definition. Build definition will compile source files, execute
unit tests, if any, conduct a static code analysis if sonar is configured, and create a
WAR/package file. That is an artifact. Once build definition has completed successfully, it
will trigger a release definition to deploy an artifact or a WAR file into Azure Web Apps
that is hosted in an ASE or a non-ASE environment.

Click on the Continuous deployment (create release and deploy whenever a build
completes) checkbox.

Click on Create:
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& C | @ hitps//etutorialsworldwisualstudio.com/PetClinic/_apps/hub/ms.vss-releaseManagement web.hub-explorer ax|l @ :
oq PetClinic v X s [(es

Create release definition

Builds  Releases Library Task
Artifacts

Releai  Choose a source that publishes the artifact to be deployed

your
delive
of Y auton
g ] Start | Jenkins Choose Later
Project
PetClinic o

Source (Build definition)
PetClinic-Maven N

@ Continuous deployment (create release and deploy whenever a build completes)
Queue

Select an agent queue | manage queues 12 >

< Previous Create Cancel

This will open a release definition in the edit mode. We selected Deploy Azure App
Service. The first thing that is required is to configure an Azure subscription with VSTS.

Click on the task and see there are two fields named AzureRM Subscription and App
Service Name. We need to configure Azure subscription here and App Service Name will
come in the list automatically.

Click on Manage link next to the AzureRM Subscription field:
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o PetClinic v~ Home Code Work

Builds  Releases  Library  Task Groups Explorer

¥ All release definitions

+ Add environment =

Build & Release Test | &

- & *: New e Service yment 28-
+ Definition*: New Azure App Service Deployment 28-Dec
o Environments  Artifacts  Varigbles Triggers General  Retention  History
4 Release Definitions Id)

+ Addtasks ~

Environment 1

1/ 1 tasks enabled

08 | &

£ Run on agent

Deploy Azure App Service
@ Azure App Service Deploy *

Deploy Azure App Service ¢
AzureRM Subscription

App Service Name *

Manage @

Deploy to Slot

Virtual Application

Package or Folder S(System.Defz

+ Additional Deployment Options

4 Output

Web App URL

4 Control Options

Enabled w

It will open a Services page in the VSTS portal. As of now, there is no service configured, so
the list is empty:

Click on the New Service Endpoint.

It will open a menu; select the Azure Resource Manager menu item from the menu to
configure Azure subscription:

[169 ]




Continuous Delivery

w PetClinic Home Code Work Build & Release Test | o)

Overview Work  Security  Alerts  Version Control  Agentqueues  Service Hooks  Services  Test  Release
Endpoints  XAML Build Services
+ New service Endpoint >

Azure Classic

Services

Azure Resource Manager .

No Services found.
Azure Service Fabric
Chef
External Git
Generic
GitHub
Jenkins

SSH

Subversion

As we are already logged into VSTS and our Azure account, it will show the subscription
name in the list. In Connection name, give the name that we will use in the release
definition task to connect to our Azure Account.

Click on OK.

The purpose of adding the Azure subscription here is to get a list of resources available in
that subscription to VSTS so that we can configure them for deployment. In our example,
we need a list of Azure Web Apps that are hosted in ASE or non-ASE so we can deploy the
PetClinic application to Azure Web Apps.

Once we close the box to add an Azure RM Endpoint, we can see a list of endpoints in
services.
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Hence, we have Azure RM subscription configured successfully:

’d PetClinic v Home Code Work  Build & Release  Test | &

Overview  Work  Security  Alerts  Version Control ~ Agent queues  Service Hooks ~ Services  Test  Release
Endpoints  XAML Build Services

F New Service Endpoint ~ Endpoint: DevOps with Microsoft Azure and Visual Studio Team Services

el Details  Roles

%> DevOps with Microsoft Azure and Vis..  |NFORMATION
Type: Azure Resource Manager
Created by M S
Connecting to service using Service Principal
ACTIONS
List of actions that can be performed on this service endpoint:

Update Service Configuration
Manage Endpoint Roles
Manage Service Principal
Disconnect

Click on the Roles link to verify the available roles of the Azure subscription:

Now go to Release Definitions and click on the list box of AzureRM Subscription, and
now our newly added Endpoint is available in the list.

Select Endpoint:
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oq PetClinic ~  Home Code Build & Release

Builds  Releases Library  Task Groups  Explorer

<

(ORI i Definition*: New Azure App Service Deployment 28-Dec &
0 Environments  Artifacts  Varigbles  Triggers  General Retention  History
4 Release Definitions O

¥ All release definitions
(D No artifact sources are linked to this release definition. Link to an artifact source

+ Add environment ~ + Addtasks | ¥ Deploy Azure App Service #

Environment 1 o = Runon agent AzureRM Subscription V] Manage @
Deploy Azure A

1/1 tasks enabled @ Azulj-e pr sgm-ce';i Available Azure service connections

0R 1% DevOps with Microsoft Azure and Visual Studio Team Services

Available Azure subscriptions

FatKaye Or ruer 5

+ Additional Deployment Options

4 Output

So far, we have configured Azure Subscription Endpoint in VSTS so we can use it in
Release Definitions to deploy the artifact in Azure App Services hosted in ASE and non-
ASE environments. We have already configured AzureRM Subscription. Once it has
completed successfully, we can select App Service Name. Click on the down arrow and the
Azure Web Apps available in the configured AzureRM subscription will show in the list:

Go to Select File Or Folder and click on the three dots (...); go to the PetClinic-Maven and
select the WAR file created after successful execution of build definition.
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Our Release Definitions will pick this WAR file and deploy it in Azure Web Apps.
Click on OK.

Now, we are all set to execute the Release Definitions, but before that, we need to save the
Release Definitions:

ﬂ PetClinic ~ Home Code Work Build & Release Test

Builds Releases  Library  Task Groups Explorer

<
(S e Definition*: New Azure App S

ent 28-Dec &

o | Eovironments A Retention  History

4 Release Definitions 0 M sae
= All release definitions

=+ Add environment = + Addtasks  ~ Deploy Azure App Service #

£ Runonagent

. 2RM Subscription
Production

DevOps with Microso ™ ¢ Manage @

Deploy Azure App Service Service Nam

1/1 tasks enabled Asure App Service Deploy X fice Name MyPetClinic ¥ & 0

0R | & Deploy to Slot ®
virtual Application °
Package or Folder $(System.DefaultWorking w @

+ Additional Deployment Options
4 Output

Web App URL

4 Control Options

Enabled ¥

Continue on error

Always run

:
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Click on the Save button and it will open a new dialog box. Provide a Comment and click
on OK to save the release definition in VSTS:

n PetClinic v Home Code Work Build & Release Test | &

Builds  Releases Library  Task Groups Explorer

<

U +- Definition*: New Azure App Service Deployment 28-Dec 2

0 Environments  Artifacts  Variables  Triggers ~ General  Retention History
4 Release Definitions U | H save
¥ All release definitions

+ Add environment =

" Service #
Save
Production DevOpsw ~ €&  Manage ©
1/1 tasks enabled Comment Mypetciin ¥ | & ©
0215 First Release Definition = .
y
(0]
$(System.Defe - O
lent Options
4 Output
Web App URL o
4 Control Options
Enabled ]

Verify that you have saved the release definition.
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The Triggers section allows us to schedule when the new release should be created. We can
set it when a new artifact version is available, or in other words, when a build definition
execution has successfully completed:

bd PetClinic ~ Home Code  Build & Release

Builds  Releases Library Task Groups  Explorer

<

O o+~ Definition: PetClinic-Release & | Releases
0 Environments  Artifacts ~ Variables  Triggers  General  Retention History
4 Release Definitions &) + Release =

All release definitions

~ | PetClinic-Release Release triggers

Release trigger specifies when a new release will get created.

¥ Continuous Deployment
Creates release every time a new artifact version is available.

=+ Add new trigger

Set trigger on artifact source | PetClinic-Maven ¥ | withTags @ Add..

Scheduled

Create a new release at a specified time.

To check end-to-end automation, we will start build definition execution. So, once it is
successful, it will trigger a release definition. Save the release definition and click on Queue
new build....
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Queue build for PetClinic-Maven build definition will trigger release definition if it is
completed successfully. Click on OK:

w PetClinic Code  Build & Release

Builds Releases Library Task Groups  Explorer

X
Build Definitions /  PetClinic-Maven

; A Edit Securi Hel
Queue build for PetClinic-Maven St O Seariy O Help
Summary History Deleted
. Queue -

Details Hosted v

Repository & PetClinic Source Version ssing 15 hours ago

Default queue Hosted | Manage ®

Last updated by [etutorialsworld]\Prg

Friday, December 2, Shelveset name

Queued & running

No builds queued or running at the moment| 4 Variables  Demands

Recem\y comp\eled system.debug false

#20161228.1 ' succeeded g Addvariable

#20161227.1 v succeeded i “ Close
#20161226.1 + succeeded 8 $/PetClinic  [etutorialsworld]\Project

Collection Service
Accounts
#20161224.1 " succeeded 29 §/PetClinic_ [etutorialsworld]\Project

Once the build definition has successfully completed, the PetClinic-Release release
definition will be triggered. Its job is to deploy the .war artifact into Azure App Services.

Deployment Failed! Let's find out why this deployment has failed.
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Release definition execution has failed. Let's try to troubleshoot the issue:

’d PetClinic v Home Code  Build & Release

Builds  Releases Library Task Groups  Explorer
<
O o+ PetClinic-Release / Release-1

Je Summary  Environments  Artifacts  Variables  General Commits  Workitems  Tests Logs  History

4 Release Definitions @) “" Deploy ™ Abandon

All release definitions
~ | PetClinic-Release Details
Triggered by PetClinic-Maven 20161228.2.

Continuous deployment requested for M S 4 minutes ago

m PetClinic-Maven / 20161228.2 (Build) i-? §/PetClinic

Environments

Environment  Actions Triggered Completed Tests
Production s FAILED 4 minutes ago 3 minutes ... No tests
Issues

w Errors (1)

€3 TypeError: Cannot read property ‘output’ of null

Verify the History first: we can see that release definition was triggered but deployment has
failed:

Let's find out the likely cause of this failure from the logs.

Go to the Logs section and verify the release definition execution steps. It clearly indicates
that it is the final deployment operation that has failed:

Click on the failed step, that is Deploy Azure App Service:
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Build & Release

Test

PetClinic Code Work
Builds  Releases  Library  Task Groups  Explorer
<
(SR PetClinic-Rele Release-1
| summery  Envionments  Artifacts
O | @ & | ¥ oeploy~
All release definitions
Step

~ | PeiClinic-Release

~ EProduction
@ Pre-deployment approval
v €3 Run on agent
@ Initialize Agent
@ Download Artifacts

© Deploy Azure App Service

Variables

General Commits Workitems Tests Logs History View All  Details pane On
sbandon L Download all logs s zip
Action Agent: Hosted Agent Start Time: 12/28/2016 6:23 PM | Duration: 0:00:04
1 2016-12-28T18: .8727789Z ##[section]Starting: Deploy Azure App Service -
2 2616-12-28TL .90877912
A 3 2016-12-28T1 .9017791Z Task : Azure App Service Deploy
4 2016-12-28T1 .9017791Z Description : Update Azure App Service using kb Deploy
] s .9017791Z Version 1216
6 .9017791Z Author crosaft Corporation
8 7 .9017791Z Help : [More Information](https://aka.ms/azurermus
8 .90177912
il 9 .10156257 44499557-aad9-4d7c-B39F-589FdfI1bF70 exists true
10 .6557476Z Got connection details for azureRM Liebapp: 'HyPetClinic’
A 1 .6787474Z Running command: "C:\Program Files\IIS\Microsoft web Depl
12 .8814271Z Error: Package file ‘C:\a\r'l\a\Petclinic#‘\aven\dr‘\)p\NENEe
13 .8824320Z Error count: 1.
14 .88643017 ##[crror]TypeError: Cannot read property 'output’ of null
15 2016-12-28T18:23:16.8964321Z ##[section]Finishing: Deploy Azure App Service

After closely examining the logs, we can see that it is mentioned that .war does not have a

. zip file extension.

Remember, we selected petclinic.war and not petclinic.zip, so it is deploying the
.war with this task; we need to have a . zip file and not a WAR file.

How to solve this?

If we can convert the WAR file into a .zip file, then it can be done and it should happen

Build & Release

Test

automatically:
PetClinic rkc
Builds  Releases  Library  Task Groups Explorer
<
S PetClinic-Rele: Release-1
o Summary  Environments  Arifacts
4 Release Definitions 5} @ =] F° Deploy ~
All release definitions
Step

v PetClinic-Release
~ EProduction

@ Pre-deployment approval
~ € Run on agent
@ Initialize Agent
@ Download Artifacts

€ Deploy Azure App Service

Variables

ction

2
i
i
|
a8

General ~ Commits  Workitems  Tests  Logs

L Download all logs as zip

Abandon

Agent: Hosted Agent

ueb Deploy / Kudu REST APTs

ms/azurermiebdeployreadme)

“ue
JetClinic’

»ft Web Deploy V3\msdeploy.exe” -verbigetParameters -source:package="C:\a\rlla\PetClinic-Maven
Mdrop\NewPetClinic\target\petclinic.uar® doss not have a .zip file name extension. H

jut’ of null

History

View Al Details pane On

Start Time: 12/28/2016 6:23 PM | Duration: 90:00:04
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The best way is to use any task that can convert .war into a . zip file. So let's do it.

1. Click on Add Task and click on the Marketplace link:

Task catalog

Builds  Releases Library  Task Groups
< N Azure Resource Group Deployment -
U+~ Definiti (8] Depioy, start, stop, delete Azure Resource Groups Add
Build
ol Environm Azure SQL Database Deployment
utility Add
, Deploy Azure SQL DB using DACPAC or run scripts
4 Release Definitions &) | test using SQLCMD
All release definitions a
All release definition " Package Copy Fiks Over S5H
| PetClinic-Release + Deploy . Copy files or build artifacts to a remote machine £y ce #
over SSH
Product a Powershell on Target Machines DevOpswith G Manage ©
Add
Execute PowerShell scripts on remote machinefs) ) .
1/1tasl MyPetClinic ~ & (0]
oR | 4 Service Fabric Application Deployment -
| Q Deploy a Service Fabric application to a cluster. Add
®
SSH
Run shell commands or a script on a remote add $(System.Defaull o
machine using SSH
Windows Machine File Capy ptions
¥. Copy files to remote machinets) Add
@ @z\m need? check out our Marketplace, 12 =
[0
d
https://go.microsoft.com/fwlink/?Linkid=797831 -

It will open a new Marketplace window.

2. Find Trackyon:
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84 Visual Studio | Marketplace Ms  signout O

Visual Studio Visual Studio Team Services Visual Studio Code Subscriptions Build your own
Trackyon
10 Results Showing: Build and release ~ Hosted On: Any v Price: Any v Sort By: Relevance v
< /> 4 @
xdt {

Trackyon Advantage Apply transformatio XDT Transform Build Traffic Lights F5 Traffic Manager

s 1T 7 Guillaume Rou 66 198 Jazon

8

transform

L3 8¢ FREE * FREE L8 8.8 8 FREE LE. 8 & FREE PREVIEW ek FREE
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Before deployment, we will convert the WAR file into a ZIP file using
Trackyon. Once that is done, our deployment on Azure Web Apps should
work.

Click on Install:

Select the VSTS account where we want to install Trackyon.
Click on Continue:

Click on Proceed to the account.

Click on Close:

NG

Trackyon Advantage

by Trackyon

+ You are good to go!

This extension is installed and ready for use on account:
etutorialsworld

Proceed to the account

Additionally you can,
Discover more extensions

After installation, our next task is to add that task in the release definition so
that, before deployment into Azure Web Apps, the WAR file is converted
into a ZIP file.

8. Select the Trackyon WAR converter task.
9. Click on Close:
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PetClinic Home x

Task catalog

Builds  Releases Library  Task Groups

» o Del i —, Tokenization: Transform file -
T {7 Replaces _<variable> _ with the user-defined Add
- Build variables' values
nvil
o Utility .
T ——— Trackyon Start Build
# Release Definitions O | Test Starts znother build defintion i the same team Add
All release definitions Package project by ID.
~ | PetClinic-Release + | Depioy Trackyon WAR Converter var ¢
@ Converts a WAR file so it can be uploaded to an B Add
Pra (R, $(System.DefaultWorking o)
2/ Trackyon Zip " - e
A task for that zips 2 folder,
08
Update Service Fabric App Versions $(System.DefaultWorking || .. | G
0 Automatically updates the versions of 3 packaged Add

Service Fabric application.

Xamarin License v
Q Activate or deactivate Xamarin licenses (deprecated; Add

upgrads to fres version of Xamarin:

https://storexamarin.com)

~ 0 6]
(@ Don't see what you need? Check out our Marketplace. 2

n to show in hel
!

10. Select the folder where the WAR file is located:
11. Select the folder where the ZIP file should be created:
12. Now our release definition has two tasks to perform:

e Convert .warintoa .zip file.
¢ Deploy the . zip file into Azure Web Apps:

Code Work Build & Release

Builds Releases Library Task Groups  Explorer

¢
D o+ Definition*: PetClinic-Release & | R
o | Eovionments  diacs  Varsbles  Tiggers  Genersl  Retention  Histary
4 Release Definitions D Hsee
All release definitions N
~  PetClinic-Release + Add environment ~ + Addtasks | - Deploy Azure App Service #
Production = Runon sgent AzureRM Subscription DevOps with Microsoft Azureand’ ~ (5 Manage ©
WAR Converter **/*.we oot
2/ 2es e @ Trackyon WAR Converter App Service Name MyPetClinic ¥ & 0
0R 1 & Deploy to Slot 15}
Deploy Azure App Sen
e e o Virtual Application o
Package or Folder §(System.DefaultWorkingDirectory)/Pe .. | ©

+ Additional Deployment Options

4 OQutput

Web App URL

4 Control Options

Enabled v

Continue on error

Always run
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13. Go to the PetClinic-Maven build definition and click on Queue new build...
14. Build will start when the hosted agent is available.

Wait till build execution has completed successfully.

As we have configured our release definition for continuous delivery, the successful build
definition execution will trigger our release definition to achieve end-to-end automation.

Note the Build number Build 20161230.2:

DQ PetClinic hd Home Code Work Build & Release Test | &

Builds Releases Library Task Groups Explorer

<

PetClinic-Maven / Build 20161230.2 / Build

& Editbuild definition & Queue new build. 3 Download all logs s zip

 Initialize Agent Build succeeded

+/ Get Sources

« Maven S/PetClinie/NewPetClinic/po I“I““I Build

+ Copy Files to: $(huild.artifactstagin.. Ran for 2.1 minutes (Hosted Agent), completed 2 seconds ago

+ Publish Artifact: drop Console Logs Timeline Code coverage®  Tests I

+ Post Job Cleanu ’ ’ :
P Uploading 'drop/NewpetClinic/target/petclinic.war’ (66%)

4« Finalize build Uploading 'drop/NewPetClinic/target/petclinic.war’ (77%)
Uploading 'drop/NewpetClinic/target/petclinic.war’ (88%)
+ Label sources File upload succeed.

Upload *C:\a\1\a' to file container: '#/285492/drop"
Associated artifact 65 with build 2:

This build will trigger the release definition if completed successfully.
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Summary

In this chapter, we have looked at different ways to deploy an application package into a
local Tomcat server using Jenkins plugins, into a Docker container, into AWS Elastic
Beanstalk, into Microsoft Azure App Services using FTP, and into Microsoft Azure App
Services using Visual Studio Team Services.

If we observe the previous automation, it is one of the ways to deploy an application in a
web server that is available locally or in the cloud using different ways, such as script,
plugin, and VSTS.

Build definition was all about continuous integration, while release definition is all about
continuous delivery. Hence, we have covered CI and CD till now, using different tools that
are open source and commercial.

In the next chapter, we will cover automated testing (functional and load testing), so that
we can consider it as a part of continuous testing.

We will use Selenium and Apache JMeter for functional testing and load testing
respectively in a local and a cloud environment.
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"Most people overestimate what they can do in one year and underestimate what they can
do in ten years.”
- Bill Gates

In this chapter, we will learn about the various types of testing that can be carried out after
deploying an application in a non-prod environment. Continuous testing is extremely
important to verify an application's functionality, performance, and so on. Automated
testing will not only speed up the verification process, but it will also standardize the way
testing is done in an effective manner. Our focus will be on simple functional testing to see
how we can perform it, and load testing using the open source and commercial tools or
services available.

We will create a sample functional test using Selenium and then execute it in Eclipse IDE for
verification of its results. We will also integrate a Selenium-based Maven project with
Jenkins so we can execute that functional test in Jenkins itself and make it a part of our end-
to-end automation objective.

For load testing, we will create a sample load test using Apache JMeter GUI, and then use
the saved . jmx file in Jenkins for load test execution from Jenkins.

This chapter will cover the following topics:

¢ Selenium-based functional testing for web applications using Eclipse

e Selenium and Jenkins integration

¢ Load testing with URL-based tests in Visual Studio Team System (VSTS)
¢ Load testing using Apache JMeter
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Functional testing using Selenium

In this chapter, we will use Selenium and Eclipse for a functional test case execution. Let's
go step by step to create a sample functional test case and then execute it using Jenkins.

The PetClinic project is a Maven-based spring application and we will create a test case
using Eclipse and Maven. Hence, we will utilize the m2eclipse plugin in Eclipse.

We have installed Eclipse Java EE IDE for Web Developers, Version: Mars.2 Release (4.5.2),
Build ID: 20160218-0600:

1. Go to the Eclipse marketplace and install the Maven Integration for Eclipse
plugin.
2. Create a Maven Project using a wizard in Eclipse:

E]

File Edit Source Refactor Navigste Search Project Run Window Help

[mi] &2 | & =] Err PSR E -0~ Q SO -G A=
& New ] X B Java E0 Team Synchronizing | i3] Team Foundation Server Exploring

& |14 Package Explorer 3 = %] o  Selectawizard — | =g |

0Gh| » & NewPetClinic

W © Senvers

Create a Maven Project

\J:I] Wizards:
type filter text
& Git -
= HDInsight Project
= Java
= JavaEE
(= Java Emitter Templates
= Javaseript
= JAKB
= JPA
v & Maven
13, Check out Maven Projects from SCM
1 Maven Module
142 Maven Project v
@ < Back Next » Finish Cancel
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3. Select Create a simple project (skip archetype selection) and click on Next:

[E

File Edit Source Refactor Navigate Search Project Run Window Help

(i = | & =] Err OB G H-0-Q- BSOS A=t

8] New Maven Project o X am Synchronizing | i) Tesm Foundation Server Exploring
& | [ Package Explorer 51 B S| New Maven project = | =5 |
(53| » % NewPetClinic | Select project name and location M‘ I

-
| > & severs

&3 Create a simple project (skip archetype selection)

Use default Workspace location
Browse...
[] Add project(s) to working set
More

» Advanced

@ < Back Next = Finish Cancel

4. Go through the wizard and create a project. It will take some time to create a
project in Eclipse. Provide Artifact, Version, Packaging, Name, and Description.
Click on Finish.

5. Wait until the Maven project is created and configured. Make sure that Maven is
installed and configured properly. In the case of Maven behind proxy, configure
the proxy details into conf . xm1, available in the Maven directory.

6. In Pom.xml, we need to add Maven, Selenium, TestNG, and JUnit dependencies
in the <project> node. The following is a modified Pom. xm1:

<project xmlns="http://maven.apache.org/POM/4.0.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://maven.apache.org/POM/4.0.0
http://maven.apache.org/xsd/maven-4.0.0.xsd">
<modelVersion>4.0.0</modelVersion>
<groupId>com.tiny</groupId>
<artifactId>test</artifactId>
<version>0.0.1-SNAPSHOT</version>
<name>test</name>
<build>
<plugins>
<plugin>
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<groupId>org.apache.maven.plugins</groupId>
<artifactId>maven-compiler-plugin</artifactId>
<version>3.6.1</version>
<configuration>
<source>1.8</source>
<target>1.8</target>
</configuration>
</plugin>
<plugin>
<groupId>org.apache.maven.plugins</groupId>
<artifactId>maven-surefire-plugin</artifactId>
<version>2.19.1</version>
<configuration>
<suiteXmlFiles>
<suiteXmlFile>testng.xml</suiteXmlFile>
</suiteXmlFiles>
</configuration>
</plugin>
</plugins>
</build>
<dependencies>
<dependency>
<groupId>junit</groupId>
<artifactId>junit</artifactId>
<version>3.8.1</version>
<scope>test</scope>
</dependency>
<dependency>
<groupId>org.seleniumhqg.selenium</groupIld>
<artifactId>selenium-java</artifactId>
<version>3.0.1</version>
</dependency>
<dependency>
<groupId>org.testng</groupId>
<artifactId>testng</artifactId>
<version>6.8</version>
<scope>test</scope>
</dependency>
</dependencies>
</project>

7. Save pom.xml after adding these changes and build the project again from the
Project menu. It will download new dependencies:
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B

Source Mavigate Search Project Run

(= NewPetClinic
(= Servers
v B test

(# src/main/java
[ src/main/resources
(# src/testljava
[ src/test/resources
=, JRE System Library [J255-1.5)
B Maven Dependencies
= src
([ target
[ml pornxml

) webtest

6

File  Edit dow Help
R BE-g-9R EaB x| [SERe-»r &
[7) Project Explorer £1 =% e 7= 0| testpomaml

apache.org/POM/4.0.0" xmln

rsion>0.0.1-SNAPSHOT</version>

B @ &G m

0~

1XSI="RtEp://uvE. 3. orgs A

<29 18 Cleaning all projects m| X
p he. 2/com.../g p 18.0/guava-p: 12.0.p0m
[ Always run in background
Run in Background Cancel Details » >

</ CEPENUEnCyS

=

PN =R AL IR R CK R
[ | &' java 50 Team Synchronizing ] Team Foundation Server Exploring 4 Java EE

= O

5= Outline &2 | ] Task List B =0
~ ©> project xmins=http://maven.apache.org/POM/4

<5 modelVersion 4.0.0

<> groupld comitiny

<> artifactld test

<5 version D.0.1-SNAPSHOT

< name test

~ [ dependencies

1 dependency junit : junit: 3.8.1 : test
() dependency org.seleniumhg.selenium : |
() dependency org.testng : testng: 6.2 test]

24 pe>test</scope>

25 v

26 ©

< >
Overview | Dependencies | Dependency Hierarchy | Effective POM | pom.xml @ o =
[ d

[2 Markers |[] Properties | 4 Servers | {8 Data Source Explorer | [ Snippets | 5 Progress 32 % = = O || 88 Azure Explorer 52 s

Cleaning all projects A ||~ ol Azure "
v — = & HDInsight

SKB/SKE (100%) https://repo.maven.apache.org/...2/com/google/quava/quava/18.0/quava-18.0.pom - Storage Accounts v

Writable Smartlnset | 12:10

Cleaning all projects: (74%%)

8. Click on the Details button of the dialog box to verify the operation in progress.
9. The next task is to write the TestNG class. Install the TestNG plugin. Go to Help
and click on Install New Software. Add Repository:

[189]



Automated Testing (Functional and Load Testing)

File Edit Novigate Search Project Run Design Window Help
< & G-~ @8 EBEa8 x|

8}

[ Project Explorer &% B%| % & nsta
v G NewpetClinic
& s
i, JRE System Library [05Gi/Minimum-1.2

[} bower;json

Available Software

Select a site or enter the location of & site.

[SRe-r 00 S®¥Ta H-0-Q-

a

>

5 mvnw

Work with:
] mvnw.emd

type or select a site

~] Add.

[ pornml

[7) readme.md
5 sonar-project.properties type filter text

s - @ Add Repository
ervers

Name

Find more software by working with the "Available Software Sites” preferences.

x =

e
vl S‘nyﬁmamm 1@ Thereis no site selec’ pome. ‘ TestNG

| Local...

[ src/main/resources

Location: | http://beust.comyeclipse

|| Archive..

(= src/test/java
[ src/test/resources |
= JRE System Library [J255-

Select All Deselect Al
B Maven Dependencies -
v (& src Details
(= masin
(= test
(= target how only the latest versions of available software
[ml pornxml

ey roup items by category
B webtest
[ Show enly software applicable to target environment

2 test

ontact all update sites during install to find required software

el |

[ Hide items that are already installed
What is already installed?

< Back Next > Finish Cancel

Se &l
uick Access [ % | & Java £0 Team Svnchronizina sl Team Foundation Server Exploring 4 Java EE

vES (v v

itline £2 | [ Task List B =0
| project xmlns=http://maven.apache.org/POM/4
<5 modelVersion 4.0.0
<> groupld comitiny
<> artifactld test
<5 version D.0.1-SNAPSHOT
< name test
() dependencies
(") dependency junit : junit: 3.8.1 : test
() dependency org.seleniumhg.selenium : |
dependency orgtestng: testng ; 6.8 test

unts.
ants (Classic)
nes
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10. Select the items we need to install:

By |

File Edit Navigate Search Project Run Design Window Help
[ -~ @ EgBE |
] Install

B Project Explorer 2% 5% %
v (5 NewPetClinic Available Software

i sre Check the items that you wish to install.
=i, JRE System Library i/Minimum-1.3

[ bowerjson

e r wo@®¥Hmw B-O0-Q-

a X

15 mvnw Work with: | TestNG - hitp://beust.com/eclipse

) mviwcmd

s pomaml
[¥) readme.md
& type filter text

[5) sonar-project.properties
(= Servers
v B test

(@ src/main/java

(L TestNG

B orc/emin
(£ sre/main/Tesources (§ TestNG M2E Integration (Optional)

@ src/testfjava
(3 src/test/resources
= JRE System Library [J25E-1.5]

Select Al Deselect All 2items selected
=i, Maven Dependencies
¥ e Details
(= main
[ test
(= target Show only the |atest versions of available software
[ pomaml

[ Group items by category

B webtest
[ Show only software applicable to target environment

i

L3
v
4

[ Contact all update sites during install to find required software

Find more software by working with the "Avzilable Software Sites” preferences.

Version

6.10.0.201612030230
6.10.0.201612030230

[ Hide items that are already installed

What is slready installed?

< Back ext > Einish Cancel

Bo F i
Quick Access [ % | @) Java Z0 Team Svnchronizina 6 Team Foundation Server Exploring  ® Java EE

B R =

tline 52 | ] Task List B v= 09
project xmins=http://maven.apache.org/POM/4,
<> modelersion 4.0.0
<> groupld comitiny
<> artifactld test
<> version D.0.1-SNAPSHOT
<> name test
[ dependencies

(") dependency junit : junit: 3.8.1 : test

() dependency org.seleniumhg.selenium : 5
() dependency orgtestng : testng: 6.8 test

v

o
L]
4
0
ul

ants
ints (Classic)
hes

11.
12.
13.
14.

Review all the items that need to be installed and click on Next.
Accept the license and click on Finish.

Verify the installation progress in Eclipse.

Now let's create a TestNG class:
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[

Eclipse -
File Edit Mavigate Search Project Run Design Window Help
(mi] & 53 EaE | Mo R SR r @B L HE -G @R H-0-Q%- SO F-E-in e
& New o X [feam Synchronizing 3] Team Foundation Server Exploring | 4 Java EE
[7) Project Explorer £1 =% | o 7 = 0| W tetpomx Select a wizard — : = O ||% outline 21 | ElTasklit| =] & = = 0O
% :l::::t[hmz Overview | @ <> project xmins=http://maven.apache.org/POM/4
v test Artif
(# src/main/java rifact s L
(5 src/main/resources Groupld: st L
(® sre/testljava o v & Java E
(® src/test/resources Version: ~ (= JUnit |
=, JRE System Library [J255-1.5) Packaging: E° Mt Test Case
B, Maven Dependencies ;; JUnit Test Suite
e st — v = TestNG
([ target - TestNG cl
[l pom.xmi > Propertiq | b?v-b:s:wk:ss
f webtest » Modules %5 Unit Test UDDI L
Ovenview|Deg I < N
C | < Back Next » Finish Cancel =
(22 Markers | O || e8 Azure Explorer 55 $® ~=0
% < B Azure
No operations to display at this time.
[ src/test/java - test
15. Provide a Class name:
Fa
& o X
New TestNG class
Specify additional information about the test class.
Source folder: | \test\src\main\java | Browse...
Package name:; | example | Browse...
Class name: | PetClinicTest |
Annotations
[[] @BeforeMethod [ | @AfterMethod [ | @DataProvider
[l @BeforeClass [ | @AfterClass
[] @BeforeTest V] @AfterTest
[] @Beforesuite ] @AfterSuite
XML suiite file: |
< Back Next > Cancel
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16. Give a Package name and click on Finish.
17. The newly created class will look like the following screenshot:

=

& Project Explorer &2

&4 NewpetClinic
& Servers
v B test
~ @ src/main/java
v @ eample
[ PetClinicTestjava
£ src/main/resources
v (@ src/test/java
~ & example
[ PetClinicTestjava
@ src/test/resources
®\ JRE System Library [12SE
& Maven Dependencies
v & s

& main
& test
v & target
& generated-sources
£ generated-test-sources
& maven-status
& surefire-reports
& test-output
& pomaxm!
¥ testngxml

t Source Refactor Navigate

Search Project Run Window Help

SR SO SRWE =G e P

[ test/pomxml ¥ testngxml | [ PetClinicTestjava &
1 package example;
import org.testng.amnotations.Test;

4 import org.testng.annotations.BeforeTest;
import org.testng.amnotations.AfterTest;

7 public class PetClinicTest {

public veid £() {

st
public void beforeTest() {
}

enft t
public void afterTest() {

<terminated> New_configuration [TestNG] C:\Program Files\Java\jdk180_111\bin\javaw.exe (15-Apr-2017, 823:16 pm)
[TestNG] Running:
C:\Users\Mitesh\workspace\test\testng.xml

PR BvOrRvI®OC v vil

© Console 32

x % BE=E8 o

o
|Quick Access & | & Java EP Team Synchronizing 5] Team Foundation Server Exploring &2 Java EE
=0

B
8

A Results of running suite &2 | ¢|QRBE~|® v=01

Search ©Passed:0 B Failed:1 & Skippec: 0 | INNIEHOOSMNNOSOSNNSN

f: All Tests % Failed Tests | Summary

Tests
Test name Time (seconds) Class count  Method co...
Test 1432 1 1

Excluded methods

[ Class name Method name Descriotion |

Writable Smart Insert 20:1

18. Right-click on the test file and click on TestNG, convert to TestNG.
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19. It will create a testing.xml file that has details about the test suite:

| " —
File Edit

E Source  Mavigate
Imfhd

Search Project Run Window Help

& 2o w | S e e @

SR E GO

@2 H-0-Q%- ®EI-H-froo-o-

[ % | & Jave &0 Tesm Synchronizing 53] Team Foundation Server Exploring | Java EE

B Project Explorer 2% 2% = 0| M testpomaml
{57 NewPetClinic
> Servers

v I test

NewTestjava

(%] testngaoml E%

8 sre/main/java
(® src/main/resources
(# src/test/java
[® src/test/resources
i JRE System Library [J25E-15]
=, Maven Dependencies
v =i
& main
v test
v (= eample
NewTest java
& java
& resources
= target
[ por.xml
[X) testngaml
B webtest

Design | Source

[8 Markers |[] Properties | 4k Servers | {8 Data Source.

No operations to display st this time.

&5 Snippets |3 Problems | 5 Progress 22 | = O

= O

5% Outline 52 | ] Task List
22 aml
[ DOCTYPE:suite
[€] suite name=Suite
0 #comment

eB - - o]

o5
L]

»

Writable Smart Insert 1:1

20. Right-click on Project and click on Run Configurations.
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21. Right-click on TestNG and click on New:

E.] Run Configurations

-+,
—T

type filter text

Apache Tomcat
E Tomcat v7.0 Server a

m1]

W

0

Eclipse Application

Rl
k.

Generic Server
Generic Server(External |
HTTP Preview

Java Applet

Java Application

Ju JUnit

Ju JUnit Plug-in Test
m2 Maven Build

& 05Gi Framework
Juy Task Context Test

i Testh

x5 XSL

F & = = =6 6 |

New

Duplicate

Delete

L4 >

Filter matched 17 of 17 items

Y
(?
‘~;./|

Eclipse Data Tools =

Create. manage. and run configurations

= Configure launch settings from this dialeg:

- Press the 'Mew' butten to create a configuration of the selected type.
- Press the 'Duplicate’ button to copy the selected configuration.

- Press the 'Delete’ button to remove the selected configuration,

- Press the 'Filter' button te configure filtering options.

- Edit or view an existing configuration by selecting it.

J2EE Preview Configure launch perspective settings from the 'Perspectives’ preference page.

Run

Close

22. Provide the Project name and select testing.xml in the Suite.
23. Click OK and Apply.

24. Click on Run:
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E Run Configurations

Create. manage. and run configurations @

3 [F= |,
CEX B>~

MName: | New_configuration

type filter text T Test . 4= Arguments} L Classpathw ) JRIﬂ E:/ Sourcq -} Environmenq S| Qommorﬂ
v E Apache Tomcat Project ~
E Tomcat v7.0 Server a -
£ Eclipse Application | test | Browse..
'E Eclipse Data Tools
Run...

E Generic Server Hn

B Generic Server(External | O Class | | Browse...

B HTTP Preview

B J2EE Preview OMethod | | | Browse..

Java Applet () Groups | | Browse...

Java Application

Ju JUnit (O Package | | Browse...

™ . .

Ju JUnit Plug-in Test i

m2 Maven Build St | testngm| | EEI'OWSE---i

& 05Gi Framework Runtime

JE, Task Context Test
- H‘ TestMG Log level (0-10) 2 ~

W MNew_configuration [ Verbose
4 X5L [1Debug
Serilization Protocol | Jsen Serialization - v
< >
Revert Appl

Filter matched 18 of 18 items = PPy
® Run Closze

25. If Windows Firewall blocks it then click on Allow Access.
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26. There is no configuration available in testing. xml for execution, hence, even if
Maven execution runs successfully, no suite will be executed:

E]
File Edit Mavigate Search Project Run Design Window Help
fmif 52 B 2 w | = [SERXP-» L ECRHDFE-6 @R H-0-Q- SO A -G -verD
[ 55 | & Javs 50 Team Synchronizing 3] Tesm Foundation Server Exploring | 9 Jave EE
[ Project Explorer 17 2 %[ ¢ ¥ = O M tet/pomxml [4] NewTest java ¥ testngaml E1 = O || 5z outline & | [E] Task List ¢E Y= O
{5 NewPetClinic o i 22 xml
(= Servers

[& DOCTYPE:suite
[e] suite name=Suite
I.. #fcomment

Y test
F webtest

Design | Source

[0 Markers | [ Prop... | 4 Servers | ¥ Dota... | [ Snip... |@ Probl... | B Cons.. 52| =g Progr... — [ | 8 Azure Explorer A} Results of running suite 52 = a8
X %|BpHEE a0~ | @@~ @ -

<terminated> New_configuration [TestNG] C:\Program Files\avaljdk1.8.0_111\bin\javaw.exe (26-Jan-2017, 9:40:22 pi
[TestNG] Running:
C:\Users\Mitesh\workspace\test\testng.xml

Search:  Passed: 0 M Faile:0 O Skipped: 0 Methods: 0 (6¢

£ All Tests | i Failed Tests| Summary

Failure Exception

Suite
Total tests run: O, Failures: 0, Skips: 0

27. Generate the TestNG class under the test folder.

28. Select location, suite name, and class name:

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE suite SYSTEM "http://testng.org/testng-1.0.dtd">
<suite name="Suite">

<test name="Test">

<classes>

<class name="example.PetClinicTest"/>
</classes>

</test><!-- Test -->

</suite><!-- Suite -->

29. Goto https://github.com/mozilla/geckodriver/releases and download a
version.

30. Extract the file available in the downloaded ZIP file based on the system
configuration we have. In our case, we have downloaded geckodriver—
v0.13.0-win64.

31. Click on it and verify the driver details.
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Let's write some code as well. It will check whether the title of the web page contains a
specific string or not. The result or the outcome of the following code is based on the title of
the page. If it contains a given string then the test case will pass; else it will fail:

package example;

importjava.io.File;
importorg.openga.selenium.WebDriver;
importorg.openga.selenium.firefox.FirefoxDriver;
importorg.testng.Assert;
importorg.testng.annotations.Test;
importorg.testng.annotations.BeforeTest;
importorg.testng.annotations.AfterTest;
public class PetClinicTest {
private WebDriver driver;
@Test
public void testPetClinic () {
driver.get ("http://localhost:8090/petclinic/");
String title = driver.getTitle();
Assert.assertTrue (title.contains ("a Spring Frameworkk"));
}
@BeforeTest
public void beforeTest () {
File file = new File ("F:\\##DevOpsBootCamp\\geckodriver-v0.13.0-
win64\\geckodriver.exe");
System.setProperty ("webdriver.gecko.driver", file.getAbsolutePath());
driver = new FirefoxDriver();
}
@AfterTest
public void afterTest () {
driver.quit ();

}
The same file is available in IDE, shown as follows.

Let's run the Maven test again from Eclipse.
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The following is the output when the test case is executed successfully:

Edit Source

efactor Navigate Search Project Run Window

- (RCH=E [SRisI L DCGWEEIEY G v iP 7 VIRB YOy RIBE A I v O

Quick Access || & | & Java £° Team Synchronizing ¥ Team Foundation Server Exploring ¢ Java EE

= [ Markers [l Properties 4 Servers ¥ Data Source Explorer £ Snippets i Problems & Console ¢ 5 Progress X% &pEREE 0=

s
(5 | <terminated> New_configuration [TestNG] C:\Program Files\Java\jdk1.80_111\bin\javaw.exe (15-Apr-2017, 85938 pm)

[TestNG] Running:
C:\Users\Mitesh\workspace\test\testng.xml =
T

ng on 127.0.0.1:29343

um. remote. ProtocolHandshake createSession o
o

ng //@ to i

URL pragmas i

ave/m-rel-

a/ pc/glue/Messa

, line 2143

suite
Total tests run: 1, Failures: 0, Skips: 0

1. Verify the All Tests tab in the Results of running suite section in Eclipse. We can
see successful execution here:
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e Edit Source Refactor Navigate Search Project Run Window Help
- REs=EN| EA S S AR SRER e AP R A A SN QIRIBYOTAVI®E F v v YOGy O

& Project Explorer £ [ PetClinicTestjava 52

B - 1 package example;
& NewPetClinic 2
3¢ import java.io.File[]

& Servers 8]
<« Etest 0 public class PetClinicTest {
L private WebDriver driver;

@ src/mainfjava
@ src/main/resources
~ (8 src/test/java
v @ example
~ [ PetClinicTestjava
~ © PetClinicTest
= driver
o afterTest0 : void
o beforeTest0
© testPetClinic() - void 2
® src/test/resources
=\ JRE System Library
=\ Maven Dependencies
v @ sie

@Test
public void EFSISTGERErE() {

driver.get ("http://localhost:8090/petclinic/");

string title = driver.getTitle();

Bssert.assertTrue( .contains ("a Spring Framework"));

public void beforeTest() {
File file = new File("F:\\##DevOpsBootCamp\\geckodriver-v0.13.0-win64\\geckodriver.exe") ;

System. setProperty ("webdriver.gec file.getAbsolutePath());
driver = new FirefoxDriver();

o.driver",

}

ear t

public void afterTest() {
driver.quit();

& main
& test
~ & target
= generated-sources
£ generated-test-sources
& maven-status
& surefire-reports
€ test-output
& pomaxmi
# testng.xmi

= O T Results of running suite 5

Search:| | mPassedt

A | & Al Tests| i Failed Tests| Summary
~ El Suite (1/0/0/0) (17.2375)
v i Test (17.237)
v B example.PetClinicTest
& testPetClinic (17.237's)

(2] Markers [ Properties # Servers ¥ Data Source Explorer [ Snippets . Problems @ Console & = Progress
X%k KpzE@ mayoy

<terminated> New_configuration [TestNG] C:\Program Files\Java\jdk1.8.0_111\bin\javaw.exe (15-Apr-2017, 8:59:38 pm)
[TestNG] Running:
C:\Users\Mitesh\workspace\test\testng.xml

343
shake createSession
on the remote end

=g

" o®Ev|@® v=01

8 failed:0 o Skipped: 0 IMEOASHNGB68EN

Failure Exception

Quick Access || B | & Java &°Team Synchronizing ] Team Foundation Server Exploring |+ Java EE

-

2. Verify the Failed Tests tab in the Results of running suite section in Eclipse.
3. Verify the Summary tab in the Results of running suite section in Eclipse in the

successful scenario.

4. In the code, change the text available for title comparison so the test case fails.
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5. Verify the output in Console:

Edit Source Refactor Navigate Search Project Run Window Help

(=R » SRS~ @ OOR G Y @ P & VIR YO vy RviIBOF vy Iy OOy O
| & Java £ Team Synchronizing %) Team Foundation Server Exploring |5 Java EE

[£ Markers [l Properties # Servers I Data Source Explorer [t Snippets &1 Problems & Console 22 =3 Progress ) X% |G @S Byoiy= -

=
5 | <terminated> New_configuration [TestNG] C:\Program Files\Java\jdk1.8.0_111\bin\javaw.exe (15-Apr-2017, %01:31 pm)

E
]

[TestNG] Running:
C:\Users\Mitesh\workspace\test\testng.xml 0
T

Listening on 127.0.0.1:48101

otocolHandshake createSession 2
holds true on the remote end o

ile. 7DuMKZqPmoby
efox\firefox.exe

driver version mi
Marionette
1 driver version mismatch ignored due
54 BM org.openga.selenium.remote.P:

Marionett: NFO nec
#2311 RBORT: Aborting on chamnel error

Suite
Total tests run: 1, Failures: 1, Skips: 0

6. Verify the All Tests tab in the Results of running suite section in Eclipse and
notice the failure icon:
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Edit Source Refacto

| ai@iw|

2 Project Explorer &2

& NewPetClinic
& Servers
v B test
@ src/main/java
@ src/main/resources
~ (® src/test/java
v # example
~ [ PetClinicTestjava
~ @ petClinicTest
@ driver

© beforeTest()
© testPetClinicQ)
® src/test/resources
= JRE System Library 125
=\ Maven Dependencies

v & sic
& main
& test

~ & target

= generated-sources
& generated-test-sources
& maven-status
& surefire-reports

€ test-output

& pomaxmi

# testng.xmi

Navigate Search

© afterTest( : voic

Project Run Window Help

|SRier v @ SR @G 6 i

[ PetClinicTestjava &2
1 package example;

3% import java.io.File;[]

public class PetClinicTest {
private WebDriver driver;

@Test

public void testPetClinic() {

String title = d
Bssert.assertTrue(

ver.getTitle();
e.contains ("a Spring

}
@Befo
public void beforeTest() {
File file = new File("F:\\##DevOpsBootCamp
System. setProperty("webdriver.gecko.driv
driver = new FirefoxDriver();

}

@afterTest

public void afterTest() {
driver.quit();

R }

(2] Markers [ Properties # Servers ¥ Data Source Explorer [ Snippets . Problems @ Console & = Progress

VRO UVIBO A v >

driver.get ("http://localhost:8080/petclinic/");

Frameworkk")) ;

\geckodri -13.0-win64\\geckodriver.exe") ;
file.getabsolutePath());

= O T Results of running suite 5

Search: © Passed: 0

X%k KpzE@mayoy

<terminated> New_configuration [TestNG) C:\Program Files\Java\jdk1.8.0_111\bin\javaw.exe (15-Apr-2017, 9:01:31 pm)

49, 0154

Liste

suite

Total tests run: 1, Failures: 1, Skips: 0

on port 49679
to

>

& All Tests | % Failed Tests| Summary
~ B Suite (0/1/0/0) (9.86'5)
~ Bl Test (9.86'5)
v B example.PetClinicTest
&2 testPetClinic (9.86'5)

& | & Java EP Team Synchronizing 5] Team Foundation Server Exploring | ¢® Java EE

=8 |y

8

®Ev|lo =0

JRR ALY

G Failed: 1 © Skipped: 0

Failure Exception

7.
8.
9.

Click on testPetClinic and verify the Failure Exception.

Verify the Failed Tests tab in the Results of running suite section in Eclipse.

Verify the Summary tab in the Results of running suite section in Eclipse.

So, we have created a sample test case based on Selenium to verify the title of the PetClinic

home page.
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Functional test execution in Jenkins

Now let's try to execute the same from Jenkins:

1. Check in the Test Project in Repository. Create a PetClinic-FuncTest freestyle
job in Jenkins.
2. In the Build section, provide Root POM location and Goals and options to

execute:
Jenkins PetClinic-FuncTest
Pre Steps
Add pre-build step v
Build
Root POM PetClinic-Ftest/pom.xml '@‘
Goals and options test @
Advanced...
Post Steps
@ Run only if build succeeds Run only if build succeeds or is unstable Run regardless of build result
Should the post-build steps run only for successful builds, etc.
Add post-build step ~
Build Settings
E-mail Notification
Post-build Actions
Publish TestNG Results n
TestNG XML report pattern  **/testng-results.xml '@‘
Advanced...
Save ‘ Apply ‘

[203]



Automated Testing (Functional and Load Testing)

3. Save the build job and click on Build now.
Verify the execution of the build job in the Console output.

L

5. It will open a Mozilla Firefox window and open a URL that is given in the code.
This requires our PetClinic application to be deployed in a web server and
running without any issues:

Jan 28, 2017 11:24:13 PM org.openqa.selenium.os.uUnixProcess destroy
SEVERE: Unable to kill process with PID 9432
Tests run: 1, Failures: @, Errors: @, Skipped: @, Time elapsed: 20.204 sec - in TestSuite

Results :

Tests run: 1, Failures: @, Errors: @, Skipped: @

[IENKINS] Recording test results

1o = -l S
[INFO] BUILD SUCCESS

T Y
[INFO] Total time: 35.953 s

[InFO] Finished at: 2017-01-28T23:24:18+05:30

[INFO] Final Memory: 16M/167M

T YYN—————
Waiting for Jenkins to finish collecting data

[JENKINS] Archiving C:\Users\Mitesh\.jenkins\workspace\PetCclinic-FuncTest\PetClinic-Ftest\pom.xml to com.tiny/test/e.0.1-SNAPSHOT/test-
©.0.1-SNAPSHOT .pom

channel stopped

TestNG Reports Processing: START

Looking for TestNe results report in workspace using pattern: **/testng-results.xml

testng-results.xml was last modified before this build started. Ignoring it.

Saving reports...

Processing 'C:\Users\Mitesh\.jenkins\jobs\PetClinic-FuncTest\builds\6\testng\testng-results.xml’

TestNG Reports Processing: FINISH

wWarning: you have no plugins providing access control for builds, so falling back to legacy behavior of permitting any downstream builds
to be triggered

Triggering a new build of PetClinic-loadTest

Finished: SUCCESS

Page generated: Apr 17, 2017 5:42:23 PMIST REST APl Jenkins ver. 2.32.1
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6. Now make a change in the code so title verification fails and execute the build
job.
7. There is a failure marked in the Console output in Jenkins:

Running TestSuite

Tests run: 3, Failures: 1, Errors: @, Skipped: 2, Time elapsed: 1.135 sec <<< FAILURE! - in TestSuite

beforeTest(example.NewTest) Time elapsed: ©.685 sec <<< FAILURE!

java.lang.IllegalstateException: The driver executable does not exist: C:\Users\Mitesh\Downloads\geckodriver-ve.13.e-winé4\geckodriver.exe
at example.NewTest.beforeTest(NewTest.java:33)

Results :

Failed tests:
NewTest.beforeTest:33 » IllegalState The driver executable does not exist: C:\...

Tests run: 3, Failures: 1, Errors: @, Skipped: 2
[ERROR] There are test failures.

Please refer to C:\Users\Mitesh\.jenkins\workspace\PetClinic-FuncTest\PetClinic-Ftest\target\surefire-reports for the individual test
results.

[JENKINS] Recording test results

[INFO] = mmmm e e e o o e e e e e e e e e e

[INFO] BUILD SUCCESS

=0 Y

[INFO] Total time: 20.679 s

[INFO] Finished at: 2017-02-27T721:52:38+05:30@

[INFO] Final Memory: 144/68M

[INFO] -- - - - -
[JENKINS] Archiving C:\Users\Mitesh\.jenkins\workspace\PetClinic-FuncTest\PetClinic-Ftest\pom.xml to com.tiny/test/@.8.1-SNAPSHOT/test-
0.0.1-SNAPSHOT.pom

channel stopped

TestNG Reports Processing: START

Looking for TestNG results report in workspace using pattern: **/testng-results.xml

testng-results.xml was last modified before this build started. Ignoring it.

Saving reports...

Processing 'C:\Users\Mitesh\.jenkins\jobs\PetClinic-FuncTest\builds\7\testng\testng-results.xml’

TestNG Reports Processing: FINISH

wWarning: you have no plugins providing access control for builds, so falling back to legacy behavior of permitting any downstream builds
to be triggered

Finished: UNSTABLE
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8. Go to the Project dashboard and verify the graphs for TestNG Results:

Jenkins PetClinic-FuncTest

ENABLE AUTO REFRESH

# Back to Dashboard

Maven project PetClinic-FuncTest

. Status
- %add description
= Changes
Disable Project
Workspace
= P Test Result Trend
& at
£ Build Now ﬁ Promotion Status
@ Delete Maven project
A Configure l. TestNG Results .
g
Modules
I Workspace 1
/> Promotion Status
X s
L. Move —#" Recent Changes o
— 2 & 2
ki TestNG Results ust show failures) enlarge
Latest Test Result (1 failure / £0) TestNG Results Trend
1
Build History trend =
Latest Test Result (1 failure / £0) .
find £
B - 3 W Failed
#8 Feb 27, 201 01PN 2 W Passed
2
e Feb 27 2017952 Pt Latest Test Result (1 failure / £0) fd [ Skipped
Q6 Jan 28, 2017 11:23 P % .
Upstream Projects B
2 © @
~ . 2 H 2
) RSS for all [ RSS for failures @ PetClinic-Deploy

We have seen how to execute Selenium-based test cases in Jenkins.

In the next section, we will see how to execute a load test using Jenkins.

Load test execution using Jenkins

The steps are as follows:

1. Open the Apache Jmeter console. Create a Test Plan.

Right-click on the Test Plan and click on Add; select Threads (Users).
Select Thread Group.

Provide Thread Group name.

In Thread Group properties, provide Number of Threads, Ramp-up Period, and
Loop Count.

SR N
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6. Right-click on Thread Group. Click on Add. Click on Sampler. Click on HTTP
Request.

7. In HTTP Request, provide Server Name or IP. In our case, it will be localhost or
an IP address.

8. Give the Port Number where your web server is running.
9. Select the Get method and provide a path to the load test:

/
Pl Eat Search fun Opions e
@ a Dl MEEIBREEIDD % M ES poooso oA o0 @
T2 Tern
¢ 40F Thread Group HTTP Request
o ¥ HTTP Request IName: HTTP Request
K workgencn [ —
Basic | Advanced |
Server Name or IP: ocainost IPort Number: [3090 1| connect ] Response:
TP Rocwest
| 5] erotcotmio: ] wetho: T o G I
pt: s
Redirect Automatically (V] Follow Redirects (] Use KeepAlive: Use multiparyform-data for POST Browser-compatible hesc
Parameters | Body Data | Files Upload |
SondParameters W the ot
[ asirom iowonrs|
P
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10. Save the . jmx file.
11. Now let's create a Jenkins job.
12. Create a freestyle job in Jenkins:

@ Jenkins b C. search @ admin |logout

Jenkins PetClinic-LoadTest

General
Project name PetClinic-LoadTest
Description
[Plain text] Preview
Discard old builds @

GitHub project
Permission to Copy Artifact
Promote builds when. (2)

This project is parameterized

Throttle builds

Disable this project @
Execute concurrent builds if necessary ®
Advanced...
D £od= Marnagement

u feey
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13. Add the Build step Execute Windows batch command.
1. Add the following command. Replace the location of jmeter.bat
based on the installation directory and the location of the . jmx file too:

C:\apache-jmeter-3.0\bin\jmeter.bat -
Jjmeter.save.saveservice.output_format=xml -n -t
C:\Users\Mitesh\Desktop\PetClinic.jmx -1 Test.jtl

Jenkins PetClinic-LoadTest -
(2]
Build

Build
x|

Execute Windows batch command (i))

Command  c:\apache-jmeter-3.0\bin\jmeter.bat -Jjmeter.save.saveservice.output_format=xml -n -t C:\Users\Mitesh\Desktop\PetClinic.jmx
-1 Test.jtl

See the list of available environment variables

Advanced...
Add build step ¥
Post-build Actions
Publish Performance test result report LX) ®
Performance report INeter | x |
Report files  **/* jtl (2)

Add a new report ~

@ Performance Per Test Case Mode
Apply ‘
ﬂ ‘ @ Show Throughput Chart
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14. Add a Post-build Actions. Publish Performance test result report add **/*.jtl
file.
15. Click on Build now:

Jenkins PetClinic-LoadTest #8

# Back to Project

) Console Output

O, Status
"> Changes
Started by upstream project “PetClinic-FuncTest" build number &
B Console Output originally caused by:
Started by upstream project “PetClinic-Deploy" build number 13
View as plain text . )
originally caused by:

started by upstream project "petclinic” build number 15

" Edit Build Information
originally caused by:

© Delete Build started by upstream project "Petclinic-Code" build number 9

N originally caused by:

57 Promotion Status started by user admin

Building in workspace C:\Users\Mitesh\.jenkins\workspace\PetClinic-LoadTest

Performance Report B . )

o [Petclinic-LoadTest] $ cmd /c call C:\Users\Mitesh\AppData\Local\Temp\hudson6556350841675325158. bat
Performance Report

° P C:\Users\Mitesh\.jenkins\workspace\PetClinic-LoadTest>C:\apache-jmeter-3.0\bin\jmeter.bat -Jjmeter.save.saveservice.output_format=xml -n -

t C:\Users\Mitesh\Desktop\PetClinic.jmx -1 Test.jtl
writing log file to: C:\Users\Mitesh\.jenkins\workspace\PetClinic-LoadTest\jmeter.log
Creating summariser <summary>
Created the tree successfully using C:\Users\Mitesh\Desktop\PetClinic.jmx
starting the test @ Mon Feb 27 22:01:44 IST 2017 (1488213104819)
Waiting for possible Shutdown/StopTestNow/Heapdump message on port 4445
summary = 50 in 00:00:03 = 14.6/s Avg: 61 Min: 5 Max: 2591 Err: o (0.00%)
Tidying up ... @ Mon Feb 27 22:01:48 IST 2017 (1488213108583)
. end of run
Java HotSpot(TM) 64-Bit Server VM warning: MaxNewsize (4194304k) is equal to or greater than the entire heap (4194304k). A new max
generation size of 4193792k will be used.

& Previous Build

performance: Recording JMeter reports '**/*,jtl"

performance: Parsing JMeter report file 'C:\Users\Mitesh\.jenkins\jobs\PetClinic-LoadTest\builds\8\performance-reports\JMeter\Test.jtl".
Performance: Percentage of errors greater or equal than 0% sets the build as unstable

performance: Percentage of errors greater or equal than 0% sets the build as failure

Finished: SUCCESS
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16. Verify Performance Trend on the Project dashboard.
17. Click on Performance Trend:

Jenkins PetClinic-LoadTest Performance Trend

§ Back to Dashboard

Performance Trend

) Last Report
= Changes Filter trend data

Status

B8 Workspace

Test file: Test.jtl

Throughput Response time
@ Delete Project 80

807 0
0

[

]

101 o

¢ 2 © % 2 o

f2) Build Now

M. Configure

"7 Promotion Status

@ Performance Trend

Requests Per Second

L Move

find Percentage of errors

Testcase Trend

) RSS for all [§ RSS for failures

T ry 1 1 r T
g I 2 % ¢ t i ] t
Build History trend = Requests Per Second

(]

admin | log out

ENABLE AUTO REFRESH

18. Verify Performance Breakdown.

In the next section, we will see how to perform load testing of a web application deployed

in Microsoft Azure App Services using the options available in VSTS.

Load testing using a URL-based test and

Apache JMeter for Microsoft Azure

Once we have deployed our application in Azure App Services successfully, we can
perform load testing on the Azure App Service or Azure Web Apps. Let's see how we can

use Visual Studio Team Services to perform testing.
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URL-based test

1. In the top menu bar, click on Load test. Let's create our first test in the VSTS and
execute it.

2. Click on New and select URL based test:

etutorialsworld Home Users Rooms LELRES

Create and run high-scale load tests, analyze results —all using the browser! Learn more, During preview, this feature is available to all users (except Stakeholders). X

State All Date Last7days By All

All load test runs

+ new~ ¢

No load test runs exist. See instructions below to get started. X

¢ -

+ Visual Studio test
+ HTTP Archive based test”

+ URL based test

URL based test
+ Apache Jivieter test

Get started with cloud-based load testing
+ Gain insights into your web application's performance.
» Get an on-demand performance test lab within minutes
» scale up to high user loads from worldwide locations
® Leverage 20,000 free virtual user minutes every month,

| | e View rich results in the browser or perform offline analysis.

Choose one of the options below to create 3 load test

O / &

HTTP archive Visual Studio webtest Apache JMeter URL

Record the user scenario
using any browser or Fiddler
and upload the HTTP archive

Accurately simulate user
scenarios, from the simp
to the most advanced. Upload

Bring your existing tests and
run them in the cloud

(:har) — no other tools are
required!

3 webtest to get started.

g Apache JMeter? Enter your app URL to author

ple load test. You can
this option for
sting REST APIS.

3. Verify the HTTP method and URL:

etutorialsworld Home Users Rooms LELRE

Create and run high-scale load tests, analyze results —all using the browser! Learn more. During preview, this feature is available to all users (except Stakeholders).

Load test*: PetClinic-Test #

+ new~ ¢
Web Scenarios  Settings
W save L import HaR file
4 Load tests
All load tests Add web scenario = add URL
S HTTP method URL
GET Y httpsi//mypetclinic.azurewebsites.net/
PetClinic-WebSce... Request1 e
4 Headers

+ £dd header

4 QueryString Parameters

# Add parameter
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4. Click on Settings; provide input in the different parameters based on need:

Dd etutonalsworld ~ Home Users Rooms Load test ‘ &

Create and run high-scale load tests, analyze results — all using the browser! Learn mere. During preview, this feature is available to all users (except Stakeholders).

<

* PetClinic-Test #
P ¢ Load test*: PetClinic-Test

Web Scenarios  Settings

o
W osave + Import HAR file
4 Load tests
All load tests
Run duration (minutes) 2
Load pattern Constant v
Max v-users 25
Warmup duration (seconds) 5
Browser mix IE - 60%, Chrome - 40% A

Select the load agents
®) Use automatically provisioned agents
Geo-location East US 2 (Virginia) v
Use self-provisioned agents
Load test rig v
There are no registered rigs for load testing

No. of agents to use

5. Click Save and click on Run test.
6. Load testing is in progress:

Dd etutorialsworld hd Home Users Rooms [ELRE ‘ &
Create and run high-scale load tests, analyze results — all using the browser! Learn more. During preview, this feature is available to all users (except Stakeholders). x
<
© PetClinic-Test / PetClinic-Test (Run ID: 1) / Running test
+ new~ <
I 00:00:48 / 00:02:00
p
O abort
4 Load tests
summary  Charts  Diagnostics  Logs
All load tests

No logs are available
PetClinic-Test

7. Verify the complete test data as and when it is available in the VSTS portal.
. Verify the final summary of the URL-based test execution in VSTS:

Qo
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N etutorialsworld a Home Users Rooms Load test ‘ @&

Create and run high-scale load tests, analyze results  all using the browser! Learn more, During preview, this feature s available to all users (except Stakeholders).
¢

@ PetClinic-Test / PetClinic-Test (Run ID: 1) / Completed
+ New ¥ 0

L Export test to visual Studio

Summary Charts Diagnostics  Logs
4 Load tests
All load tests

Betclinic;Test AVG. RESPONSE TIME USER LOAD REQUESTS PER SEC

132.2m5 25us€5 183.4RP5

Learn more about metrics and criteria

Test settings

Top 5 slowest pages

FAILED REQUESTS

O

0 failed requests.
22006 total requests

Load duration: 2 min Requested by: Ms
Start time: 1/1/2017 2:26:47 PM Test: PetClinic-Test
End time: 1/1/2017 2:29:49 PM Location: EastUs 2

a ® -

ERRORS >

O errors

0 thresholds violated

Run source:
Warmup duration:
Agent cores:

9. We will also get Performance and Throughput charts after the test execution in

VSTS:

@ PetClinic-Test / PetClinic-Test (Run 1D: 1) / Completed
4 Export test to Visual Studio

Summary  Charts Diagnostics  Logs

Performance Throughput
120 120
100 100
80 80
w @
= 60 = 60
= =
40 40
20 20
— e T~
0 - — 0
00:00:25 00:00:50 00:01:15 00:01:40 00:00:25 00:00:50 00:01:15 00:01:40
Avg. Response Time =4 Avg. Page Time User Load Pages/Sec -+ Requests/Sec User Load

10. Verify tests and error-related details too.

We have seen how a URL-based test can be performed on an Azure Web App. In the next
section, we will cover how to use Apache JMeter for load testing.

[214]




Automated Testing (Functional and Load Testing)

Apache JMeter

We often need to verify how much load an application serves so, based on it, we can check
many functions or bottlenecks to improve the performance so it can serve as many requests
as it can with efficiency. In this section, we'll look into how to execute Apache JMeter
testing. We will execute a load test on the PetClinic application deployed on Azure App
Services.

For more details on this topic, go to
http://jmeter.apache.org/usermanual/.

To begin the execution, follow these steps:

1. Download Apache JMeter from http://jmeter.apache.org/.

2. Start it and create a Thread Group in Apache JMeter. Here, we mention Number
of Threads (users), Ramp Up Period (in seconds), and Loop Count:

£ Apache JMeter (3.1 r1770033) — O x
File Edit Search Run Options Help

Déla °dld X|ojg [+]=]<|[v]p L
7 @ TestPlan B
b Thread Group Thread Group
N ‘WorkBench Name: |Thread Group ‘
i| |comments:

Action to be taken after a Sampler error

® Continue ( Start Next Thread Loop ' Stop Thread (' Stop Test (! Stop Test Now

Thread Properties
Number of Threads (users): ‘50 |

Ramp-Up Period (in seconds): |1U |

Loop Count: [ ] Forever |WU |

["] Delay Thread creation until needed
[] Scheduler

Scheduler Configuration

Duration {seconds)

Startup delay (seconds)

Start Time

End Time
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3. Right-click on the Thread Group and click on Add.
4. Select Sampler and click on HTTP Request:

& Apache Meter (3.1 F1770033)

File Edit Search Run

08 a

Options

°d A

Help

K DA F][=]% [»]|®

% AV I YR SIRE

() Stop Thread ' Stop Test (' Stop Test Now

? TestPlan :
T & | | Thr
M \WorkBen Add b Logic Controller »
Start Config Element  »
Start no pauses =l * & sampler error
Validate Pre Processors »
Cut Sampler b Access Log Sampler
o Post Processors #| AJPM.3 Sampler
Paste . Assertions ¥ BeanShell Sampler
Duplicate L ¥ Debug Sampler
. FTP Request
2:::\2"' Count: [] Foreve HTTP Request |}
elay Thread creati( Java Request
scheduler AL LT
JMS Point-to-Point
Open... eduler Configuratio| JMS Publisher
~HOE tion (seconds) JMS Subscriber
Save Selection As... up delay (seconds) JSR223 Sampler
Save Node As Image kTime JUnit Request
Save Screen As Image rime LDAP Extended Request
LDAP Request
Disable Mail Reader Sampler
Togale trl-T 05 Process Sampler
Help SMTP Sampler

SOAPIXML-RPC Request
TCP Sampler
Test Action
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5. Provide the Azure Web App URL in the server name and select HTTPS protocol:

File Edit Search Run Options Help

£ PetClinic jmx (CA\Users\Mitesh\Desktop\ PetClinic jmx) - Apache JMeter (3.1 1770033

L8|al °

%]

»|

ECIEIS ENIALY

:00:09

% @ TestPlan
§ Q> Thread Group
9 ¥ HTTP Request
< Aggregate Report
] workBench

HTTP Request

Name: HTTP Request
Comments:

Basic | Advanced

Web Server | [ Timeouts
"Servel Name or IP: [mypetclinic azurewebsites.net |Port Number: | 0| ’VCmmed: [

| Response:

HTTP Request

implementation: || +| Brotocol Intol: [tps Method: GeT [+ Contentencoding:

Path: |

[ Rediect Automatically [¥] Follow Resirects [¥] Use Kezpalve [ ] Use farposT [ patiole heasers

Parameters | Body Data | Files Upload |

Send Parameters With the Request:

Name: Value

Encode?

Include

Equals?

[Coown |

‘ Detail “ Add from Clipboard H Delete ‘

"mey Server

Sener tame or Jron Numoe ] usermarme |

Password

6. Execute the test and verify the result in Apache JMeter:

File Edit Search Run Options Help

¢ PetClinic jmx (C:A\Users\Mitesh\Desktop\PetClinic.jmx) - Apache JMeter (3.1

D6la °a|a

%] |

Ell-/IEI ERIALY

Iiﬁi:mn 6

oA

X

050 @)

% g TestPlan
- %0k Thread Group
¢ #* HTTP Request
- Aggregate Report
< Aggregate Graph
<L View Results in Table
&) worksencn

Aggregate Report

Name: [Aggregate Report

Comments:

‘Write results to file / Read from file

H — ‘Logll]isplayomy: [lErrors [] successes

Filename‘
Label | #Samples | Average | Median | 90%Line | 95%Line | 99%Line | Min |  Max | Eror% | Throughput | Received K..| SentKBisec
HTTP Requ... | 500] 574/ 285 1408| 1447| 1542 23§ 1660] 0.00%|  31.4ised 123.79] 6.07
TOTAL | 500] 574 285 1409] 1447] 1542 236] 1660] 0.00%| 31.4lsec] 123.79| 6.07)

7. Add Aggregate Graph in HTTP Request:
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File Edit Search Run Options Help

& PetClinic jmy (C:\Users\Mitesh\Desktop\ PetClinic jmy] - Apache JMeter (3.1 117

Déla °dldl

K la)l+]-|

3Ly

%]

x

joosots o A\ orso @)

9 g TestPlan
¢ %0F Thread Group
9/ HTTP Request
¢ Aagregate Report
. Aggregate Graph
|« View Resutts in Table
] worksench

Aggregate Graph

Name: [Aggregate Graph

Comments:

Write results to file / Read from file

Filename | |[ seowse.. | Logisplay Only: [lErrors [ Successes | Configure

Label | #Samples | Average | Median | 90%line | 96%Line | 99%Line | Min |  Max | Emor% | Throughput [Received KB.| SentKE
HTTP Requ... | 500/ 574| 285 1400| 1447 1542 238 1660( 0.00%] 314/sec| 12379
TOTAL | 500/ 574 285 1400] 1447 1542] 238 1660/ 0.00%] 314/sec 12379

Settings | Graph

Display Graph

Save Graph Save Table Data | [] Save Table Head{

Column settings

Columns to dispiay

s

[ Column label selection:

Draw outlines bar?

verage WENEM [ | Median WEEEM | | 90% Line NN [ | 95% Line ] [ |99%Line MENEM [ |Min [0 [ max W

Show number grouping? (] Value labels vertical?

Foreground color

[ 0

e ——

ize: Style:

Graph size
{ Dynamic graph size  Width: Height: B
X Axis ¥ Axis (milli
’rMax length of x-axis label: |‘ [Smle maximum value: | |
<] I I IH:
8. After the load test execution, verify the graph.
9. For more details, click on View Results in Table:
& PetClinic jrx s\ Mitesh\Desktoph PetClinic jmy - Apache IMeter (3.1 ¢ - X

File Edit Search Run Options Help

D6éla °dld

9 g TestPlan
- %9+ Thread Group
9 #° HTTP Request
4 Aagregate Report
|¢ Agaregate Graph
- View Results in Table
K] workencn

[&[s[a][+[-[+|[v[n]@]0 [*] P oA om0 ©
View Results in Table
Name: [View Results in Table |
ommment= |
Write results to file / Read from file
Filename | || mowse | LouDisplay Ony: [JErrors [] successes
Sample# | StartTime | ThreadName | Label Sample Time(ms Status Bytes | sentBytes Latency Connect Time(ms)|
55:54.695|Thread Group 1-1|HTTP Request 1427 7| 1427| mgt
55:54.902(Thread Group ;F TP Reques 1 7 144 1161| =
£5:56.125|Thread Group 1-1HTTP Reques 2 7 [
5555 103|Thread Group 1-3|HTTP Reques 1 7 1 1041
55.56.344[Thread Group -++ [P Reques| 2 7
55:55.301(Thread Group 1-4|HTTP Reques 4 7 1 107
55:56.427|Thread Group 1-3|HTTP Reques 7
55:56.416|Thread Group 1-1|HTTP Reques 125 7
55:56.640(Thread Group ;F— TP Reques| 245 7
55.55.504 Thread Group 1-5|HTTP Reques 1383 7
roup 1-4HTTP Request 253 37
roup 1-3[HTTP Reques 258 7
roup F Reques 1376/ 7|
roup P Reques 266 7|
roup P Request 269 37|
roup P Request 285 7
roup P Reques 287 7
roup P Reques! 1427 7
roup F Reques 278 7
roup P Request 261 7,
roup P Reques 289) 7
roup P Reques! 1462 7
59| Thread Group PRequest | 63 4037| 19¢
7 roup 95 7
B roup 49| 37 0
B roup 1 Eg‘ 7 wsgl 1127||_|
57 557 RAD[Thraad frain ) 7 19 o[>
[] scroll automatically? [] Child samples? HNo of Samples 500 Latest Sample 267 Average 574 Deviation 4389
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We can execute an Apache JMeter test in the VSTS too.

Progress toward execution as follows:

1. Click on New and select Apache JMeter test:

bd etutorialsworld Home Users Rooms  Load test ‘
Create and run high-scale load tests, analyze results — all using the browser! Learn more. During preview, this feature is available to all users (except Stakeholders). X
¢ State All Date Last7d By All

PetClinic-Test | Edit ot ol st itas

+ New~ (V]
¢ © Run test

+ Visual Studio test
L Runld - Load Test Run Type Time Completed Duration(sec)  User Count Requested By Location

+ HTTP Archive based test*
[/l PetClinic-Test Visual Studio 29 minutes ago 120 25 MS

East US 2 (Virginia
+ URL based test

+ Apache JMeter test

Create Apache JMeter based load test

2. We will use the same JMX file that we used earlier to load test an Azure Web
App.
3. Select Load duration and Load location as well. Click on Run Test:

Dd etutorialsworld v Home Users Rooms Load test | {8 -

Create and run high-scale load tests, analyze results — all using the browser! Learn more. During preview, this feature is available to all users (except Stakeholders).

<

& New~ ¢ Apache JMeter test

el Test script Choose File |PetClinicjmx

If your app is not publicly available on the Internet, learn more about alternative solutions
4 Load tests

All load tests Supporting files Choose Files Nao file chosen

PetClinic-Test

Number of agents 1 v
Load duration 1 minute v
Load location East US 2 (Virginia) v

[219]




Automated Testing (Functional and Load Testing)

Summary

"Testing is a skill. While this may come as a surprise to some people it is a simple fact.”
- Fewster and Graham

It is extremely important to verify the quality of an application. Testing is that part of
application life cycle management that we can't ignore. It is one of the pillars of a quality
product.

Hence, it is extremely important to make testing a habit. Different types of testing keep an
eye on different dimensions of quality, and that makes an application robust.

Continuous testing plays a significant part as we talk about continuous integration and
continuous delivery. If that part is automated, continuous testing in automated mode helps
to achieve robustness faster and to keep pace with a shorter time to market.

In this chapter, we have covered functional and load testing integrated with Jenkins.

In the next chapter, we will see how all the operations we have performed till now can be
orchestrated in sequence. That will give us the feel of end-to-end automation. It is more
about creating a pipeline in Jenkins and configuring triggers in build and release definition
so that application life cycle management steps can be automated.
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"The key to following the continuous delivery path is to continually question your own
assumptions about what's possible.”
- Jeff Sussna

In this chapter, we will discuss different ways to automate application life cycle
management, using orchestration available via open source and commercial alternatives.

We will be using Jenkins plugins and Visual Studio Team Services tasks to orchestrate and
automate all the activities that are performed during application life cycle management.

We will cover the following topics in this chapter:

¢ End-to-end automation orchestration of application life cycle management using
Jenkins

End-to-end automation using Jenkins, Chef, and AWS EC2
End-to-end automation using Jenkins and AWS Elastic Beanstalk

End-to-end automation using Jenkins and Microsoft Azure app services

End-to-end automation orchestration of application life cycle management using
VSTS
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End-to-end automation of application life
cycle management using Jenkins

In chapter 2, Continous Integration, we created a build job that performs the following tasks:

1. Static code analysis of the PetClinic web application:

Jenkins PetClinic-Code
Build
Build
Execute SonarQube Scanner “
Task o run @
JDK JDK 1.8 v @
JDK to be used for this SonarQube analysis
Path to project properties @
Analysis properties # Required metadata ®

sonar.projectKey=java-sonar-runner-simple
sonar.projectName=Simple Java project analyzed with the SonarQube
Runner

sonar.projectVersion=1.0

# Comma-separated paths to directories with sources (required)
sonar.sources=PetClinic/src

# Language
sonar.language=java

m ‘ Apply ‘ # Encoding of the source files =
S - e o P

2. Successful execution of static code analysis will show a URL pointing to the
SonaQube dashboard for a specific project in Jenkins dashboard.
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3. Verification of the Jenkins dashboard with all the analysis details:

sonarqube Dashboards + Issues  Measures Rules  Quality P es  Administration More v

17 O Simple Java project analyzed with the SonarQube Runner

#  Technical Debt  Coverage Duplications  Structure  Dashboards~  Code  Issues  Administration =

Quality Gate Key
java-sonar-runner-simple

Technical Debt  More »

Quality Gate

A 2d 72 Default) SonarQube way

Debt Issues Quality Profiles
ava) bonar way
Duplications More >
5 Events Al
0.0% 0 Verson: 10

Duplications Duplicated Blocks anuary 28, 201

Structure  More

2k

Lines of Code

4. Compilation of source files and unit test execution:

PetClinic
Build
Build
[ x|
Invoke top-level Maven targets @
Maven Version Maven3.3.1
Goals package v

Advanced...

Add build step -
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5. Unit test results will be available in the Jenkins project dashboard itself.

6. Creation of package files:

Jenkins PetClinic #1

[INFO]

[INFO] --- maven-war-plugin:2.3:war (default-war) @ spring-petclinic ---

[INFO] Packaging webapp

[INFO] Assembling webapp [spring-petclinic] in [/home/mitesh/.jenkins/workspace

/PetClinic/target/spring-petclinic-4.2.5-SNAPSHOT]

[INFO] Processing war project

[INFO] Copying webapp resources [/home/mitesh/.jenkins/workspace/PetClinic

/src/main/webapp]

[INFO] Webapp assembled in [12697 msecs]

[INFO] Building war: /home/mitesh/.jenkins/workspace/PetClinic/target

/petclinic.war

[INFO] —m——mmmmmmm e e
INFO] BUILD SUCCESS

[

[

[INFO] Total time: 03:14 min
[INFO] Finished at: 2016-04-27T12:15:29-07:00
[INFO] Final Memory: 27M/214M
[
F

TNFO] e
inished: SUCCESS

Once our package file is ready we can deploy it in the AWSEC2 instance, Microsoft Azure
Virtual Machine, AWS Elastic Beanstalk, Microsoft Azure App Services, containers, or any
physical machine that is accessible from the system that Jenkins is installed on.

End-to-end automation using Jenkins, Chef,
and AWS EC2

In this section, we will orchestrate different tasks using the Build Pipeline plugin available
in Jenkins.

In chapter 4, Cloud Computing and Configuration Management, we installed a Chef
workstation, configured the hosted Chef account, and installed knife plugins for AWS and
Microsoft Azure.

[224]



Orchestration - End-to-End Automation

We created an instance in AWS EC2 using the following command:

[rootRdevopsl Desktopl# knife ec2 server create -I ami-lecae776 -f t2.micro
—-N DevOpsVMonAWS -—--aws—access-key-id '< Your Access Key ID >' -——aws-secret-
access-key '< Your Secret Access Key >' -S book --identity-file book.pem --
ssh-user ec2-user -r role[v-tomcat]

We created a virtual machine in Microsoft Azure using the following command:

[root@Rdevopsl Desktopl# knife azure server create —-—azure-dns—-name
'distechnodemo' --azure-vm-name 'dtserver02' --azure-vm-size 'Small' -N
DevOpsVMonAzure2 —-—-azure-storage—account 'classicstorage9883' —--bootstrap-
protocol 'cloud-api' —-—-azure-source-image
'51125002e3b842c8b9c604889£8753¢c3__ OpenLogic—-Cent0S-67-20160310' —--azure-
service-location 'Central US' —--ssh-user 'dtechno' --ssh-password
'cloud@321' -r role[v-tomcat] —--ssh-port 22

We verified the AWS EC2 instance and Microsoft Azure Virtual Machine registration in the
hosted Chef.

We executed both the commands from the command prompt. In Jenkins, we can execute
commands for Windows, Linux, or Mac. We can execute the same commands from a
Jenkins build job by creating a freestyle job.

Configuring SSH authentication using a key

A Chef workstation installed on a virtual machine is accessible from a system where we
have installed Jenkins. We can create a virtual machine using a virtual box or a VMware
workstation on a laptop; and can also then install CentOS 6 or 7 and configure the Chef
workstation the way we did in chapter 4, Cloud Computing and Configuration Management.

Before starting with the configuration of end-to-end automation and orchestration using a
build pipeline plugin and upstream/downstream jobs, we will configure SSH authentication
using a key.
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The main objective behind configuring SSH authentication is to allow the Jenkins virtual
machine to connect to the Chef workstation virtual machine. By doing this we can execute
commands from the Jenkins machine on the Chef workstation. This way we can create an
instance in AWS or the Azure cloud using the Chef workstation, and install a runtime
environment on it to deploy the PetClinic application:

Checkoutthe Compile the Execute Unit
Code Tests

Create Package

File Code Analysis

nstallrintime Deploy
enviranme Application to
using Chef Virtual Machine

If we try to access the Chef workstation from Jenkins, it won't work, as we still need to
configure a password-free configuration, because in the Jenkins job execution we can't wait
in the middle of a flow to give a password. Let's configure password-free access on Jenkins
to access the Chef workstation:

1. Open a terminal in a virtual machine where Jenkins is installed. Use ssh-keygen
to create a new key:
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root@devopsl:~/Desktop

File Edit View Search Terminal Help

[root@devopsl Desktopl# ssh-keygen
Generating public/private rsa key pair.
Enter file in which to save the key (/root/.ssh/id rsa):
/root/.ssh/id rsa already exists.
Overwrite (y/n)? y
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in /root/.ssh/id rsa.
Your public key has been saved in /root/.ssh/id rsa.pub.
The key fingerprint is: =
11:cd:f7:9b:7f:6e:24:ea:dc:9b:18:90:c4:e0:18:35 root@devopsl
The key's randomart image is:
+--[ RSA 2848]----+
| ..Eo |
+ =0 .

|
.00, . |
|
|

0. .
So o

|
|
|
|
| |
|
|
|

[root@devopsl Desktopl# || ]

2. Verify the key on the local filesystem.

3. Copy the key to the remote host where the Chef workstation is configured using
ssh-copy-id:

File Edit View Search Terminal Help

[root@devopsl Desktopl# ssh-copy-id -1 ~/.ssh/id rsa.pub 192.168.8.106
Agent admitted failure to sign using the key.

root@192.168.0.106"s password:

Now try logging inte the machine, with "ssh '192.168.08.186'", and check in:

.ssh/authorized keys
to make sure we haven't added extra keys that you weren't expecting.
[root@devopsl Desktopl# ssh-copy-id -1 ~/.ssh/id rsa.pub mitesh@l92.168.0.106
mitesh@l92.168.0.106's password:
Now try logging into the machine, with "ssh 'mitesh@192.168.0.106'", and check i
n:

.ssh/authorized keys

to make sure we haven't added extra keys that you weren't expecting.
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4. Now try to access the Chef workstation VM using the Jenkins build job by
executing commands from execute shell commands.

5. If it fails, then try to access the Chef workstation from the Jenkins VM using the
Terminal. If you get the Agent admitted failure to sign using key message, then
execute the ssh-add command to fix the issue.

6. Once the connection is successful in the Terminal, execute the i fconfig

command to find the IP address so that we find out on which virtual machine
that command is executed:

[mitesh@devopsl Desktopl$ ssh-copy-id -1 ~/.ssh/id rsa.pub root@l92.168.0.183
root@l92.168.0.103's password:
Mow try logging into the machine, with "ssh 'root@192.168.8.1083'", and check in:

.ssh/authorized keys
to make sure we haven't added extra keys that you weren't expecting.

[mitesh@devopsl Desktopl$ ssh -t root@l92.168.8.103
Agent admitted failure to sign using the key.
root@192.168.0.103"'s password:

[mitesh@devopsl Desktop]$ ssh-add
Identity added: /fhome/mitesh/.ssh/id rsa (/home/mitesh/.ssh/id rsa)
[mitesh@devopsl Desktop]$ ssh -t root@l92.168.0.103
Last login: Thu Jul 28 12:21:56 2016 from 192.168.0.186
[root@devopsl ~]# ifconfig
eths Link encap:Ethernet HwWaddr 80:0C:29:91:3F:2F
inet addr:192.168.0.103 Bcast:192.168.0.255 Mask:255.255.255.0
ineté addr: fe8@::28c:29ff:fe91:3f2f/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1588 Metric:1
RX packets:2664 errors:0 dropped:@ overruns:@ frame:@
TX packets:1727 errors:0 dropped:@ overruns:8 carrier:0
collisions:® txqueuelen:1880
RX bytes:716002 (699.2 KiB) TX bytes:197090 (192.4 KiB)

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.8.0.8
ineté addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:865536 Metric:1
R¥X packets:50663 errors:® dropped:® overruns:® frame:0
TX packets:50663 errors:@ dropped:0 overruns:0 carrier:@
collisions:® txqueuelen:®

[228]



Orchestration - End-to-End Automation

7. At this stage, our SSH connection is successful using a key that we created and
configured instead of a password.

8. Now we have access to the Chef workstation from Jenkins' VM so we can execute
knife commands from Jenkins on the Chef workstation. Our next goal is to try to
create an instance in AWS using the Jenkins build job and the Chef workstation.

9. In a Jenkins build job, add a Build step, select Execute shell, and add the
command shown here. We have already discussed knife ec2 commands:

ssh -t -t root@192.168.1.36 "ifconfig; rvm use
2.1.0; knife ec2 server create -I ami-lecae776 —-f
t2.micro -N DevOpsVMonAWS1 —--—-aws—access-key-id
'<YOUR ACCESS KEY ID>' —-—aws—-secret—access-key
'<YOUR SECRET ACCESS KEY>' -S book —-identity-file

book.pem —--ssh—-user ec2-user -r role[v-tomcat]"
Jenkins PetClinic-CloudProvisioning
Build
Build
Execute shell n ®
Command ssh -t -t _root@l92.168.1.36 "ifconfig; rvm use 2.1.0; knife ec2 server create

-I
ami-lecae776 -T t2.micro -N DevOEsVMonAWSI
--aws-access-key-id 'AKIAIZH7EBCEBB5NCPSQ'

--aws-secret-access-key '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' -S book
--identity-file book.pem --ssh-user ec2-user -r role[v-tomcat]"

n B

See the list of available environment variables

Add build step ~

- I

10. Replace the Access Key ID and Secret Access Key with your own. Click on Save.
Click on the Build now link to execute the build job.
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11. Go to Console Output to check the progress:

# Jenkins

Jenkins

# Back to Project
Status
~= Changes

Console Qutput

View as plain text
= Edit Build Information

&1 Previous Build

PetClinic-CloudProvisioning #6

Console Output

Started by user DiscoverTechno

Building on master in workspace /home/mitesh/.jenkins/workspace/PetClinic-CloudProvisioning
[PetClinic-CloudProvisioning] $ /bin/sh -xe /tmp/hudson4921223362161492991.sh

+ ssh -t -t root@192.168.8.103
t2.micro -N DevOpsVMonAWS --aws-access-key-id

"\'"BBbInoPZ733/Le31IQygtvvINu3SRNSVSEE/SbIK "'

-r role[v-tomcat]'

"ifconfig; rvm use 2.1.8; knife ec2 server create -I ami-lecae?76 -f

DiscoverTechno |log out

Progress: m—

"\ ' "AKIAIZH7EBCEBBSNCPSQ'\'' --aws-secret-access-key
-5 book --identity-file book.pem --ssh-user ec2-user

eths

tegetattr:

Invalid argument
Link encap:Ethernet HWaddr 8@:0C:29:91:3F:2F

inet addr:192.168.0.103 Bcast:192.168.08.255 Mask:255.255.255.0
inet6 addr: fe8@::20c:29ff:fed1:3f2f/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:15@@ Metric:1

RX packets:3379 errors:@ dropped:@ overruns:0® frame:®

TX packets:2378 errors:@ dropped:® overruns:8 carrier:@
collisions:® txqueuelen: 1009
RX bytes:981935 (958.9 KiB) TX bytes:271596 (265.2 KiB)
Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.8

12. Inspect the logs; AWS instance creation has started.

13. Verify it in the AWS management console:

Q Eng

® Feedback

G2 Dashboard [ETLMLE-LLE  Connect | Actions v S B 2]
Events L
Tags Q (2] 1to1 of1
Reports
Limits a Name Instance ID = Type Zone State Status Checks ~ Alarm Status Pub
= @  DevOpsVMonAWS -075fa68dc0e6agb14  t2.micro us-east-1b @ running Z Initializing None Y% ec2
Instances
Spot Requests 3
Reserved Instances Instance: | i-075fa68dc0eBaBb14 (DevOpsVMonAWS)  Public DNS: ec2-52-23-172-228.compute-1.amazonaws.com [N =l ]
Scheduled Instances
Dedicated Hosts Description Status Checks Monitoring Tags
= Instance ID  i-075fa68dcOe6adb14 Public DNS  ec2-52-23-172-228_compute-
AMIs 1.amazonaws.com
Bundle Tasks Instance state  running Public P 52.23.172.228
Instance type  t2.micro Elastic IPs
= Private DNS  ip-172-31-56-252 ec2.internal Availapility zone  us-east-1b
Volumes Private IPs ~ 172.31.56.252 Security groups  default. view rules
Snapshots Secondary private IPs Scheduled events  No scheduled events
- VPCID vpc-84%eife3 AMIID  amzn-ami-hvm-2015.03.0.x86_64- -

Privacy Policy Terms of

[230]



Orchestration - End-to-End Automation

14. Before execution can go further, check whether the AWS security group has an
entry for SSH access:

Bl  AWS v  Services v Mitesh = N. Virginia ~  Support ~
FC2 Dashboard Launch Instance Connect  Actions v )
Events { e
Tags Q [2] 1to3of 3
Reports
Limits Name ~ Instance ID ~ Instance Type - Availability Zone - Instance State -~ Status Checks - Alarm Status Public
— STANCES DevOpsVMonAWS -0757a68dc0e6ash14 12.micro us-east-10 @ terminated None \4
Instances @ DevOpsVMonAWS1 -083fac10390922efd  t2.micro us-gast-1c & running & 2/2 checks None % ec2-54
Spot Requests 109aff3a8a1835633d  t2.micro us-gast-1c @ terminated None A Y
Reserved Instances
»
Scheduled Instances
Instance: | i-083fac10380922efd (DevOpsVMonAWS1) Public DNS: ec2-54-86-138-77 .compute-1.amazonaws.com [— = =]

Dedicated Hosts

=] IMAGES Description Status Checks Menitoring Tags
AMIs
Bundle Tasks

S  Security Groups associated with i-083fac10390922efd ompute-

=] ELASTIC BLOCK STORE Instance state  running Ports [— Source default
Volumes Instance type  t2.micro
Private DNS  ip-172-31

Private IPs 172.31.10.162

22 tcp 0.0.0.0/0 v
Snapshots
Security groups  defauft. view rules

s sosELURE Secondary private IPs Scheduled events  No scheduled events
Security Groups - VECID  vpc-849eifed AMIID  amzn-ami-hvm-2015.03.0 x86_64- -

15. Once SSH access is available, it will start the Chef client installations.

16. In our case, it will start downloading the Chef client and installing it on the AWS
instance that we have created using the Chef workstation:

17. Verify the Chef installation process on the console. Once the Chef client is
installed on the AWS instance, it will start its first Chef client execution.

18. Observe the run list and synchronizing cookbooks. It will converge and start
installing packages.

19. Verify the package installations.

20. It will also display conf . xml, where port-related details can be verified based on
the configuration.
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21. Once the package installation is finished, it will start service management.

22. Now, the Chef client execution has finished, and it will display related
information for the AWS instance we created:

[36mec2-52-23-215-193. compute-1.amazonaws . com[&m

[36mec2-52-23-215-193. compute-1.amazonaws.com[@m Chef Client finished, 13/15 resources
seconds

[36mInstance ID[@m: i-224d3bf83822b8%e4
[36mFlavor[em: t2.micro

[36mImage[Bm: ami-lecae?76

[36mRegion[@m: us-east-1

[36mAvailability Zone[@m: us-east-1d
[36mSecurity Groups[@m: default

[36mSecurity Group Ids[em: default
[36mTags[@m: Name: DevOpsVMonAWS

[36mSSH Key[8m: book

[36mRoot Device Type[@m: ebs

[36mRoot Volume ID[@m: vol-88aas3951d7eds88bb
[36mRoot Device Name[@m: /dev/xvda

[36mRoot Device Delete on Terminate[@m: true

[35mBlock devices[em

[35m [em
[36mDevice Name[@m: /dev/xvda
[
[

36mVolume ID[@m: vol-@0aae3951d7ed88bb
36mDelete on Terminate[Bm: true

[35m [8m

[36mPublic DNS Mame[8m: ec2-52-23-215-193.compute-1.amazonaws.com
[36mPublic IP Address[em: 52.23.215.193

[36mPrivate DNS Mame[@m: ip-172-31-31-133.ec2.internal

[

[

36mPrivate IP Address[em: 172.31.31.133
36mEnvironment[@m: _default
[36mRun List[@m: role[v-tomcat]
Connection to 192.168.@.183 closed.
Finished: SUCCESS
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23. Check the AWS management console for the successful status.
24. Verify the hosted Chef for the registered nodes:

Reports Policy Administration ® dechnov &~
> Nodes Showing All Nodes Q
Delete Node Name Platform FQDN IP Address Uptime Last Check-In Environment Actions
Manage Tags DevOpsViMonAz. centos dtserver01.diech 100.73.162.64 2 hours 3 months ago _default
Reset Key
tomecatserver centos localhost 192.168.1.37 8 hours 3 months ago _default ﬁ v
Edit Run List
Edit Aftributes
Y W

Node: tomcatserver

Details Attributes Permissions
Last Check In: 3 Months Ago Uptime: 8 Hours d
- efault v
2016-05-13 09.46.41 Since 2016-07-28 11.48:10 Envirenment: -
Platforms: centos
FQDN lecalhost
IP Address 192.168.1.37

At this stage, we have an AWS instance ready that has Tomcat and Java installed so we can
deploy our application easily. Now, we have all the resources ready to configure the build
pipeline:

1. Go to PetClinic-Code job and select Build other projects from add Post-build
Actions.
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2. Enter PetClinic in Projects to build:

[ Jenkins ¥ PetClinic-Code

See the list of available environment variables

Add build step ~
Post-build Actions

Build other projects
Projects to build  PetClinic

@ Trigger only if build is stable
Trigger even if the build is unstable

Trigger even if the build fails

Add post-build action ~

n ‘ Apely ‘

Post-build Actions

Advanced...

N
)

e

3. Here PetClinic-Code becomes an upstream project for PetClinic and PetClinic
becomes a downstream project for PetClinic-Code. The Build Pipeline plugin
needs relations established, using upstream and downstream projects for

visualization.

4. Go to the PetClinic-Code job and select Build other projects from Add Post-

build Actions.
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5. Enter PetClinic-CloudProvisioning in Projects to build:

Jenkins PetClinic
Build Settings
Build Settings
E-mail Notification
Post-build Actions
Archive the artifacts n @
)
Files to archive  PetClinic/target/petclinic.war @
Advanced...
Build other projects n @

Projects to build  PetClinic-CloudProvisioning

® Trigger only if build is stable
Trigger even if the build is unstable

Trigger even if the build fails

Add post-build action ~

ﬂ‘ i ‘

6. If this build job has executed successfully, then it means the deployed virtual
machine is ready with an installed runtime environment.

7. Go to the PetClinic-CloudProvisioning job and select Build other projects from
Add Post-build Actions.
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8. Enter PetClinic-Deploy in Projects to build:

Jenkins PetClinic-CloudProvisioning
Build
4
See the list of available environment variables
Advanced...
Add build step v
Post-build Actions
Build other projects (manual step) n @

Downstream Project Names  PetClinic-Deploy

Add Parameters v

Add post-build action +

ﬂ‘ heely ‘
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9. Once the artifact copy operation has verified, configure the build job so we can
deploy it as a manual operation. We will create a job with the String Parameter of
a newly created instance's domain name or IP address:

PetClinic-Deploy
General
¥ This project is parameterized @.'
String Parameter ®
Name AWSDNS L2
Default Value  ec2-54-88-75-59.compute-1.amazonaws.com (2)
Description ()
[Plain text] Preview
Add Parameter «
Throttle builds ®
[f:)“‘.
m ‘ Apply ‘ f necessary @'

10. Configure the build job to execute deployment of a WAR file in an AWS instance
by executing the following commands:

ssh -i /home/mitesh/book.pem -o
StrictHostKeyChecking=no -t -t ec2-user@S$AWSDNS
"sudousermod —-a -G tomcat ec2-user; sudochmod -R
g+w /var/lib/tomcat6/webapps; sudo service tomcat6
stop; "

scp -i /home/mitesh/book.pem
/home/mitesh/target/*.war ec2-
user@S$AWSDNS: /var/lib/tomcat 6/webapps

ssh -i /home/mitesh/book.pem -o
StrictHostKeyChecking=no -t -t ec2-user@S$AWSDNS
"sudo service tomcat6é start"
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11. Execute this command from the Execute shell commands section in the Jenkins
build job:

Jenkins PetClinic-End to End Automation PetClinic-Deploy

Post-build Actions

Build other projects n &
Projects to build  PetClinic-FuncTest

e Trigger only if build is stable
Trigger even if the build is unstable

Trigger even if the build fails

Add post-build action ~

n‘ i ‘

12. Once this build job ha executed successfully, it means that the application
deployment is successful, so we can perform a functional test.

13. Configure promotion on the PetClinic-FuncTest build using the Promotion
plugin:
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Jenkins PetClinic-FuncTest

General Sourc

Post-b

¥l Promote builds when..

— Promotion process

Name  Stage Ready
Visible

Icon Purple white star

Restrict where this promotion process can be run

Criteria

Custom Groovy script
Only when manually approved
¥ Promote immediately once the build is complete
Trigger even if the build is unstable
Promote immediately once the build is complete based on build parameters
When the following downstream projects build successfully

When the following upstream promotions are promoted

®®®

®®®

14. After execution of PetClinic-FuncTest, our pipeline ends:

Jenkins PetClinic-FuncTest

Build Environment

flanagement Bu

Should the post-build steps run only for successful builds, etc.

Add post-build step ~

Build Settings

E-mail Notification

Post-build Actions

Publish TestNG Results

TestNG XML report pattern  **/testng-results.xml

Add post-build action ~

ﬂ‘ Aol ‘

®
(2]

Advanced...
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15. Save PetClinic-FuncTest and verify the upstream projects.

16. Install a Build Pipeline plugin from Manage Jenkins | Manage Plugins.
17. On the Jenkins Dashboard, click on the + sign.

18. Provide a View name:

@  admin |log out

Jenkins
New Item View name  pg(jinic-End to End Automation
& People ® Build Pipeline View
~ Build History Shows the jobs in a build pipeline view. The complete pipeline of jobs that a version propagates through are shown as a row in the
view.
Project Relationship List View
&= Check File Fingerprint Shows items in a simple list format. You can choose which jobs are to be displayed in which view.
My View

o Manage Jenkins . . .
This view automatically displays all the jobs that the current user has an access to.

&‘ My Views

A. Credentials oK

Build Queue =

No builds in the queue.

Build Executor Status =

1 Idle
2 Idle

19. Select Initial Job in the Upstream / downstream config:
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Jenkins PetClinic-End to End Automation
New Item Name
& People Description

= Build History
Edit View

@© Delete View
Project Relationship

Filter build queue

4= Check File Fingerprint

Filter build executors
o Manage Jenkins

& My Views

4 Credentials

Build Pipeline View Title

Pipeline Flow

Layout
Build Queue -
No builds in the queue.
Build Executor Status =

1 Idle
2 Idle

Trigger Options
Restrict triggers to most recent successful builds

Always allow manual trigger on pipeline steps

Apply

n |log out

PetClinic-End to End Automation

@
y
[Plain text] Preview
Based on upstream/downstream relationship v
This layout mode derives the pipeline structure based on the upstream/downstream trigger refationship between jobs. This
is the only out-of-the-box supporied layout mode, but is open for extension
Upstream / downstream config
Select Initial JOb | petciinic-Code )

Yes ® No

Yes ® No
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20. Click on Run to execute. Make sure that Tomcat and Sonar, which are configured
in Jenkins, are running.

21. We have configured PetClinic-Deploy as a downstream project in Build other
projects (manual step). We have defined the parameters too:

# Jenkins 1 =B

Jenkins » PetClinic-End to End Automation ~ » DISABLE AUTO REFRESH

D admin |logout

Build Pipeline
L =2 £ =& O £

Configwe  AddStep  Delete  Manage

#13 PetClinic-Code #18 PetClinic #4 PetClinic-CloudProvisioning PetClinic-Deploy PetClinic-FuncTest
= =

= = =
° © L ° L
& - = 9

#10 PetClinic-FuncTest

m #12 PetClinic-Code #3 PetClinic-CloudProvisioning #16 PetClinic-Deploy
= L}

e L] [5)21 Apr, 2017 10:3253 AM
K v € C J 1 min 56 sec

m #11 PetClinic-Code

PetClinic PetClinic-CloudProvisioning PetClinic-Deploy
= =

PetClinic-FuncTest
=

©

Fig: Build pipeline for end-to-end automation of application life cycle management
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22. Verify the parameter symbol:

& Jenkins 1 3

Jenkins » PetClinic-End to End Automation  » ENABLE AUTO REFRESH

@d admin |logout

Build Pipeline
L = £ = O £

Run History ~ Configue  AddStep  Delete  Manage

m #13 PetClinic-Code. #18 PetClinic #4 PetClinic-CloudProvisioning PetClinic-Deploy PetClinic-FuncTest
= = = = =

o © © © ©
A _ : 5
o This job has parameters

#10 PetClinic-FuncTest

#12 PetClinic-Code. #17 PetClinic #3 PetClinic-CloudProvisioning #16 PetClinic-Deploy
= B = ] J21 Apr, 2017 10:32:53 AM
© ° © © (1 min 56 sec

A % = = @

#11 PetClinic-Code PetClinic PetClinic-CloudProvisioning PetClinic-Deploy PetClinic-FuncTest
B ] L} B

® P P b

Fig: Build pipeline with parameterized job

23. Once the PetClinic-CloudProvisioning project has completed successfully, note
the domain name and provide it as a default parameter in the PetClinic-Deploy
project.

24. Click on Trigger:
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ENABLE AUTO REFRESH

Jenkins PetClinic-End to End Automation
Build Pipeline
[9) =z ¢ = O P
Run Histoy ~ Configure  Add Step Delete Manage
Pipeline #13 PetClinic-Code #18 PetClinic #4 PetClinic-CloudProvisioning PetClinic-Deploy PetClinic-FuncTest
L4 i

#17 PetClinic #3 PetClinic-CloudProvisioning #16 PetClinic-Deploy #10 PetClinic-FuncTest

Pipeline #12 PetClinic-Code

[C)21 Apr, 2017 10:32.53 AM
(J 1 min 56 sec

»

PetClinic-Deploy PetClinic-FuncTest

PetClinic-CloudProvisioning

Pipeline #11 PetClinic-Code PetClinic

» »

Fig: Build pipeline with manual trigger
25. Verify the end-to-end build pipeline execution.

So, with the use of the Build Pipeline plugin we can orchestrate the automation of different
activities.

End-to-end automation using Jenkins and
AWS Elastic Beanstalk

To deploy the PetClinic Spring application in Amazon Elastic Beanstalk (PaaS), we need the
following flow:

Build Job 2: Continuous
Delivery & Continuous
Deployment

Create Environment in
Amazon ELastic Beanstalk
manually or with secript

Build Job 1: Continuous
Integration

*AWSSDK or other options *Code Chekout *Configure AWS Elastic
can be used «Compile Beanstalk Plugin details to
Deploy WAR file

¢ Junit Test Case Execution
+Code Ananlysis [Optional)
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We have PetClinic-Code, PetClinic, and PetClinic-Deploy-ElasticBeanstalk build jobs that
we have created in this chapter.

Configure PetClinic as a downstream job for PetClinic-Code; and configure PetClinic-
Deploy-ElasticBeanstalk as a downstream job for the PetClinic build job.

End-to end aautomation using Jenkins and
Microsoft Azure app services

To deploy thePetClinic Spring application in Microsoft Azure web apps (PaaS), we need the
following flow:

i i Build Job 2:
Build Job 1: Create g;glggzgsé Continuous Delivery
Azure Web App P —— & Continuouns
Er Deployment
«Manually +Code Chekout «Use FTP pluginsto
sAzure Powershell +Compile deploy WAR file into
Commands «Junit Test Case Execution ~ ~Zure Web Apps
«Note FTP URL and Set +Code Ananlysis
Deployment Credentials (Optional)
<WAR file

We have PetClinic-Code, PetClinic, and PetClinic-Deploy-Azure build jobs that we have
created throughout this chapter. Configure PetClinic as a downstream job for PetClinic-
Code; and configure PetClinic-Deploy-Azure as a downstream job for the PetClinic build
job.

In Microsoft Azure's case, there is an alternative as well: we can use the Visual Studio Team
server and TFS online for continuous integration, continuous delivery, and continuous
deployment.
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End-to-end automation orchestration of
application life cycle management using
VSTS

In chapter 5, Continuous Delivery, we saw how to deploy our web application using VSTS:

1. Go to Releases and check the latest release definition.
2. Look at the Build & Release column to verify the build number.

3. Double click on Release-22 to get more details on the release definition execution
in VSTS:

> PetClinic v Home Code Work Build&Release Test | @&

Builds  Releases  Library  Task Groups  Explorer

¢
U+ All release definitions
0 Overview  Releases  Deletad State All
4 Release Definitions @)
¥ | All release definitions
PetClinic-Release g ob Tite Release Definition Environments  Build Branch Created | Created By
7 Release-22 -+ PetClinic-Release 20161230.2 (Build)  $/PetClinic 7 minutes ago MS
T Release-21 PetClinic-Release 20161230.1 (Build)  $/PetClinic 23 minutes ago [etutorialsw
Release-20 PetClinic-Release 21 6 (Build)  $/PetClinic 26 minutes ago [etutorialsw
T Release-19 PatClinic-Release 21 6 (Build)  $/PetClinic 11 hours ago MS
T Release-18 PetClinic-Releas: 2 .5 (Build)  §/PetClinic 12 hours ago MS
T Release-17 PetClinic-Re 2 Build)  $/PetClinic 12 hours ago MS
T Release-16 PetClinic-Re 21 Build)  $/PetClinic 12 hours ago MS
Release-15 PetClinic-Re 21 Build)  $/PetClinic 22 hours ago MS
Release-14 PetClinic-Release 21 Build)  $/PetClinic 22 hours ago MS
Release-13 PetClinic-Release 2 2 (Build)  $/PetClinic 22 hours ago Ms
Release-12 PetClinic-Release 2 Build)  $/PetClinic 23 hours ago MS
T Release-11 PetClinic-Release 21 2 (Build)  $/PetClinic 23 hours ago MS

Now let's verify the details we have on the release definition execution in VSTS:

1. In Details, verify the build number that triggered the execution of the release
definition. It also provides details on the user who requested continuous
deployment.
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2. The Environments section provides details on which the environment release
definition has done deployment. It also shows the Deployment status: when the
release definition was triggered, when it was completed, and whether or not
there was any test execution. In our case, there are no test cases in the release
definition:

’d PetClinic v Home Code  Build & Release

Builds  Releases Library  Task Groups  Explorer

<

- etClinic-R Release-22
o +
Summary  Environments  Artifacts  Variables  General Commits  Workitems  Tests Logs  History
0
4 Release Definitions O %" Deploy ™ Abandon = send Email

~ | All release definitions
PetClinic-Release Details
Triggered by PetClinic-Maven 20161230.2.

Continuous deployment requested for M S 7 minutes ago

m PetClinic-Maven / 20161230.2 (Build) ¥ $/PetClinic

Environments =

nvironment Actions Deployment status Triggered Completec ests

Production soe UCCEEDED 7 minutes ago 5 minutes ago No tests

Issues

« Warnings (1)

Release management does not support download of artifact type TfvcLabel in the current version

3. To get more details on the release definition execution, click on Logs. It will have
a series of steps that have been executed during the release definition execution.

4. If the approval mechanism is set, then it will ask for approval first; once approval
is given, it will run on an agent. It will initialize the agent first; then, once the
agent is available for the release definition execution, it will download the artifact
or WAR file from the source folder.

5. We already know that we can't deploy the WAR file directly, so, based on our
configuration, it will convert the WAR file into a ZIP file. Once we have a ZIP file
of our package, then our Deploy Azure App Service task will deploy the
application package into Azure Web Apps.

6. Click on each individual step to get a detailed log on the step execution.

7. Let's see what the WAR Converter **/*.war step does.

8. Similarly, the Deploy Azure App Service step execution will give details on how
the deployment process is executed:
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summary  Environments  Artifacts

General  Commits  Workitems  Tests Logs  History View All  Details pane On

O =) B T Deploy~ Abandon * Download all logs as zip & send Email

Step Action Agent: Hosted Agent Start Time: 12/3@/2016 3:28 AM | Duration: @0:88:33

538 2016-12-30T@3:28:26.6193372Z Info: Updating file (MyPetClinic\webapps\ROOT\WEB-IMF
539 2016-12-30T@3:28:26.6193372Z Info: Updating file (MyPetClinic\webapps\ROOT\WEB-INF
548 2016-12-30T83:20:26.6193372Z Info: Updating file (MyPetClinic\webapps\ROOT\WEB-INF
541 2016-12-30T@3:28:26.6193372Z Info: Updating file (MyPetClinic\webapps\ROOT\WEB-INF
542 2016-12-3@T93:20:26.6193372Z Info: Updating file (MyPetClinic\webapps\ROOT\WEB-INF
543 2016-12-30T93:20:26.6193372Z Info: Updating file (MyPetClinic\webapps\ROOT\WEB-INF
544 2016-12-30T83:20:26.6193372Z Info: Updating file (MyPetClinic\webapps\ROOT\WEE-INF
545 2016-12-30T83:20:26.6193372Z Info: Updating file (MyPetClinic\webapps\ROOT\WEE-INF
2016-12-30T3:28:26.61933727 Info: Updating file (MyPetClinic\webapps\ROOT\WEB-INF
2016-12-30T83:28:26.6193372Z Info: Updating file (MyPetClinic\webappsiROOT\WEB-INF
2016-12-30T83:28:26.6193372Z Info: Updating file (MyPetClinic\webappsiROOT\WEB-INF
2016-12-30T83:28:26.6193372Z Info: Updating file (MyPetClinic\webappsiROOT\WEB-INF
2016-12-30T83:28:26.6193372Z Info: Updating file (MyPetClinic\webappsiROOT\WEB-INF
2016-12-30T83:20:26.6193372Z Info: Updating file (MyPetClinic\webappsi\ROOT\WEB-INF
2016-12-30T83:20:26.6193372Z Info: Updating file (MyPetClinic\webappsi\ROOT\WEB-INF
2016-12-30783:28:26.6193372Z Info: Updating file (MyPetClinic\webapps‘\ROOT\WEB-INF
2016-12-30T83:20:26.6263458Z Total changes: 536 (@ added, @ deleted, 536 updated,
2016-12-3@T83:2@:26.6343388Z Web App successfully deployed at url http://mypetclin
2016-12-3@T83:2@:38.7986363Z Successfully updated deployment History at https://my
2016-12-30783:20:38.8056351Z ##[section]Finishing: Deploy Azure App Service

~ B Production

& Pre-deployment approval

o

~ @ Run on agent

o

& Initialize Agent

& Download Artifacts

o

& WAR Converter **/*war

o

& Deploy Azure App Service

< N [ v v R v R o

& Post-deployment approval

@

9. As there is no Post-deployment approval configured, it is auto-approved and
hence the build execution was successful:

Summary  Environments  Artifacts

General Commits Workitems Tests Logs History

w All  Details pane On
) [+ B " Deplay > Abandon & Download all logsaszip & Send Email

Step Action Start Time: 12/3@/2016 3:20 AM | Duration: @0:00:08

~ S Production 1 The post-deployment approval has besn auto-approved.

2 Please click on the approval icon in the left pane for details.
& Pre-deployment approval

~ @ Run on agent
@ Initialize Agent
& Download Artifacts
& WAR Converter **/*war

& Deploy Azure App Service

X [@ @ @ (@ @ »

& Post-deployment approval

We already know the Azure web application URL, or we can get it from the Azure portal.
Visit it and check whether the application has deployed correctly or not.

So, up to this point, we have configured end-to-end automation for application life cycle
management using continuous integration and continuous deployment.
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We use deployment slots for different environments. So, we should create multiple
environments here in the release definition and perform a deployment.

So, the next question should be how to create an environment so we can use it for package
deployment in a specific deployment slot in Azure Web Apps?

In the release definition, click on +Add environment and select Create new environment.
We can select Clone selected environment if we want to use the same tasks of the existing
environment in the new environment:

b PetClinic v Home Code Work Build&Release Test | 3

Builds  Releases Library Task Groups Explorer

<

U+ Definition: PetClinic-Release & | Releases
o Environments  Artifacts  Variables  Triggers  General  Retention  History
4 Release Definitions Id) + Relessew
All releas definitions
« [ Petcime Release + Add environment + + Addtasks =

WAR Converter **/*.war #
Clone selected envlrm\ment@ £ Run on agent Copy Root

Clone selected R Converter **/*.war WAR file

QA | Trackyon wAR Converter

$(System.DefaultWorking

ki owar
Work! Directory
Deploy Azure App Service oring Hirecten $(System.DefaultWorking
@ Azure App Service Deploy

4 Control Options
Enabled 4
Continue on error
Always run

Timeout

© Replace with markdown te show in help

In the new environment, let's keep pre-deployment approval automatic:

1. Select Trigger to Deploy automatically whenever a deployment to the
environment Production is successful. We can rearrange or rename it once all
the environments are configured.

2. Select the Hosted agent for the release definition execution.
Click on Create.

4. Change the name of an environment by double-clicking on the Name of the
environment.

5. Based on the environment, the rest of the deployment details can be configured:

®
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Add new environment o

Builds  Releases  Library Task Groups |

< . Tasks, parameters and configuration settings from the environment Production will be
(@] i Definit copied to the new environment. Values for encrypted variables shall not be copied

5 Enironn  Pre-deployment approval

Select the users who can approve or reject deployments to the new environment

4 Release Definitions @)
All release definitions ® Automa y approve
«| Ppetclinic-Release + Adc Specific users /*.war ¢
Trigger
S$(System.DefaultWorking
Brodug @ Deploy automatically whenever a deployment to the environment Production is (&5 :
272 tad successful 4% war
08 || Queue
$(System.DefaultWorking

Select an agent queue | manage queues 2

Hosted r 0

fkdown to show in hel,

6. Change the existing environment name to Dev and click on (...). It will open a
menu and select the Clone selected environment option.

7. In the case of a new environment, what if we want to keep approvals before the
deployment process takes place?

8. In the Pre-deployment approval, select Specific users. All the users available in
the VSTS account are eligible for approval rights. We can provide any name from
that list.

9. Select Trigger to Deploy automatically whenever a deployment to the
environment Dev is successful. We can rearrange or rename it once all
environments are configured.

10. Select the Hosted agent for the release definition execution.
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11. Click on Create. Change the name of an environment as QA by double-clicking on
the Name of the environment. Based on the environment, the rest of the
deployment details can be configured:

Add new environment o

Builds  Releases  Library Task Groups |

< Tasks, parameters and configuration settings from the environment Dev will be copied to

O += Definit  the new environment. Values for encrypted variables shall not be copied.
o Environn  Pre-deployment approval
4 Release Definitions [3) Select the users who can approve or reject deployments to the new environment

All releas: Automatically approve

v |  PetClinic-Relea + Adg ® Specific users y-war #
Mitesh SOni X
Dev $(System.DefaultWorking
Trigger
2/2tag . o war
a @ Deploy automatically whenever a deployment to the environment Dev is successful .
0 1
Queue $(System.DefaultWorking
Select an agent queue | manage queues (2
Hosted v O
¥
0

fkdown to show in hel,

12. Configure the UAT environment in a similar fashion.

13. To assign approvals manually to any environment, select Environments, click on
(...), and select Assign approvers....

14. In Pre-deployment approval, we can specify users who can approve the
execution of the release definition for the deployment.

15. Click on OK.

16. We need to only configure where to deploy the WAR file in different
environments that we have created recently:
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n PetClinic v Home Code Work Build & Release Test | &

Builds  Releases  Library  Task Groups Explorer

¢
(SR Definition*: PetClinic-Release & | Releases

0 Environments  Artifacts les  Triggers General  Retention  History
4 Release Definitions O] H save

All release definitions

«| PetClinic-Release 4+ Add environment v + Addtasks |~ WAR Converter **/*.war ra
Dev £ Rrunon agent Copy Root $(System.DefaultWorking
2/ 2 tasks enabled @ \Tfyiiygs meﬂns‘;:ﬁ;m X WAR file /% war
ALk Deploy Azure App Service Werking Directory $(System.DefaultWorking
aa @ Azure App Service Deploy

4 Control Options
2/ 2 tasks enabled

1216 Enabled @
Continue on error
UAT Always run
2/ 2 tasks enabled Timeout 0
181454
© Replace with markdown te show in help

Let's start with the Dev environment:

1. Click on the Dev environment.

2. Go to Deploy Azure App Service task available in the release definition.

3. AzureRM Subscription and App Service Name are already configured, as we
did that exercise earlier

4. To deploy the WAR file into a specific slot, that is dev in this case, let's click on
the Deploy to Slot checkbox.

5. It will ask for the Resource Group: select the resource group from which the
Azure web application is available.

6. In the Slot list, all slots created for the Azure Web Apps will be listed. Select the
dev slot.
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7. Keep the rest of the details as they are and save the release definition:

n PetClinic v Home Code Work Build & Release Test | 485

Builds  Releases Library Task Groups Explorer

<

U+ Definition*: PetClinic-Release # | Rel
O | Environments  Arifacts  Varibles  Tiggers  Genersl  Retention  History
4 Release Definitions D H sae
All release definitions
« [ PetCime Reloase + Add environment ~ + Addtasks  ~ Deploy Azure App Service #
bev £ Run on agent AzureRM Subscription DevOpsw ~ ¢ Manage G
WAR Converter **/*.war App Service Name .
2/ 2 tasks enabled @ Trackyon WAR Converter o MyPetClin ~ &
0R | Deploy to Slot €
Deploy Azure App Service x B -
QA Azure App Service Deploy Resource Group eTutorials' v &
2/ 2 tasks enabled slet
2/2 dev v G
1814 Virtual Application
UAT

b
ackage or Folder S(System.Defz
2/2 tasks enabled

1R » Additional Deployment Options

4 Output

Web App URL

Now, let's configure the QA environment:

1. Click on the QA environment.
2. Go to the Deploy Azure App Service task available in the release definition.

3. AzureRM Subscription and App Service Name are already configured as we did
that exercise earlier too.

4. To deploy the WAR file into a specific slot, that is qa in this case, let's click on the
Deploy to Slot checkbox.

5. It will ask for the Resource Group: select the resource group from which the
Azure web application is available.

6. In the Slot list, all slots created for the Azure Web Apps will be listed. Select the
qaslot.
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7. Keep the rest of the details as they are and save the release definition:

DQ PetClinic hd Home Code Work Build & Release Test | &

Builds  Releases  Library  Task Groups Explorer

<

(SR Definition™: PetClinic-Release & | Releases
o | Environments  Artifacts  Varibles  Tggers  Genersl  Retention  History
4 Release Definitions [J) H save
All release definitions
v| PetClinic-Release + Add environment ~ + Addtasks  ~ Deploy Azure App Service #
ey £ Run on agent AzureRM Subscription DevOpsw ¥ & Mansgs G
WAR Converter **/* war ADD S
/ / App Service Name -
2/ 2 tasks enabled @ Trackyon WAR Converter o MyPetClin ~ &
0R 145 Deploy ta Slot 0
Deploy Azure App Service N ~
- Azure App Service Deploy X Resource Group eTutorials' v | ¢
2/ 2 tasks enabled Slot qa ars
181 % Virtual Application
UAT

Package or Folder S(System.Defe
2 /2 tasks enabled

18| &% » Additional Deployment Options

4 Output

Web App URL

To configure the UAT environment, follow these steps:

1. Click on the UAT environment.

2. Go to the Deploy Azure App Service task available in the release definition.

3. Azure RM Subscription and App Service Name are already configured, as we
did that exercise earlier.

4. To deploy the WAR file into a specific slot, that is dev in this case, let's click on
the Deploy to Slot checkbox.

5. It will ask for the Resource Group: select the resource group in which the Azure
Web App is available.

6. In the Slot list, all slots created for the Azure Web Apps will be listed. Select the
uat/stage slot.
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7. Keep the rest of the details as they are and save the release definition:

b PetClinic v Home Code Work Build&Release Test | 3

Builds  Releases Library Task Groups Explorer
<
U+ Definition*: PetClinic-Release ¢ | Releases
o Environments  Artifacts  Vari Triggers  General  Retention  History
4 Release Definitions U H save
All release definitions
<[ Petciinic-release + Add environment ~ + Addtasks  ~ Deploy Azure App Service #
Dev 2 Run on agent AzureRM Subscription DevOps w ¢ Manage ©
WAR Converter **/*.war App Service Name N
2/ 2 tasks enabled @ Trackyon WAR Converter o MyPetClin v & 6]
0R | & = Deploy to Slat e (o]
H Deploy Azure App Service .

QA @ Azure App Service Deploy X Resource Group eTutorials) ~ ¢ G
2/ 2 tasks enabled Slot stage vieg o
121 % Virtual Application o
UAT P:

ackage or Folder S(systemDet: | . | ©
2/ 2 tasks enabled
181 & » Additional Deployment Options

4 Output

Web App URL o

8. To deploy an application in the production slot or main Azure Web Apps, we
need not select any slot. We just need to provide the Azure web application name
and it will deploy into the main web application in Azure:
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PetClinic Home Code Work Build & Release Test & a ©
Builds  Releases  Library  Task Groups Explorer
<
(SR Definition*: PetClinic-Release & | Releases
o Environments  Artifacts  Varigbles  Triggers  General  Retention  History
4 Release Definitions O H save
All release definitions N
| PetCiinic-Release + Add envirenment ~ + Addtasks = Deploy Azure App Service #
Dev £ Run on agent AzureRM Subscription DevOpsw v | ¢ Manage ©
WAR Converter #/* war App Service Name )
2/ 2 tasks enabled @ Trackyon WAR Converter o MyPetClin ¥ & O
08 | % Deploy to Slot o o
Deploy Azure App Service
oa Azure App Service Deploy Virtual Application o
2/2 tasks enabled Package or Folder $(SystemDefe | .. O
1R 14
» Additional Deployment Options
AT 4 Output
2/ 2 tasks enabled Web App URL
Web App
1815 o
T 4 Control Options
2/ 2 tasks enabled Enabled @
12| & Continue on error a
Always run a
Timeout 0 C
N -

9. Save the release definition:
10. Click on the Release link:

PetClinic Work Build & Release Test

Builds  Releases  Library Task Groups Explorer

<

U+~ Dy X
., Create new release for PetClinic-Release
0
4 Release Definitions ) Release Description N
All release definitions
+ | PetClinic-Release + r ¢
Artifacts
D 1o} $(System.DefaultWorkin¢ w | @
2 . o)
PetClinic-Maven (Build) 20161230.2 o *f* war . @
1
$(System.DefaultWorking (6]
Q  Automated deployments
E Environments to which deployments will be triggered automatically. You can choose to disable automated
1 deployment to an environment. 5]
2
u
Dev Automated deployment: After release creation v -
E 0 o}

to show in help
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We have set the approval process in the release definition execution so, until and unless the
approver approves it, the execution of the release definition won't take place.

Look at the warning available in the summary section of the release definition execution. It
says a pre-deployment approval is pending for the dev environment.

As T have configured my own ID as the approver, the links are available to approve or reject
the build:

n PetClinic v Home Code Work Build & Release Test | &

Builds  Releases  Library  Task Groups Explorer

<

U+ PetClinic-R Release-23
o Summary Envionments  Attifcts  Veriables  General  Commits  Workitems  Tests  Logs  Histary
4 Release Definitions @) "% Deploy ~ Abanden 2 Send Email

All release definitions
A pre-deployment approval is pending for 'Dev' environment. Approve or Reject X
~  PeiClinic-Release
Details
Release-23
Manually created by M S just now

& PetClinic-Maven / 20161230.2 (Build) ¥ §/PetClinic

Environments

' Triggered Completed Tests

just now No tests
No tests

No tests

No tests

Praduction

Issues

No issues reported in this release. -

1. Let's click on the Approve or Reject link.

2. It will open a small dialog box. We need to provide a comment in it and click on
Approve or Reject. We can assign multiple approvers in this mechanism as well,
and we can also set whether we want to have approval from either approver, or
all approvers.

[257]



Orchestration - End-to-End Automation

3. In this case, we will click on Approve:

PetClinic rkc Build & Release
Builds  Releases  Library  Task Groups Explorer
<
L+ PetClinic-Rel Release-23
0 Summary  Environments  Artifacts  Variables  General ~Commits  Workitems  Tests Logs  History
4 Release Definitions U | T Deploy~ Abandon [ send Email
All release definitions
A pre-deployment approval is pending for 'Dev’ environment. Approve or Reject X
v PetClinic-Release
Details Pri PP
Relense-23 (VA onvis (Reassion)
just now
Manually created by M S just now
i PetClinic-Maven /201612302 (Build) ¥ $/Petclinic oK
Environments Defer this deployment to 12/30/2016 6:30 PM
(UTC) Coordinated Universal Time
Environment  Actions Triggered
Approve Reject
Dev just now
QA
UAT No tests
production No tests
Issues
No issues reported in this release.

4. In Logs, now we can see that Pre-deployment approval has been given and the
rest of the processes are about to be executed for application deployment in the
Dev slot:

PetClinic Code Work Build & Release
Builds  Releases  Library  Task Groups  Explorer
¢
(SR PetClinic-Release / Release-23
Summary  Environments  Artifacts  Variables  General Commits Workitems Tests Logs History View Al Details pane On
el Y 9! Y P
4 Release Definitions [J) @ B8 " Deploy ¥ Abandon L Download all logs aszip [ Send Email
All release definitions
. Step Action Deployment summary:Dev
~ | PpetClinic-Release
v EDev Deployment Status
@ Pre-deployment approval 2 Sub star Queued for agent
Automated - After release creation
~ @ Runon agent | M s
Queued time a minute ago
& Initialize Agent bl

95 Download Artifacts
95 WAR Converter **/*war
95 Deploy Azure App Service
zon
Suar

E Production

Completed time -
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5. The artifact from the build definition will be downloaded so it can be converted
to a ZIP file, and then we can deploy it into the Dev slot:

g Petciinic ~  Home Code Work Build &Release Test | &

Builds  Releases Library  Task Groups Explorer

<

(S PetClinic-Rel Release-23
0 summary ~ Environments  Artifacts  Variables  General Commits Workitems Tests Legs  History View All  Details pane On
4 Release Definitions @] ] S| " Deploy~ Abandon L Download alllogs aszip [ send Email
All release definitions
Stey Action Deployment summary:Dev
«| " petclinic-Release " et g
v BDev Deployment status [IEIRIEIEEY
@ Pre-deployment approval Q Sub status Queusd for agent
Trigger Automated - After release creation
~ @ Run on agent | Requested by ns

Queued time 2 minutes ago

@ Initialize Agent bl

© Download Artifacts

Completed time

95 WAR Converter **/*war
95 Deploy Azure App Service
Eaa
Suar

EProduction

6. Once deployment to the Dev environment is successful, the execution process
will wait for the approval before it starts deployment into the QA slot.

7. We need to provide approval to get the step execution going for the application
deployment:
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PetClinic-Release / Release-23
Summary  Environments  Artifacts  Variables  General Commits Workitems Tests Logs  History

O "t Deploy ~ Abandon 1 send Email

Details

Release-23

Manually created by M S 4 minutes ago

iy PetClinic-Maven / 20161230.2 (Build)  §¥ $/PetClinic

Environments

Environment Actions Deployment status Triggered Completed Tests
Dev L SUCCEEDED 4 minutes ago 2 minutes ago No tests
QA s [@G} NOT DEPLOYED 2 minutes ago No tests

UAT " NOT DEPLOYED No tests
Production eee NOT DEPLOYED No tests

8. In the releases, we can see that there are four different environments, as in our
release definition we created those environments.

9. We can see the current status of the release definition execution:

’d PetClinic v Home Code  Build & Release
Builds  Releases Library Task Groups  Explorer
- <
D o+~ PetClinic-Release | Edit
Je Overview  Releases  Deleted Branch All = State All
4 Release Definitions Q) + Release =
All release definitions
- PetClinic-Release ﬂ 64 Title Environments Build Branch
Release-23 . © I I . 201612302 (Build)  $/PetClinic
T Release-22 20161230.2 (Build)  $/PetClinic
T Release-21 20161230.1 (Build)  $/PetClinic
Release-20 20161229.6 (Build)  $/PetClinic
T Release-19 20161229.6 (Build)  §/PetClinic
T Release-18 20161229.5 (Build)  $/PetClinic
T Release-17 20161229.4 (Build)  $/PetClinic
T Release-16 20161229.3 (Build)  $/PetClinic
Release-15 20161229.2 (Build)  $/PetClinic
2 Dalanca_ 14 — 2M1&1970 9 (Buildy sttnmrnn;r. M

10. Give approvals for the QA slot deployment and it will deploy a WAR file into the
QA slot as well.
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We need to remember that the process is going to be the same and nothing is going to
change, except some parameters, during the application deployment in the different Azure
web application deployment slots.

We need to remember that every slot is a live web application, so if we want to see where
the application is deployed and what else is going on behind the scene, then we can go to
the Kudu editor for each slot and verify that the operations have taken place for the
deployment in each slot of the Azure web application.

Similarly, deploy into the UAT or Stage slot and Production slot too:

& Pre-deployment approval
> @ Run on agent

& Post-deployment approval
son

& Pre-deployment approval
> @& Run on agent

& Post-deployment approval
EUAT

& Pre-deployment approval
> @& Run on agent

@ Post-deployment approval
£ Production

& Pre-deployment approval
> & Run on agent

& Post-deployment approval

PetClinic-Release / Release-23

Summary  Environments  Artifacts  Variables
= acn

C) ™ = + Deploy *

Step

~ E De‘\"

General Commits  Work items  Tests Logs  History View All

Abandon

Action

o

]

Ll

& Download all logs aszip [ send Email

Deployment summary:Production

peployment searus [ITETETENN

Succeeded

Automated - After successful deployment to UAT
[etutorialsworld]\Project Collection Service Accounts
5 minutes ago

just now

Details pane On

Now, as an exercise on your own, commit some changes in the code of the application and
observe how the build definition is executed; how it triggers the release definition after
successful execution of the build job; and how an application is deployed on different slots.
Once that is done, visit a specific URL of the deployment slot of an Azure web application
and check whether the application deployment in different environments has been
successful or not.
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Summary

In this chapter, we have seen how to automate different tasks that are part of application life
cycle management.

We have deployed an application using Jenkins on AWS and Microsoft Azure Cloud service
providers. We used the Chef configuration management tool for installing runtime
environment.

We also deployed an application on AWS Elastic Beanstalk using Jenkins, and used Visual
Studio Team Services for end-to-end automation for deploying the application in Azure
App Services, which is a PaaS offering from Microsoft.

In the next chapter, we will learn more about configuring security and monitoring related
details. We will look further at role-based access to resources available in Jenkins, VSTS and
Microsoft Azure.
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"Showing a strong success and visible benefits is key to getting others to agree to try your way
of doing things.
- Frederic Rivain

Security is one of the most important parts of application life cycle management, hence, this
service increases value in the context of DevOps.

In this chapter, we will cover user management, monitoring, and some sections of
troubleshooting as well.

We will see how to create users and manage users in both Jenkins and VSTS. With open
source and commercial tools, things don't change much in terms of functionality, but they
might change with regard to the ease of doing it and extent to which support is available.

We will cover the following topics in this chapter:

¢ User management in Jenkins
¢ User management in Visual Studio Team Services (VSTS)

Monitoring Jenkins and Microsoft Azure

Azure Web App troubleshooting and monitoring

Security in Jenkins and VSTS

Security is a major concern with respect to Jenkins and VSTS. However, it is not limited to
that aspect only. Security is more about an overall perspective that includes application and
infrastructure security. Infrastructure security becomes more crucial considering the fact
that we operate in the cloud environment.



Security and Monitoring

In this chapter, we will cover user management in Jenkins and VSTS.

User management in Jenkins

Security is all about authentication and authorization, which are parts of the AAA trio:

Authorization

Authentication
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For security configuration, go to Manage Jenkins and click on Configure Global Security
in Jenkins:

6& Jen Qsearch @ aa | log out
Jenkins ENABLE AUTO REFRESH

New Item

Manage Jenkins
& People

= Build History * New version of Jenkins (2.46.1) is available for download (changelog).

#{JM@M

Sonfigure global settings

2

. Project Relationship e

4= Check File Fingerprint
Configure Global Security

Secure Jenkins; define w

. Manage Jenkins s allowed to access/use the system

)
& My Views Q Configure Credentials
(

Gonfigure the credenti

4 Credentials
Global Tool Configuration

4 Configure tools, their locations
s

Reload Configuration from Disk

Build Queue =

No builds in the queue. lem. Useful when you modified config

rd all the data in memory and reload everything from file

Manage Plugins

id, remc

Build Executor Status = n extend the func

ality of Jenkins. (updates available)

1 Idle System Information

J
[ |
2 ldle ;J Displays various environmental ir

System Log

see if you need more computers for your bui

Jenkins CLI

age Jenkins from your shell, or from your script

To enable security in Jenkins, click on Enable Security. By default, security is enabled in
Jenkins:

| log out

Jenkins Configure Global Security

‘“] Configure Global Security

Enable security

Markup Formatter  p5ip, text -

Treats all input as plain text. HTML unsafe characters like < and & are escaped to their respective character entities.

¥ Prevent Cross Site Request Forgery exploits

Crumbs Crumb Algorithm

® Default Crumb Issuer

Enable proxy compatibility

Plugin Manager

Use browser for metadata download

¥/ Enable Slave — Master Access Control

Rules can be tweaked here
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We need to change TCP port for JNLPagents to Random so agents can be configured.

For Access Control in Authentication, select Jenkins' own user database in the Security
Realm section.

Check Allow users to sign up so new users can create an account:

ﬁ Configure Global Security

¥/ Enable security

TCP port for JNLP agents () Fixed : ® Random () Disable

Agent protocols...
Disable remember me

Access Control Security Realm

Delegate to servlet container

® Jenkins’ own user database

¢ Allow users to sign up

LDAP

Authorization

Anyone can do anything '@‘
Legacy mode @)
® Logged-in users can do anything (2]

In Authorization, select Matrix-based security to provide rights to all available users as
required:
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Jenkins Configure Global Security
Authorization
Anyone can do anything
Legacy mode
Logged-in users can do anything

® Matrix-based security

Overall Credentials Agent
User/group
AdministerConfigureUpdateCenterReadRunScriptsUploadPluginsCreateDeleteManageDomainsUpdateViewBuild Configure ConnectCreateDelete Disconnect
Anonymous
& admin

User/group to add: admin Add

Project-based Matrix Authorization Strategy
Markup Formatter Plain text
Treats all input as plain text. HTML unsafe characters like < and & are escaped to their respective character entities.
¥ Prevent Cross Site Request Forgery exploits
Sl Crumb Algorithm

® Default Crumb Issuer

Enable proxy compatibility

We can also select Project-based matrix Authorization Strategy. In this case, we need to go
to the individual build job or project and go to its configuration:

Jenkins Configure Global Security
Authorization
Anyone can do anything
Legacy mode
Logged-in users can do anything
Matrix-based security

® Project-based Matrix Authorization Strategy

Overall Credentials Agent
User/group
AdministerConfigureUpdateCenterReadRunScriptsUploadPluginsCreateDeleteManageDomainsUpdate ViewBuild Configure ConnectCreateDelete Disconnect]
Anonymous
& admin v v v v v v v v v v @ v v v v v
Add

User/group to add: admin

Markup Formatter Plain text

Treats all input as plain text. HTML unsafe characters like < and & are escaped to their respective character entities.

¥ Prevent Cross Site Request Forgery exploits

Crumbs Crumb Algorithm

® Default Crumb Issuer

Enable proxy compatibility
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Check Enable project-based security and give rights to individual users:

| log out
Jenkins PetClinic-Code
General
Project name PetClinic-Code
Description

[Plain text] Preview

¥ Enable project-based security
Block inheritance of global authorization matrix

User/group Gzt Job Run Promotion SCM
CreateDeleteManageDomainsUpdate View Build Cancel Configure DeleteDiscoverMoveReadWorkspaceDeleteReplayUpdate Promote  Tag
Anonymous

User/group to add: LS

“ Aeely

It often happens that we accidently lock our Jenkins by not providing rights to admin users
specifically and then saving the security configuration.

In such a scenario, to restore Jenkins access, go to JENKINS_HOME in any operating
system on which you have installed Jenkins.

Open Config.xml, change the value of useSecurity to false and restart Jenkins:

encoding='UTF-8'?>

e<hudson>

B <disabledAdministrativeMonitors>

4 <string>jenkins.diagnostics.SecurityIsOffMonitor</string>
</disabledAdministrativeMonitors>

<version>2.32.1</version>

<numExecutors>2</numExecutors>

<mode>NORMAL< /mode>

<useSecurity>true</useSecurity>

B <authorizationStrategy class="hudson.security.ProjectMatrixAuthorizationStrategy">

1 <?xml version='1l.0'
2

<permission>com.cloudbees.plugins.credentials.CredentialsProvider.Create:admin</permission>
<permission>com.cloudbees.plugins.credentials.CredentialsProvider.Delete:admin</permission>
<permission>com.cloudbees.plugins.credentials.CredentialsProvider.ManageDomains:admin</permission>

4 <permission>com.cloudbees.plugins.credentials.CredentialsProvider.Update:admin</permission>

15 <permission>com.cloudbees.plugins.credentials.CredentialsProvider.View:admin</permission>

16 <permission>hudson.model.Computer.Build:admin</permission>

17 <permission>hudson.model.Computer.Configure:admin</permission>

8 <permission>hudson.model.Computer.Connect:admin</permission>

19 <permission>hudson.model.Computer.Create:admin</permission>

20 <permission>hudson.model.Computer.Delete:admin</permission>

21 <permission>hudson.model.Computer.Disconnect:admin</permission>

22 <permission>hudson.model.Hudson.Administer:admin</permission>

<permission>hudson.model.Hudson.ConfigureUpdateCenter:admin</permission>
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In the next section, we will see user management in VSTS.

User management in VSTS

For configuration and user management, follow these steps:

1. Open the newly created project PetClinic and click on the settings icon. On the
Project profile page, the team information is available. Click on PetClinic Team:

M PetClinic v Home  Code  Work  Build & Release  Test ‘ &

Overview Work  Security  Alerts  Version Control ~ Agent queues  Service Hooks ~ Services  Test  Release

Project profile Teams

New team O

Team Name Members Description
E PetClinic Team 1 The default project team,
Name
PetClinic
Process
Agile
Description

Enter a description

2. By default, the admin account is already available as a team member. Click on
+Add... to add a new team member for collaboration:

M PetClinic / PetClinic Team Home Code Work Build & Release Test | ]

Overview  Work  Security  Alerts  Version Control ~ Agent queues  Service Hooks — Services  Test  Release

<
PetClinic Team

Team Profile
Members
+ Add O membership direct
Display Name Username Or Scope
Name n MS [———J@outlookcom

PetClinic Team

Description

The default project team

Administrators

+ Add
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3. Use sign-in addresses or group aliases and click on Save changes:

b Peiclinic / PetClinic Team

Home  Code  Work 8 Release  Test

Overview  Work

Team Profile

Name

PetClinic Team

Description

The default project team.

Administrators

+ Add

Security  Alerts

Version Control  Agent queues  Service Hooks  Services  Test  Release

Add users and groups

To add users or groups to this group, just type their sign-in addresses or group aliases E

—J@outicokcom F

Use semicolons to separate multiple entries

User or group

Save changes Cancel

membership direct

4. Verify the team members of the PetClinic Team in the dashboard:

Build & Release  Test

Home  Code  Work

Overview  Work
<

Team Profile

Name

PetClinic Team

Description

The default project team.

Administrators

+ Add

Security  Alerts

Version Control ~ Agent queues  Service Hooks  Services Test  Release

PetClinic Team

Members
+ add. | D
Display Name Username Or Scope
n MS |@outlook.com
ﬂ Mitesh SOni utlook.com

membership direct
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5. Go to the main page of the team project and verify the Team Members section as
well:

n PetClinic / PetClinic Team Home Code  Work  Build & Release  Test | S
Overview Welcome # 4+ New
~
Welcome Work assigned to M S (0) Team Members
Get started using Visual Studio Team Services to make the All done with the work assigned to you? Go to your team backlog to pick up
O — e work ms |l ms [l 4

Manage Wark
Add work to your board

0 Collaborate on code
9: Add code to your repositary

Work
) Continuously integrate Backlog
Automate your builds Board
Task board
I I Visualize progress Queries
bl e o o agc chars
Sprint Burndown New Work Item Open User Stories Visual Studio

Enter title o Open in Visual §
Set iteration dates to use the sprint n Requires Visual Studio

burndown widget

We have successfully added a team member to the main team of the project. This is how we
can create a project and manage a team.

Monitoring Jenkins and Microsoft Azure

Azure App Service/Azure Web Apps comes with diagnose and solve problems to find out
about resource health and solutions to some common problems.
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Monitoring Jenkins

In Jenkins, we can monitor master and different agents with the use of a monitoring plugin:

1. Go to Manage Jenkins|Manage Plugins and install Monitoring Plugins:

@ admin | log out

Jenkins Update center ENABLE AUTO REFRESH

& Back to Dashboard

Installing Plugins/Upgrades

o Manage Jenkins

Preparation
« Checking internet connectivity

« Checking update center connectivity
« Success

Manage Plugins

Monitoring J Success
Audit Trail W Success

'S Go back to the top page
” (you can start using the installed plugins right away)

B> Restart Jenkins when installation is complete and no jobs are running

2. After installing it successfully, go to Manage Jenkins and select Monitoring of
Jenkins master.
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3. Click on Jenkins nodes in the same section to watch monitoring of agents of
Jenkins:

ST OMmNIE

S

R L=

Jenkins CLI
Access/manage Jenkins from your shell, or from your script.

Script Console
Executes arbifrary script for administration/trouble-shooting/diagnostics.

Manage Nodes
Add, remove, control and monitor the various nodes that Jenkins runs jobs on

About Jenkins
See the version and license information.

Manage Old Data
Scrub configuration files to remove remnants from old plugins and earlier versions.

Install as Windows Service
Installs Jenkins as a Windows service to this system, so that Jenkins starts automatically when the machine boots.

Manage Users
Create/delete/modify users that can log in to this Jenkins

Managed files
e.g. settings.xml for maven, central managed scripts, custom files, ...

In-process Script Approval
Allows a Jenkins administrator to review proposed scripts (written e.g. in Groovy) which run inside the Jenkins process and so could bypass securit
restrictions.

Backup manager
Backup or Restore Jenkins configuration files

Monitoring of Jenkins master
Monitoring of memory, cpu, http requests and more in Jenkins master.
You can also view the monitoring of Jenkins nodes

Prepare for Shutdown
Stops executing new builds, so that the system can be eventually shut down safely.
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8

4. Verify the statistics of JavaMelody monitoring taken at a specific timestamp in the

browser

Statistics of JavaMelody monitoring taken at 4/23/17 4:31 PM on _LAPTOP-FQ8JSR2E (Jenkins v2.32.1)

Donate

@ Update )~ PDF @ Online help Desktop  Choice of period : =] Day [ Week [ ] Month [F] Year [ All ©F] Customized =
Used memory - 1 day % CPU - 1 day Http sessions - 1 day
500 M 100 0
|
0 0 0.0
00:00 06:00 12:00 00:00 06:00 12:00 00:00 06:00 12:00
EMean Mean 379 M EMean Mean: 41 EMean Mean 594 m
M Maxinun  Maximun 408 M M paxinum  Maxinum: 100 M Maxinun  Maximum 1000 m
Active threads - 1 day Http hits per minute - 1 day Http mean times (ms) - 1 day
1.0 20
o | 20 ‘
|
0.0 0 0 -
00:00 06:00 12:00 00:00 06:00 12:00 00:00 06:00 12:00
EHean Mean: EHean Mean: 13 EMean Mean 27
B Maxinun  Maximun: M paxinum  Maximum: 16 M paxinun  Maximum 29

% of http errors - 1 day
1.0

00:00 06:00

M Mean Mean:
W Maximum  Maimum:

12:00

oo

# Other charts

5. Click on Other charts to get more information on different aspects of Jenkins,
such as buffer memory, threads count, swap space, and so on:

% Garbage Collector time - 1 day
40

Threads count - 1 day
0

20
00:00 06:00 12:00
EMean Mean: 15
W Maxi mum  Maoci mum: 36

20
00:00 06:00 12:00
EMean Mean: 38
W Maxcimum  Maxcimum : 40

Loaded classes count - 1 day
20 k

= Other charts

\ =
\
\
|

00:00 06:00

EMean Mean:
B Maxdi mum  Maoci mum:

Used buffered memory - 1 day
1000 k

Used non heap memory - 1 day

Used physical memory - 1 day
400G

200 M 1 |
} } 2.0G 1
|
0 ! 0 ! 0.0 !
00:00 06:00 12:00 00:00  06:00 12:00 00:00 06:00 12:00
EMean Mean: 943 k EHean Mean: 206 M EMean Mean: 3G
W Macimum  Mai mum: 945 k B Maximum  Maximum: 206 M W Maximum  Mai mum: 4G
Used swap space - 1 day % System CPU - 1 day Mean age of http sessions (min) - 1 day
20
5G
} 10
|
0 : 0 0 !
00:00 06:00 12:00 00:00 06:00 12:00 00:00 06:00 12:00
EMean Mean: 7G EMean Mean: 45 EMean Mean: 13
W Maximum  Maocimum: 7G W Maximum  Maximum : 100 B Maxi mum  Maoci mum: 14

Free disk space - 1 day

200 G
|
|
0 1
00:00 06:00 12:00
EMean Mean: 279 G
W Maximum  Maocimum: 279 G
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{1 Statistics http - 1 day

Request % of cumulative time | Hits | Mean time (ms) Max time (ms) Standard deviation % of cumulative cpu time Mean cpu time (ms) % of system error Mean size (Kb =
http global 100 45 18, 225 43 100 6 0.00 TJ
hitp warning 0] 0 -1 0 4 0] = 0.00! o]
http severe 27! 1 225 225 0 35 109 0.00 ZOJ

16 hits/min on 9 requests Details
@ Statistics http system errors - 1 day
None
‘@ Statistics system errors logs - 1 day

None

Current requests

None

| System information

<« Execute the garbage collector &2 Generate a heap dump % View memory histogram 55 Invalidate http sessions &} View http sessions
<> View deployment descriptor @ MBeans = View OS processes

Host: LAPTOP-FQ8JSR2E@192.168.99.1
Javamemory used: 398 Mb / 889 Mb [

Nb of http sessions: 1

Nb of active threads

(current htp requests):

% System CPU 15.44 [ @ Details

6. Scroll down and get detailed information on Threads:

' Threads

Threads on LAPTOP-FQ8JSR2E@192.168.99.1: Number = 37, Maximum = 51, Total started = 782 = Details e
Thread Daemen o jority. State Executed method Cpufime | Usertime |,

B (ms) (ms)

Attach Listener yes 5[ @ RUNNABLE 0 o|lw

[AWT-Windows ves 6| @RUNNABLE _|sun awt windows WTookit eventLoop(Native Method) 578 24| @

DestroyJavaVh no 5| @ RUNNABLE 3,091 2484 @

FilePath.localPool [£64] yes 5|2 sun.misc.Unsafe.park(Native Method) 46 31| @

[ TIMED_WAITING
Finalizer yes 8| O WAITING java lang.Object wait(Native Method) 1,062 187 @
Handling GET /monitoring from 0:0:0:0:0:0:0:1 - RequestHandlerThread[#56] yes 5| @RUNNABLE |java lang. Thread dumpThreads(Native Method) 1,750 1,296 @
B ) - - un nio.ch
|OHUb#1 0, gen:0] / Computer. [#31] yes 5| @RUNNABLE [P O 31 31| @
Java2D Disposer ves 10] O WAITING java lang Object wait(Native Method) 15 15| @
5)
javamelody yes 5| a2 1ana Object wait(Native Method) 359 100 @
Jenkins cron thread no 5| QWAITING java lang.Object wait(Native Method) [ ol @
java net

Jenkins UDP 33848 monitoring thread no 5| @RUNNABLE  lavenel 0 o|@

jenkins.util Timer [£10] yes 5[ QWAITING sun.misc.Unsafe.park(Native Method) 218 100] @

lenkins util Timer 1] ves 5[ ©WATING sun misc Unsafe park(Native Method) 406 203| @

lenkins uti Timer (2] ves 5| O WATING sun misc Unsafe park(Native Method) 406 25| @

enkins uti Timer (3] ves 5| O WATING sun misc Unsafe park(Native Method) 515 203| @

[jenkins util Timer (4] yes 5| O WATING sun misc Unsafe park(Native Method) 375 71| @

[jenkins. util. Timer [#5] yes 5| QWAITING sun.misc. Unsafe.park(Native Method) 343 125 @

[jenkins. util. Timer [46] yes 5| QWAITING sun.misc. Unsafe.park(Native Method) 437 203| @

enkins.util Timer 7] yes 5 T‘I)MED_WAIT\NG sun misc Unsafe park(Native Method) 578 140 @

lenkins util Timer (8] ves 5[ O WATING sun misc Unsafe park(Native Method) 343 25|
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7. Click on Debugging logs to get more details:

JavaMelody 1.65.0
[=) Debugging logs

Sun Apr 23 16:29:07 IST 2017  DEBUG
Sun Apr 23 16:29:07 IST 2017  DEBUG
Sun Apr 23 16:29:07 IST 2017  DEBUG
Sun Apr 23 16:29:07 IST 2017  DEBUG
Sun Apr 23 16:29:07 IST 2017  DEBUG
Sun Apr 23 16:29:07 IST 2017  DEBUG
Sun Apr 23 16:29:07 IST 2017  DEBUG
Sun Apr 23 16:29:07 IST 2017  DEBUG
Sun Apr 23 16:29:07 IST 2017  DEBUG
Sun Apr 23 16:29:07 IST 2017  DEBUG
Sun Apr 23 16:29:07 IST 2017  DEBUG
Sun Apr 23 16:29:07 IST 2017  DEBUG
Sun Apr 23 16:29:07 IST 2017  DEBUG
Sun Apr 23 16:29:07 IST 2017  DEBUG
Sun Apr 23 16:29:07 IST 2017  DEBUG
Sun Apr 23 16:29:07 IST 2017  DEBUG
Sun Apr 23 16:29:07 IST 2017  DEBUG
Sun Apr 23 16:29:07 IST 2017  DEBUG
Sun Apr 23 16:29:07 IST 2017  DEBUG
Sun Apr 23 16:29:08 IST 2017 DEBUG
Sun Apr 23 16:29:13 IST 2017 DEBUG
Sun Apr 23 16:29:13 IST 2017 DEBUG
Sun Apr 23 16:29:13 IST 2017  DEBUG

JavaMelody filter init started
0OS: Windows 10 , amd64/64

Java: Java(TM) SE Runtime Environment, 1.8.0_111-b14

Server: jetty/9.2.z-SNAPSHOT
Webapp context:
JavaMelody version: 1.65.0

JavaMelody classes loaded from: file:/C:/Users/Mitesh/.jenkins/plugins/monitoring/WEB-INF/lib/javamelody-core-1.65.0.jar

Application type: Jenkins

Host: LAPTOP-FQ8JSR2E@192.168.99.1
storage-directory=/C:\Users\Mitesh\.jenkins\monitoring
http-transform-pattern=/\d+/|/site/.+|avadoc/.+|/ws/.+|obertura/.+|estReport/. +|iolations/file/.+|/user/.+|/static/\w+/|/adjuncts/\w+/|/bound/[\w\-]+
custom-reports=Jenkins Info,About Monitoring

parameter defined:
parameter defined:
parameter defined:
parameter defined:
parameter defined:
parameter defined:
parameter defined:
log listeners initialized
counters initialized

no-databas

counters data read from files in C:\Users\Mitesh\.jenkins\monitoring\_LAPTOP-FQ8JSR2E

e=true

collect task scheduled every 60s

first collect of data done

JavaMelody filter init done in 6770 ms
counters data read from files in C:\Users\Mitesh\.jenkins\monitoring\nodes

gzip-compression-disabled=true
system-actions-enabled=true
maven-repositories=C:\Users\Mitesh/.m2/repository,http:/repo1.maven.org/maven2, http://repo.jenkins-ci.org/public

8. In the bottom section, we can find the debugging logs:

C' | ® localhost:8080/monitoring/nodes Q¥ (<]
Statistics of JavaMelody monitoring taken at 4/23/17 4:31 PM on nodes Donate
Z Update )~ PDF @ Online help Desktop  Choice of period : | Day 7] Week || Month & Year /i All 5] Customized =
Used memory - 1 day % CPU - 1 day Running builds - 1 day
500 M 100 1.0
1
0 0 0.0
00:00 06:00 12:00 00:00 06:00 12:00 00:00 06:00 12:00
EMean Mean: 389 M EMean Mean: 47 EMean Mean: 0
W Maxinum  Maxi mum: 407 M W Maxinum  Maxi mum: 100 W Maxinum  Maxi mum: 0
Build queue length - 1 day Builds executions per minute - 1 day Builds mean times (ms) - 1 day
1.0 1.0 1.0
0.0 0.0 0.0
00:00 06:00 12:00 00:00 06:00 12:00 00:00 06:00 12:00
EMean Mean: 0 EMean Mean: 0 EMean Mean: NaN
W Maxinum  Maxi mum: 0 W Maxinum  Maxi mum: 0 W Maxinum  Maxi mum: NaN
% of builds errors - 1 day
1.0
0.0
00:00 06:00 12:00
EMean Mean: NaN
W Maximum  Maxi mum: NaN

# Other charts

9. We can also monitor different Build Jobs using the Build MonitorView plugin.
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10. Go to Manage Jenkins| Manage Plugins and install the Build Monitor View
plugin:

@Jenkins (I © search @  admin |log out

Jenkins Plugin Manager

# Back to Dashboard Filter: Build M
ilter: uild Mo

A Manage Jenkins

Availabls
Update Center vailable

Install | Name Version
Build Monitor View
ISR e dates different computer screen sizes and is 1-11+build.201701152243

Install without restart D e e e ot T et Update information obtained: 2 days 6 hr ago m

11. Once it is successfully installed, go to the Jenkins dashboard and click on the +
sign.

12. Provide View name.

13. Select Build Monitor View and click OK:

‘& Jenkins ‘~ @ admin | log out

Jenkins

New Item View name  yjoniterall
&. People © Build Monitor View
= Build History Shows a highly visible status of selected jobs. Ideal as an Extreme Feedback Device to be displayed on a screen on your office
wall.

Project Relationship Build Pipeline View

& Check File Fingerprint Shows the jobs in a build pipeline view. The complete pipeline of jobs that a version propagates through are shown as a row in
the view.
o, Manage Jenkins List View
&‘ My Views Shows items in a simple list format. You can choose which jobs are to be displayed in which view.
My View

4. Credentials
This view automatically displays all the jobs that the current user has an access to.

|E8| status Monitor

OK
Build Queue =

No builds in the queue.

Build Executor Status =

1 Idle
2 Idle

14. Select the number of jobs you want to monitor.
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15. Click on OK:

@ search @  admin |log out
Jenkins MoniterAll
& New Item Neme MoniterAll
&A People Description
. Build History
Edit View (%)
© Delete View
[Plain text] Preview
. Project Relationship
Filter build queue ®
&= Check File Fingerprint
Filter build executors @
o Manage Jenkins
Job Filters
&‘ My Views
Status Filter All selected jobs )
A. Credentials
—= Recurse in subfolders
|8 status Monitor
— Jobs ¥ PetClinic-CloudProvisioning
¥ PetClinic-Code
Build Queue = ¥ PetClinic-Deploy
v -|
No builds in the queue. PetClinic-Docker
¥ PetClinic-FuncTest
¥ PetClinic-LoadTest
Build Executor Status =
1 Idle n Apply
2.1dle

16. From a single window, we can monitor the status of all Build Jobs configured in
Build Monitor View:

& C' | ® localhost:8080/view/MoniterAll

MoniterAll

PetClinic PetClinic-CloudProvisioning

PetClinic-Code PetClinic-Deploy

PetClinic-Docker

PetClinic-LoadTest PetClinic-Prod
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In this book, we have deployed applications on Microsoft Azure Web Apps too, so let's see
how to monitor Azure Web Apps and troubleshoot in the next section.

Azure Web Apps troubleshooting and monitoring

Let's deep dive into Diagnose and solve problems to get more details:

App Services MyPetClinic - Diagnose and solve problems

) App Servic

Columns ) Refresh (©) Feedback

Subscriptions: Visual Stud

) MSDN - Don't sz a subsc RESOURCE HEALTH
Overview Available Last checked: 12/28/2016, 8:39:00 AM
Filter venview
- The Web app is running normally Mor dt.
o I items B Activity log
NAME ~ . SOLUTIONS TO COMMON PROBLEMS
& zha Access control (IAM)
MyPetClinic & Tags ~ My App is returning HTTP 5xx errors
3 Recommended actions
¥ Diagnose and solve problems g -
=l ® Assess the HTTP errors impact using Live HTTP traffic chart
APP DEPLOYMENT * Identify instance(s) exhibiting poar ation perfor e
g = Attempt to resolve the issue by using Advanced A| ati estart
Quickstart . .
. o Identify highest CPU/Memory consuming Web in your App Servica Plan
Deployment credentials « Check out the application event logs to understand the potential root cause
t Deployment slats
= & Deployment options Recommended documents

4 Continuous Delivery (Preview) ~

1. Go to Azure App Services and select the Azure web application that we created
earlier. Click on Diagnose and solve problems.

2. Another pane will be opened that will have the RESOURCE HEALTH indicator
and SOLUTIONS TO COMMON PROBLEMS.

3. We can see that the MyPetClinic Azure web application is available and running
normally based on the status and the green indicator.

In my encounters with Azure Web Apps, I have faced HTTP 5xx errors many times due to
various reasons. It is also important to identify the root cause of an issue to fix it. However,
there are some quick solution/suggestions given here:
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1. In RESOURCE HEALTH, click on More details to get the existing status of the
MyPetClinic Azure web application:

MyPetClinic - Diagnose and solve problems X Resource health

) Refresh

Resource health watches your resource and tells you if it

L RESOURCE HEALTH

/2016, 8:39:00 AM @ Available

@ Available Last checked: 12/

- Overview

The Web app s running normally ; The Web app is running normally
B Activity log -
SOLUTIONS TO COMMON PROBLEMS

aM Access control (IAM)

& o ~ My App is returning HTTP Sxx errors

Recommended actions
¥ Diagnose and solve problems

Assess the HTTP errors impact using

APP DEPLOYMENT dentify

instance(s) exhibiting poor

Attempt to resolve the issue by using A
Quickstart

dentify highes Memory consuming Web app(s

in your App Service Plan

Deployment credntisls Check out the application event logs to understand the potential raot cause

- & @ @

Deployment slots

- Recommended documents
e 48 Deployment options
Remotely profile your .NET af App Service B2
= B4 Continuous Delivery (Preview) ™ - R
PHP t e ng guide s -
k »

2. Click on View History to find details of the Azure web application, regarding
when it was available and unavailable:

Resource health History
; souree st

MyPetClinic ourcy

T Refrash

Resource health watches your resource and tells you if it's running as expacted. Leam more
LT My®etClinic health Az

@ Available

The Web app is running normally

12/28/2016, 8:39:00 AM @

Resource health events over the last 2 weeks

® i START TIME END TIME STATUS DESCRIPTION
L] 12/15, 830 PM ongoing © available The web app is running normally
We're sorry, your web ap
= 12/15, 829 PM 12/15830PM @ Unavailable "2 '™ S0, your Web app is
unavailable
(& 12/15, 1:25 PM 12/15, 829 PM @ Available The Web app is running normally
We're sarry, your Web ap,
12/15, 1:24 PM 12/15, 1:25 PM @ Unavailable  Ve'Te serTy. your Web app is
[ =] unavailable
12/15, 831 AM 124PM @ Available The Web app is running normally
L J
- We are cur nable to determine
> 2 2/15, 8:31 AM w
¢ <290 12/13. B3 A UKNOW e ealth of this resource
=
S
=
« >
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Azure App Services - HTTP live traffic

In SOLUTIONS TO COMMON PROBLEMS, we can assess live traffic to know whether
existing resources can manage the current load or not.

If live traffic is normal, then it may not be an issue and we should go a step further to
troubleshoot the problem:

(=4 Live HTTP traffic
MyPetClinic

N & & m

08:42:30 AM 08:43:20 AM 08:44:10 AM 08:45:00 AM 08:45:50 AM 08:46:40 AM 08:47:20 AM
Time

@« 0 2 - & @

We can get HTTP live traffic based on one or all hostnames available in Azure App
Services.
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Azure App Services - CPU and memory consumption

We can also get details regarding CPU and memory percentage to find the performance of
the Azure web application and whether it is required to go for scaling operations:

Metrics per Instance (App Service plan)

MyPetClinic

L1}
Overall RDO003FF9
@ Last24 Hours ~
- @DataIn (MBytes)  Data Out (MBytes) CPU Percentage Memory Percentage  @Disk Queue Length Http Queue Length
59.0,
[ ] Wed 03 AM
40.0 M Data In (MBytes) 0.0
B Data Out (MBytes) 0.0
200 { CPU Percentage 20
@ L
Memory Percentage 58.0
0.0 . M Disk Queue Length 0.0
T Tue 08 AM Tue 11 AM Tue 02 PM Tue 05 PM Tue 08 PM Tue 11 PM Wed 01 AM Wet [ fttp Queue Length 0.0
- Time
oty
=
. 4 3

We already know that there is a main Azure web application, and other deployment slots
are also available. We can get details of Azure Web Apps or the Sites In Service Plan too:

= 4 Metrics per Instance (App Service plan)
My ic

L1}
Sites In Service Plan (5)

© MyPetClinic | MyPetClinic(ga) ‘ ‘ MyPetClinici ‘ ‘ MyPetClinic(dev) ‘ | MyPetClinic(uat)
- CPU/Memory Statistics =
- |
& @ MyPetClinic:CPU Time. MyPetClinic: Average

3.6,
a 300
L g 200
4 10.0
B 0.0

“ Tue 08 AM Tue 11 AM Tue 02 PM Tue 05 PM Tue 08 PM Tue 11PM Wed 01 AM Wed 04 AM Wed 08 AM
Time

=
. 4 3
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Here, we are looking at the details of the MyPetClinic(dev) deployment slot of Azure Web
Apps:

B X Metrics per Instance (App Service plan)

MyPetClinic

L1}
Sites In Service Plan (5)

LU MyPetClinic | MyPetClinic(ga) ‘ ‘ MyPetClinic(stage) MyPetClinic(dev) | MyPetClinic(ua
- CPU/Memory Statistics =
=
[ | @ MyPetClinic:CPU Time MyPetClinic:Average .. @ MyPetClinic(dev) CPU MyPetClinicidev) Ave

3.6,
=] 300
@ 200
4 10.0
= 0.00
e Tue 08 AM Tue 11 AM Tue 02 PM Tue 05 PM Tue 08 PM Tue 11PM Wed 01 AM Wed 04 AM Wed 08 AM

Time

=
- 4 13

At a time, we can pick and choose the slots or select all of them to see CPU and memory
utilization in the App Service plan (ASP):

Metrics per Instance (App Service plan)

Sites In Service Plan (5)
© MyPetClinic i MyPetClinic(qa) ll MyPetClinic(stage) fll MyPetClinic(dev) fll MyPetClinic(uat)
. CPU/Memory Statistics -
3
e @ MyPetClinic(dev) CPU MyPetClinic(devyAve. . @ MyPetClinic:CPU Time MyPetClinic-Average @ MyPetClinicigay CPU
MyPetClinic(qa)Aver... @ MyPetClini 2 MyPetClini . @ MyPetClinic(uat) CPU MyPetClinic(uat):Ave...

g 37.6

300
hd 200
7 100
@ 0.
o Tue 08 AM Tue 11 AM Tue 02 PM Tue 05 PM Tue 08 PM Tue 11PM Wed 01 AM Wed 04 AM Wed 08 AM

Time

=
- 4 3
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Similarly, we can verify Http Statistics for the main Azure web application and deployment

slots hosted in a specific ASP:

O X

Metrics per Instance (App Service plan)

L1}
Hitp Statistics
© @ VyPeiClinic(dev) Hit MyPetClinic(dev) Hit My PetClinic(dev ) Htt MyPetClinic(devyHtt . @ MyPetClinic(dev) Ave.
MyPetClinic:Http 2xx @ MyPetClinic:Http 3xx MyPetClinic:Hitp 4xx @ MyPetClinic:Http Ser.. & MyPetClinic:Average ..
& @ MyPetClinicqay Hitp MyPetClinic(qa) Hitp. WMy PetClinic(qay Htp MyPetClinic(ga) Hitp.. @ MyPetClinic(qa)-Aver
90.0,
=
S
500
L ~.
0.
a Tue 08 AM Tue 11 AM Tue 02 PM Tue 05 PM Tue 08 PM Tue 11PM Wed 01 AM Wed 04 AM
Time
@

Wed 08 AM

We can also verify Network Statistics for the main Azure web application and deployment

slots hosted in a specific ASP:

a X

Metrics per Instance (App Service plan)

0.0l —=
& Tue 08 AM Tue 11 AM Tue 02 PM Tue 05 PM Tue 08 PM Tue 11 PM Wed 01 AM Wed 04 AM Wed 08 AM
Time
Network Statistics -
- @ MyPetClinic(dev)Dat MyPetClinicidev)Dat MyPetClinic(dev)Loc MyPetClinic(devyLoc . @ MyPetClinic(dev) Net
= MyPetClinic(dev) Net @ MyPetClinic:Data In MyPetClinic:Data Qut @ MyPetClinic:Local re. MyPetClinic-Local wr
@ MyPetClinic:Netwaork ... MyPetClinic:Network . MyPetClinic(ga):Data... MyPetClinic(ga):Data.. @ MyPetClinic(ga):Loca..
® MyPetClinic(qalLoca MyPetClinic(ga) Netw MyPetClinic(qa) Netw
128.0,
g 100.0
50.0
@
0.0°
f Tue 08 AM Tue 11 AM Tue 02 PM Tue 05 PM Tue 08 PM Tue 11 PM Wed 01 AM Wed 04 AM Wed 08 AM
Time
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If we keep the cursor on a specific location of the chart, then we will get all the details of

that specific point for the main and other deployment slots:

o X

Metrics per Instance (App Service plan)

L —1

) Tue 08 AM Tue 11 AM Tue 02 PM Tue 05 PM Tueﬂt? PM Tue o Pm
Time W MyPetClinic(dev):Data In (MBytes) 0.0
MyPetClinic(dev):Data Out (MBytes) 0.1
° MyPetClinic(dev):Local read bytes (MBytes) 258
Network Statistics MyPetClinic(dev) Local written bytes (MBytes) 0.0
‘ W MyPetClinic(dev):Network read bytes (MBytes) 0.0
@ MyPetClinic(dev) Dat MyPetClinic(dev) Dat MyPetClinic(dev) Loc MyBeiGlinictiev)hetworigyritien bytes (MByles) 0.0
E MyPetClinic(dev):Net... @ MyPetClinic:Data In MyPetClinic:Data Out...| ™ MyPetClinic:Data In (MBytes) 0.0
@ MyPetClinic:Network MyPetClinic:Network MyPe(Clinic(qa) Data MyPetClinic:Data Out (MBytes) 0.0
el MyPetClinic(ga):Loca... MyPetClinic(qa):Netw... MyPetClinic(qa):Netw... | Bl MyPetClinic:Local read bytes (MBytes) 187
128.0, MyPetClinic.Local written bytes (MBytes) 0.0
<] 100.0 W MyPetClinic:Network read bytes (MBytes) 15
50.0 % MyPetClinic:Network written bytes (MBytes) 0.0
- o I’f MyPetClinic(qa):Data In (MBytes) 0.0
¢ Tue 08 AM Tue 11 AM Tue 02 PM Tue 05 PM Tue 08 PM e 1 MyPetClinic(qa):Data Out (MBytes) 0.1
Time W MyPetClinic{qa):Local read bytes (MBytes) 27.9
MyPetClinic(qa):Local written bytes (MBytes) 0.0
MyPetClinic(qa):Network read bytes (MBytes) 0.0
B MyPetClinic(ga):Network written bytes (MBytes) 0.0

® >

So far, we have seen the diagnose and solve problems section. In the next section, we will

look at details related to activity logs.

[285 ]




Security and Monitoring

Azure App Services - Activity log

Activity log shows what actions have been performed in the Azure web application based
on Subscription, Resource group, Resource, Resource type, Operation, Timespan, Event
category, Event severity, and Event initiated by:

[‘ MyPetClinic - Activity log

Search (Ctil+/)

== Columns

A export

q;.m Log search

Overview

Activity log
.

oM Access control (JAM)

& Tags

(-

i

# Diagnose and solve problems

APP DEPLOYMENT
Quickstart

Deployment credentials

- & @ &

Deployment slots

3

1% Deployment options

@ Continuous Delivery (Preview) ~

‘D Gain insights into Azure activities using log search and visualization for FREE @

Select query ..
* Subscription @

Visual studio Enterpri...
Timespan @

Last month

v

Query returned 4 items. ©

OPERATION NAME
© Delete website
@ Write Backup
@ Update website

@ Update website

A

Resource group @

m #

alerts fired | 0 outage notifications

eTutorialsworld v

Event category @

All categories v
STATUS TIME
Failed 23 hago
Started 24 hago
Succeeded 3 wk ago
Succeeded 3 wk ago

Resource @

MyPetClinic

* Event severity @

4 selected

the items as cs

TIME STAMP

Tue Dec 27 2.,

Tue Dec 27 2...

Tue Dec 06 2...

Tue Dec 06 2..

Resource type @

Insights (Last 24 hours): 0 failed deployments | 0 role assignments | 3 errors |0

* Operation @

|

~ | | All resource types v
Event initiated by @ Search @

v Al v

SUBSCRIPTION EVENT INITIATED BY

Visual Studio Enterprise with M...
Visual studio Enterprise with M...
Visual Studio Enterprise with M...

Visual Studio Enterprise with M...

mitesh.sonig3@outlock.com

mitesh.sonig3@outlook.com

mitesh.sonig3@outlock.com

mitesh.soni83@outlock.com

We can see different operations, such as update, write, and delete operations.
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Azure Application Insights for application monitoring

In the Azure resource management portal, go to Azure App Services, select the Azure web
application, and go to the MONITORING section; click on Application Insights.

Application Insights helps us to identify and diagnose issues in Azure web applications.
When we create an Azure web application, we have the option to create Application
Insights associated with the Azure web application; if we haven't done it, then we can
create a new Application Insights resource too for our Azure web application:

¥ MyPetClinic - Application Insights

Apr

Subscriptions: Visual Studio Enterprise with jol
) MSDN - Don't see a subscription? Switch
rectories
B Filter by rame AP definition
@ 1 items CORS
NAME
MONITORING
MyPetclinic
@ application Insights
- | PP g
Alerts
=
Diagnestics logs
Log stream
L J
B8 Process explorer
t K Metrics per instance (apps)
- »
£ X Metrics per Instance (App Ser...

3 Live HTTP traffic

9 Application Insights

Application Insights helps y
and helps you understand

detect and diagnose quality issues in your web apps and web services
ur users actually do with it. Leam more

® Create new resource
* New resource name * Location

Myperclinic South Central US v

Select existing resource

search.

Recently created resources

No Application Insights resources that are unassociated with an App Service were found.

Once the Application Insights resource is created, we can access it from the Azure web
application also. Let's try to check the availability of the Azure web application from

different regions.
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In the INVESTIGATE tab, click on Availability. There is no web test or data available:

Application Insights
my outiook

efault Dired

== columns  {) Refresh

Subscriptions: Visual Studio Enterprise with

L MSDN - Don't see a subscription? 5
= by name...
‘ 2items
NAME v
@ ctutorialtestapp
- v
o,

@ wypetciinic

® ¢ @ 1

g2 O

v

Q) Refresh

== Add webtest (D Time range

All web tests response time {ms)

@ overview

B Activity log 93

ch Access control (IAM)

& Tags

INVESTIGATE
== Application map

& Smart Detection

A Live Metrics Stream

Availability
All web tests
Mt Failures
'WEB TEST 20 MIN
% Performance M

There are no web test results in this time period.

Let's add a web test. Click on +Add web test. Provide Test name, URLping test in Test
type, and URL to test the availability:

@ MyPetClinic - Availability

sights

Create test

= P searct

a D oveniew

@ B Activity log

] 2M Access control (1AM)
& Tags
INVESTIGATE

== Application map
& Smart Detection

A Live Metrics Stream

=
[
L 4
L]

Availability

o

i Failures

performance

v

= Add webtest (D Time range

T Refresh

All web tests response time (ms)

There are no web test results in thi

All web tests
WEB TEST 20 MIN 1H 24H T2H

There are no web test results in this time period.

Remove spending limit to make
Application Insights purchases

Azure monthly credits for Visual Studio
subscribers cannot be used towards
Application Insights purchases, To make
purchases, remove the spending limit from this

Azure subscription.
* Test name

PetClinicTest v
Test type

URL ping test v
* URL®

httpy//MyPetClinic.azurewebsites.net

Parse dependent requests @
v

Enable retries for web test failures. @
v -
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In Test frequency, select 5 minutes, and in Test locations, select any five locations from
where we want to test the availability of an Azure web application:

Create test | X Test locations

* Test name -
PetClinicTest v
|:| Select/Deselect All
Test type
URL ping test v V| US:IL-Chicago
*URLO v| U5 : CA-5an Jose

http://MyPetClinic.azurewebsites.net
v | US : TX-San Antonio
Parse dependent requests @

v v | US  vA-Ashburn
Enable retries for web test failures. @ | US : FL-Miami
4
Test frequency @ 5G : Singapore

5 minutes v

SE : Stockholm
Test locations @ > RU : Moscow
5 location(s) configured
- ML : Amsterdam -

ok
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Set HTTP response: 200 as Success criteria and Alerts also. After all these configurations,
click on Create:

Create test

http://MyPetClinic.azurewebsites.net

Parse dependent requests @
N

Enable retries for web test failures, @
4

Test frequency @

5 minutes v

Test locations @

>
5 location(s) configured
Success criteria @ >
HTTP response: 200, Test Timeou..
Alerts @
>

Alert if 3/5 locations fails in 5 mi.
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It will start pinging the Azure web application after some time, from the time zone we have
configured in the web test. We can see TOTAL SUCCESSFUL TESTS, TOTAL FAILED
TESTS, AVERAGE RESPONSE TIME, and other details:

@) MyPetClinic - Availability

n Insights

+ Add web test G Time range O Refresh

] O search (Ctri+s) All web tests response time (ms)
N J0m
500ms

g @ Overview 2 I

. oms i
o =] Activity log 9AM 215 AM 9:30 AM 9:45 AM

TOTAL SUCCESSFUL TESTS TOTAL FAILED TESTS

? ;.'. Access control (IAM) 6 0

& Tags Filtered on tests between 12/30/2016 9:50 AM and 12/30/2016 9:52 AM
— E
sl
= INVESTIGATE

- . L

Application map =

s - oom

o' smart Detection Om:
o 30 951 AM 30 9:52 AM 30
e A Live Metrics Stream AVERAGE RESPONSE TIME ISU[CESSFULTESTS I FAILED TESTS

: 499 s
Availability

0 W Failures All web tests
»
v % Performance - WEB TEST 20 MIN 1H 24H T2H
> @  PetcClinicTest 100% 100% 100% 100% M

In the Application Insights portal, we can see the history of web tests as well.

Azure web application monitoring

We have seen different types of log files in the Kudu editor. Let's see them in the Azure
portal.
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Diagnostics logs

To enable or disable diagnostics logs, we need to go to Azure App Services in the Azure
portal, click on the MyPetClinic Azure web application, and, in the MONITORING
section, click on Diagnostics logs:

Subscriptions: Visual Studio Enterprise with
MSDN - Don't see a subscription? Switc
rectories
Filter by name...
1 items

NAME

MyPetClinic

0 ¢ .
M Search {ct

AP definition

CORS

MONITORING

@ application Insights

V' Alerts

Diagnostics logs
Log stream

Wl process explorer

% Metrics per instance (Apps)

“

e
”~

% Live HTTP traffic

(¥

Metrics per Instance (App Ser...

Application Logging (Filesystem) @

On

Application Logging (Blob) @

Web server logging @

Storage | File System

Detailed error messages @

an

Failed request tracing @

an

Daownload logs
FTP/deployment username

MyPetClinic\miteshs1

-

TP

ftp:/fwaws-prod-sn1-069.ftp.azurewebsite
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We can enable or disable different kinds of logs based on the need and environment:

ault Directory)

II MyPetClinic - Diagnostics logs
App Service

== Columns O Refresh H Save 9 Discard

Subscriptions: Visual Studio Enterprise with 0 Search (Ctri+ Application Legging (Filesystem) @
) MSDN — Don't see a subscription? Switc off “
directories
-
Filter by name... AP! definition Level
PN 1 ftems CORs | Error hd
NAME Application Logging (Blob) @
. . MONITORING m on
MyPetClinic nee

@ ication Insigh
| Application Insights Web server logging @
&=

Diagnostics logs Detailed error messages @

=
@ o N
Log stream

Y Failed request tracing @

Wl process explorer o “
? ‘}( Metrics per instance (Apps)
=, X Download logs

Metrics per Instance (App Ser...
FTR/deployment usermnarme

Qs frogn -
4% Live HTTP traffic MyPetClinic\miteshs1 &

Once changes are done, click on the Save button.

Summary

Security and monitoring are concepts that are too vast to be accommodated in one chapter,
as they cover different aspects at huge length.

In this chapter, we have covered some aspects of user management and monitoring in
Jenkins and VSTS. We have also covered how to diagnose a problem and troubleshoot it in
Microsoft Azure App Services or Azure Web Apps.

This is the end of our journey in this book; however, there is no end to education.
The famous quote from Jiddu Krishnamurti says:

"There is no end to education. It is not that you read a book, pass an examination, and
finish with education. The whole of life, from the moment you are born to the moment you
die, is a process of learning”
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